110th CONGRESS
18T SESSION H. R. 1

CONFERENCE REPORT
[TO ACCOMPANY II. R. 1]

The committee of conference on the disagreeing
votes of the two Houses on the amendment of the Senate
to the bill (HL.R. 1) entitled “An Aect to provide for the
implementation of the recommendations of the National
Commission on Terrorist Attacks Upon the United
States”, having met, after full and free conference, have
agreed to recommend and do recommend to their respec-
tive Houses as follows:

That the House recede from its disagreement to the
amendment of the Senate, and agree to the same with an
amendment, as follows:

In lieu of the matter proposed to be inserted by the
Senate amendment, insert:

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TrrLE—This Act may be cited as the
“Implementing Recommendations of the 9/11 Commission
Act of 2007

(b) TABLE OF CONTENTS.—The table of contents for

this Act 1s as follows:

Sec. 1. Short title; table of contents.



Sec.
Sec.
Sec.

Sec.

Sec

101.
102.
105.

104.

2
TITLE [I—HOMELAND SECURITY GRANTS

Homeland Security Grant Program.

Other amendments to the Homeland Security Act of 2002.

Amendments to the Post-Katrina Emergency Management Reform Act
of 2006.

Technical and conforming amendments.

TITLE II—EMERGENCY MANAGEMENT PERFORMANCE GRANTS

.. 201.

Emergency management performance grant program.

Sec. 202. Grants for construction of emergency operations centers.

TITLE III—ENSURING COMMUNICATIONS INTEROPERABILITY FOR

Sec
Sec

Sec.
Sec.
Sec.
Sec.

Sec.
Sec.
Sec.
Sec.
Sec.
Sec.

.. 301.
.. 302.

FIRST RESPONDERS

Interoperable emergency communications grant program.
Border interoperability demonstration project.

TITLE IV—STRENGTHENING USE OF THE INCIDENT COMMAND

401.
402.
405.
404.

405.
406.
407.
408.
409.
410.

SYSTEM

Definitions.

National exercise program design.

National exercise program model exercises.

Preidentifying and evaluating multijurisdictional facilities to strength-
en icident command; private sector preparedness.

Federal response capability inventory.

Reporting requirements.

Federal preparedness.

Credentialing and typing.

Model standards and guidelines for critical infrastructure workers.

Authorization of appropriations.

TITLE V—IMPROVING INTELLIGENCE AND INFORMATION SHARING
WITHIN THE FEDERAL GOVERNMENT AND WITH STATE, LOCAL,
AND TRIBAL GOVERNMENTS

Sec.
Sec.
Sec.
Sec.

Subtitle A—Homeland Security Information Sharing Enhancement

501.
502.
503.
504.

Homeland Security Advisory System and information sharing.
Intelligence Component Defined.

Role of intelligence components, training, and information sharing.
Information sharing.

Subtitle B—Homeland Security Information Sharing Partnerships

Sec. 511. Department of Homeland Security State, Local, and Regional Fusion

Jenter Initiative.

Sec. 512. Homeland Security Information Sharing Fellows Program.

Sec.

513.

Rural Policing Institute.

Subtitle C—Interagency Threat Assessment and Coordination Ghroup

Sec. 521. Interagency Threat Assessment and Coordination Group.



Sec.

Sec.

Sec.
Sec.
Sec.

Sec.
Sec.

3

Subtitle D—Homeland Security Intelligence Offices Reorganization

531.

541.

Office of Intelligence and Analysis and Office of Infrastructure Protec-
tion.

Subtitle E—Authorization of Appropriations

Authorization of appropriations.

TITLE VI—CONGRESSIONAL OVERSIGHT OF INTELLIGENCE

601.
602.
603.

604.
605.

Avarlability to public of certain intelligence funding information.

Public Interest Declassification Board.

Sense of the Senate regarding a report on the 9/11 Commission rec-
ommendations with respect to intelligence reform and congres-
stonal intelligence oversight reform.

Avarlability of funds for the Public Interest Declassification Board.

Availability of the Executive Summary of the Report on Central Intel-
ligence Agency Accountability Regarding the Terrorist Attacks of
September 11, 2001.

TITLE VII—STRENGTHENING EFFORTS TO PREVENT TERRORIST

Sec.

Sec.

Sec.

Sec.
Sec.
Sec.
Sec.

Sec.

Sec.

Sec.
Sec.
Sec.

Sec.
Sec.

701.

711.

731.

801.

802.
8053.
804.

901.
902.

TRAVEL
Subtitle A—Terrorist Travel
Report on international collaboration to increase border security, en-
hance global document security, and exchange terrorist informa-
tion.
Subtitle B—Visa Waiver
Modernization of the visa waiver program.

Subtitle C—Strengthening Terrorism Prevention Programs

. Strengthening the capabilities of the Human Smuggling and Traf-

ficking Center.
Enhancements to the terrorist travel program.
Enhanced driver’s license.
Western Hemasphere Travel Initiative.
Model ports-of-entry.

Subtitle D—DMiscellaneous Provisions
Report regarding border security.
TITLE VIII—PRIVACY AND CIVIL LIBERTIES

Modification of authorities relating to Privacy and Civil Liberties Over-
sight Board.

Department Privacy Officer.

Privacy and civil liberties officers.

Federal Agency Data Mining Reporting Act of 2007.

TITLE IX—PRIVATE SECTOR PREPAREDNESS

Private sector preparedness.
Responsibilities of the private sector Office of the Department.



4
TITLE X—IMPROVING CRITICAL INFRASTRUCTURE SECURITY

Sec. 1001. National Asset Database.

Sec. 1002. Risk assessments and report.

Sec. 1003. Sense of Congress regarding the inclusion of levees in the National In-
frastructure Protection Plan.

TITLE XI—ENHANCED DEFENSES AGAINST WEAPONS OF MASS
DESTRUCTION

Sec. 1101. National Biosurveillance Integration Center.

Sec. 1102. Biosurveillance efforts.

Sec. 1103. Interagency coordination to enhance defenses against nuclear and ra-
diological weapons of mass destruction.

Sec. 1104. Integration of detection equipment and technologies.

TITLE XII—TRANSPORTATION SECURITY PLANNING AND
INFORMATION SHARING

Sec. 1201. Definitions.

Sec. 1202. Transportation security strategic planning.

Sec. 1203. Transportation security information sharing.

Sec. 1204. National domestic preparedness consortium.

Sec. 1205. National transportation security center of excellence.

Sec. 1206. Immunity for reports of suspected terrovist activity or suspicious be-
havior and response.

TITLE XIII—TRANSPORTATION SECURITY ENHANCEMENTS

Sec. 1301. Definitions.

Sec. 1302. Enforcement authority.

Sec. 1303. Authorization of visible intermodal prevention and response teams.

Sec. 1304. Surface transportation security inspectors.

Sec. 1305. Surface transportation security technology information sharing.

Sec. 1306. TSA personnel limitations.

Sec. 1307. National explosives detection canine team training program.

Sec. 1308. Maritime and surface transportation security user fee study.

Sec. 1309. Prohibition of issuance of transportation security cards to convicted
felons.

Sec. 1310. Roles of the Department of Homeland Security and the Department
of Transportation.

TITLE XIV—PUBLIC TRANSPORTATION SECURITY

Sec. 1401. Short title.

Sec. 1402. Definitions.

Sec. 1403. Findings.

Sec. 1404. National Strategy for Public Transportation Security.
Sec. 1405. Security assessments and plans.

Sec. 1406. Public transportation security assistance.

Sec. 1407. Security exercises.

Sec. 1408. Public transportation security training program.
Sec. 1409. Public transportation research and development.
Sec. 1410. Information sharing.

Sec. 1411. Threat assessments.

Sec. 1412. Reporting requirements.

Sec. 1413. Public transportation employee protections.



5

Sec. 1414. Security background checks of covered individuals for public transpor-
tation.
Sec. 1415. Limitation on fines and civil penalties.

TITLE XV—SURFACE TRANSPORTATION SECURITY
Subtitle A—General Provisions

Sec. 1501. Definitions.

Sec. 1502. Oversight and grant procedures.
Sec. 1503. Authorization of appropriations.
Sec. 1504. Public awareness.

Subtitle B—Railroad Security

Sec. 1511. Railroad transportation security risk assessment and national strat-
eqy.

Sec. 1512. Railroad carrier assessments and plans.

Sec. 1513. Railroad security assistance.

Sec. 1514. Systemwide Amtrak security upgrades.

Sec. 1515. Fire and life safety improvements.

Sec. 1516. Railroad carrier exercises.

Sec. 1517. Railvoad security training program.

Sec. 1518. Railroad security research and development.

Sec. 1519. Railroad tank car security testing.

Sec. 1520. Railvoad threal assessments.

Sec. 1521. Railroad employee protections.

Sec. 1522. Security background checks of covered individuals.

Sec. 1523. Northern border railroad passenger report.

Sec. 1524. International Railroad Security Program.

Sec. 1525. Transmission line report.

Sec. 1526. Railroad security enhancements.

Sec. 1527. Applicability of District of Columbia law to certain Amtrak contracts.

Sec. 1528. Railroad preemption clarification.

Subtitle C—Over-The-Road Bus and Trucking Security

Sec. 1531. Over-the-road bus security assessments and plans.
Sec. 1532. Over-the-road bus security assistance.

Sec. 1533. Over-the-road bus exercises.

Sec. 1534. Over-the-road bus security training program.

Sec. 1535. Over-the-road bus security research and development.
Sec. 1536. Motor carrier employee protections.

Sec. 1537. Unified carrier registration system agreement.

Sec. 1538. School bus transportation security.

Sec. 1539. Technical amendment.

Sec. 1540. Truck security assessment.

Sec. 1541. Memorandum of understanding annex.

Sec. 1542. DHS Inspector General report on trucking security grant program.

Subtitle D—Hazardous Material and Pipeline Security

Sec. 1551. Railroad routing of security-sensitive materials.
Sec. 1552. Railroad security-sensitive material tracking.

Sec. 1553. Hazardous materials highway routing.

Sec. 1554. Motor carrier security-sensitive material tracking.
Sec. 1555. Hazardous materials security inspections and study.



Sec. 1556. Technical corrections.
Sec. 1557. Pipeline security inspections and enforcement.
1

Sec. 1558. Pipeline security and incident recovery plan.
TITLE XVI—AVIATION

Sec. 1601. Airport checkpoint screening fund.

Sec. 1602. Screening of cargo carried aboard passenger aireraft.

Sec. 1603. In-line baggage screening.

Sec. 1604. In-line baggage system deployment.

Sec. 1605. Strategic plan to test and implement advanced passenger prescreening
system.

Sec. 1606. Appeal and redress process for passengers wrongly delayed or prohib-
ited from boarding a flight.

Sec. 1607. Strengthening explosives detection at passenger screening checkpoints.

Sec. 1608. Research and development of aviation transportation security tech-
nology.

Sec. 1609. Blast-resistant cargo containers.

Sec. 1610. Protection of passenger planes from explosives.

Sec. 1611. Specialized training.

Sec. 1612. Certain TSA personnel limitations not to apply.

Sec. 1613. Pilot project to test different technologies at airport exit lanes.

Sec. 1614. Security credentials for airline crews.

Sec. 1615. Law enforcement officer biometric credential.

Sec. 1616. Repair station security.

Sec. 1617. General aviation security.

Sec. 1618. Extension of authorization of aviation security funding.

TITLE XVII—MARITIME CARGO
Sec. 1701. Container scanning and seals.

TITLE XVIII—PREVENTING WEAPONS OF MASS DESTRUCTION
PROLIFERATION AND TERRORISM

Sec. 1801. Findings.
Sec. 1802. Definitions.

Subtitle A—Repeal and Modification of Limitations on Assistance for Prevention
of WMD Proliferation and Terrorism

Sec. 1811. Repeal and modification of limitations on assistance for prevention of
weapons of mass destruction proliferation and terrorism.

Subtitle B—Proliferation Security Initiative

Sec. 1821. Proliferation Security Initiative improvements and authorities.
Sec. 1822. Authority to provide assistance to cooperative countries.

Subtitle C—Assistance to Accelerate Programs to Prevent Weapons of Mass
Destruction Proliferation and Terrorism

Sec. 1831. Statement of policy.

Sec. 1832. Authorization of appropriations for the Department of Defense Cooper-
atie Threat Reduction Program.

Sec. 1833. Authorization of appropriations for the Department of Energy pro-
grams to prevent weapons of mass destruction proliferation and
terrorism.



7

Subtitle D—Office of the United States Coordinator for the Prevention of Weapons
of Mass Destruction Proliferation and Terrorism

Sec. 1841. Office of the United States Coordinator for the Prevention of Weapons
of Mass Destruction Proliferation and Terrorism.

Sec. 1842. Sense of Congress on United States-Russia cooperation and coordina-
tion on the prevention of weapons of mass destruction prolifera-
tion and terrorism.

Subtitle E—Commission on the Prevention of Weapons of Mass Destruction
Proliferation and Terrorism

Sec. 1851. Establishment of Commission on the Prevention of Weapons of Mass
Destruction Proliferation and Terrorism.

Sec. 1852. Purposes of Commission.

Sec. 1853. Composition of Commission.

Sec. 1854. Responsibilities of Commission.

Sec. 1855. Powers of Commission.

Sec. 1856. Nonapplicability of Federal Advisory Committee Act.

Sec. 1857. Report.

Sec. 1858. Termination.

Sec. 1859. Funding.

TITLE XIX—INTERNATIONAL COOPERATION ON ANTITERRORISM
TECHNOLOGIES

Sec. 1901. Promoting antiterrorism capabilities through international coopera-
tion.
Sec. 1902. Transparency of funds.

TITLE XX—9/11 COMMISSION INTERNATIONAL IMPLEMENTATION

Sec. 2001. Short title.
Sec. 2002. Definition.

Subtitle A—Quality Educational Opportunities in Predominantly Muslim
Countries.

Sec. 2011. Findings; Policy.

Sec. 2012. International Muslim Youth Opportunity Fund.

Sec. 2013. Annual report to Congress.

Sec. 2014. Extension of program to provide grants to American-sponsored schools
m predominantly Muslim Countries to provide scholarships.

Subtitle B—Democracy and Development in the Broader Middle East Region
Sec. 2021. Middle East Foundation.

Subtitle C—Reaffirming United States Moral Leadership

Sec. 2031. Advancing United States interests through public diplomacy.

Sec. 2032. Oversight of international broadcasting.

Sec. 2033. Expansion of United States scholarship, exchange, and library pro-
grams in predominantly Muslim countries.

Sec. 2034. United States policy toward detainees.



8
Subtitle D—Strategy for the United States Relationship With Afghanistan,

Pakistan, and Saudi Arabia

Sec. 2041. Afghanistan.
Sec. 2042. Pakistan.
Sec. 2043. Saudi Arabia.

TITLE XXI—ADVANCING DEMOCRATIC VALUES

Sec. 2101. Short title.

Sec. 2102. Findings.

Sec. 2103. Statement of policy.
Sec. 2104. Definitions.

Subtitle A—Activities to Enhance the Promotion of Democracy

Sec. 2111. Democracy Promotion at the Department of State.
Sec. 2112. Democracy Fellowship Program.
Sec. 2113. Investigations of violations of international humanitarian law.

Subtitle B—Strategies and Reports on Human Rights and the Promotion of

Democracy
Sec. 2121. Strategies, priorities, and annual report.
Sec. 2122. Translation of human rights reports.

Subtitle C—Advisory Committee on Democracy Promotion and the Internet
Website of the Department of State

Sec. 2131. Advisory Committee on Democracy Promotion.
Sec. 2132. Sense of Congress regarding the Internet website of the Department of
State.

Subtitle D—Training in Democracy and Human Rights; Incentives

Sec. 2141. Training in democracy promotion and the protection of human rights.
Sec. 2142. Sense of Congress regarding ADVANCE Democracy Award.
Sec. 2143. Personnel policies at the Department of State.

Subtitle E—Cooperation With Democratic Countries
Sec. 2151. Cooperation with democratic countries.
Subtitle F—Funding for Promotion of Democracy

Sec. 2161. The United Nations Democracy Fund.
Sec. 2162. United States democracy assistance programs.

TITLE XXII—INTEROPERABLE EMERGENCY COMMUNICATIONS

Sec. 2201. Interoperable emergency communications.

Sec. 2202. Clarification of congressional intent.

Sec. 2203. Cross border interoperability reports.

Sec. 2204. Extension of short quorum.

Sec. 2205. Requiring reports to be submitted to certain commattees.

TITLE XXIII—EMERGENCY COMMUNICATIONS MODERNIZATION

Sec. 2301. Short title.
Sec. 2302. Funding for program.



Sec. 2303.

Sec. 2401.
Sec. 2402.

Sec. 2403.
Sec. 2404.
Sec. 2405.

9
NTIA coordination of E-911 implementation.
TITLE XXIV—MISCELLANEOUS PROVISIONS

Quadrennial homeland security review.

Sense of the Congress regarding the prevention of radicalization lead-
g to ideologically-based violence.

Requiring reports to be submitted to certain commattees.

Demonstration project.

Under Secretary for Management of Department of Homeland Secu-
rity.

TITLE I—-HOMELAND SECURITY

GRANTS

SEC. 101. HOMELAND SECURITY GRANT PROGRAM.

The Homeland Security Act of 2002 (6 U.S.C. 101 et

seq.) is amended by adding at the end the following:

“TITLE XX—HOMELAND
SECURITY GRANTS

“SEC. 2001. DEFINITIONS.

“In this title, the following definitions shall apply:

“(1)  ADMINISTRATOR.—The term  ‘Adminis-

trator’ means the Administrator of the Federal Emer-

gency Management Agency.

“(2)  APPROPRIATE  COMMITTEES OF  CON-

GRESS.—The term ‘appropriate committees of Con-

gress’ means—

“(A) the Committee on Homeland Security
and Governmental Affairs of the Senate; and

“(B) those committees of the House of Rep-
resentatives that the Speaker of the House of

Representatives determines appropriate.
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“(3) CRITICAL INFRASTRUCTURE SECTORS.—The
term ‘critical infrastructure sectors’ means the fol-
lowing sectors, in both urban and rural areas:
“(A) Agriculture and food.
“(B) Banking and finance.
“(C) Chemical industries.
“(D) Commercial facilities.
“(E) Commercial nuclear reactors, mate-
rals, and waste.
“(F) Dams.
“(G) The defense industrial base.
“(H) Emergency services.
“(1) Energy.
“(J) Government facilities.
“(K) Information technology.
“(L) National monuments and icons.
“(M) Postal and shipping.
“(N) Public health and health care.
“(0) Telecommunications.
“(P) Transportation systems.
“(6)) Water.
“(4) DIRECTLY ELIGIBLE TRIBE.—The term ‘di-
rectly eligible tribe’ means—

“(A) any Indian tribe—
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“(1) that is located wn the continental
United States;

“(11) that operates a law enforcement
or emergency response agency with the ca-
pacity to respond to calls for law enforce-
ment or emergency services;

“tin)(I) that is located on or near an
wnternational border or a coastline bor-
dering an ocean (including the Gulf of Mex-
1co) or international waters;

“(II) that 1is located within 10 miles of
a system or asset included on the prioritized
eritical mfrastructure list established under
section 210K (a)(2) or has such a system or
asset within its territory;

“(I1I) that s located within or contig-
wous to 1 of the 50 most populous metro-
politan  statistical areas in the United
States; or

“(IV) the jurisdiction of which includes
not less than 1,000 square miles of Indian
country, as that term s defined wn section
1151 of title 18, Unated States Code; and

“(w) that certifies to the Secretary that

a State has not provided funds under sec-
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tion 2003 or 2004 to the Indian tribe or

consortium of Indian tribes for the purpose

Jor whach direct funding is sought; and

“(B) a consortium of Indian tribes, if each
tribe satisfies the requirements of subparagraph

(A).

“(5) ELIGIBLE METROPOLITAN AREA.—The term
‘eligible metropolitan area’ means any of the 100
most populous metropolitan statistical areas in the
United States.

“(6) HIGH-RISK URBAN AREA.—The term ‘high-
risk wrban area’ means a high-risk urban area des-
wnated under section 2003(b)(3)(A).

“(7) INDIAN TRIBE.—The term ‘Indian tribe’ has
the meaning given that term in section 4(e) of the In-
dvan Self-Determanation Act (25 U.S.C. 450b(e)).

“(8) METROPOLITAN STATISTICAL AREA.—The
term ‘metropolitan statistical area’ means a metro-
politan statistical area, as defined by the Office of
Management and Budget.

“(9) NATIONAL SPECIAL SECURITY EVENT.—The
term ‘National Special Security Event’ means a des-
wgnated event that, by virtue of its political, economic,
social, or religious significance, may be the target of

terrorism or other criminal activity.
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“(10)  PorULATION—~—The term  ‘population’
means population according to the most recent United
States census population estimates available at the
start of the relevant fiscal year.

“(11) PopPULATION DENSITY.—The term ‘popu-
lation density’ means population divided by land
area m square mailes.

“(12) QUALIFIED INTELLIGENCE ANALYST.—The
term ‘qualified intelligence analyst’ means an intel-
ligence analyst (as that term 1is defined in section
210A(j)), including law enforcement personnel—

“(A) who has successfully completed train-
mg to ensure baseline proficiency in intelligence
analysis and production, as determined by the
Secretary, which may include training using a
curriculum developed under section 209; or

“(B) whose experience ensures baseline pro-
ficiency in antelligence analysis and production
equivalent to the traiming requirved under sub-
paragraph (A), as determined by the Secretary.
“(13) TARGET CAPABILITIES.—The term ‘target

capabilities’ means the target capabilities for Federal,
State, local, and tribal government preparedness for

which guidelines are required to be established under
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section 646(a) of the Post-Katrina Emergency Man-

agement Reform Act of 2006 (6 U.S.C. 746(a)).

“(14) TRIBAL GOVERNMENT—The term ‘tribal
government’ means the government of an Indian
tribe.

“Subtitle A—Grants to States and

High-Risk Urban Areas

“SEC. 2002. HOMELAND SECURITY GRANT PROGRAMS.

“la) GRANTS AUTHORIZED.—The Secretary, through
the Admanistrator, may award grants under sections 2003
and 2004 to State, local, and tribal governments.

“(b) PrROGrRAMS NOT AFFECTED.—This subtitle shall
not be construed to affect any of the following Federal pro-
grams:

“(1) Firefighter and other assistance programs
authorized under the Federal Fire Prevention and
Control Act of 1974 (15 U.S.C. 2201 et seq.).

“(2) Grants authorized under the Robert T. Staf-
Jord Disaster Relief and Emergency Assistance Act
(42 U.S.C. 5121 et seq.).

“(3)  Emergency  Management  Performance
Grants under the amendments made by title 11 of the
Implementing Recommendations of the 9/11 Commis-

sion Act of 2007.
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“(4) Grants to protect critical infrastructure, in-
cluding port security grants authorized under section
70107 of title 46, Unated States Code, and the grants
authorized under title XIV and XV of the Imple-
menting Recommendations of the 9/11 Commission
Act of 2007 and the amendments made by such titles.

“(5) The Metropolitan Medical Response System
authorized under section 635 of the Post-Katrina
Emergency Management Reform Act of 2006 (6
URS.C. 723).

“(6) The Interoperable Emergency Communica-
tions Grant Program authorized under title XVIII.

“(7) Grant programs other than those adminis-
tered by the Department.

“(c¢) RELATIONSHIP TO OTHER LAWS.—

“(1) IN GENERAL—The grant programs author-
1zed under sections 2003 and 2004 shall supercede all
grant programs authorized under section 1014 of the
USA PATRIOT Act (42 U.S.C. 3714).

“(2) ALLOCATION.—The allocation of grants au-
thorized under section 2003 or 2004 shall be governed
by the terms of this subtitle and not by any other pro-

vision of law.
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“SEC. 2003. URBAN AREA SECURITY INITIATIVE.

“la) KESTABLISHMENT.—There 1is established an
Urban Area Security Initiative to provide grants to assist
high-risk wrban areas in preventing, preparing for, pro-
tecting against, and responding to acts of terrorism.

“(b) ASSESSMENT AND DESIGNATION OF HIGH-RISK
URBAN AREAS.—

“(1) IN GENERAL.—The Administrator shall des-
wnate high-risk urban areas to recewve grants under
this section based on procedures under this subsection.

“(2) INITIAL ASSESSMENT.—

“(A) IN GENERAL.—For each fiscal year,
the Administrator shall conduct an initial as-
sessment of the relative threat, vulnerability, and
consequences from acts of terrorism faced by each
eligible metropolitan area, ncluding consider-
ation of—

“(1) the factors set forth in subpara-
graphs (A) through (H) and (K) of section

2007(a)(1); and

“(11) information and wmaterials sub-

mitted under subparagraph (B).

“(B) SUBMISSION OF INFORMATION BY ELI-
GIBLE METROPOLITAN AREAS.—Prior to con-
ducting each initial assessment under subpara-

graph (A), the Administrator shall provide each
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eligible metropolitan area with, and shall notify

each

eligible metropolitan area of, the oppor-

tunity to—

{((3)

AREAS.—

“(1) submat information that the eligi-
ble metropolitan area believes to be relevant
to the determination of the threat, vulner-
ability, and consequences 1t faces from acts
of terrorism; and

“(in) review the risk assessment con-
ducted by the Department of that eligible
metropolitan area, including the bases for
the assessment by the Department of the
threat, vulnerability, and consequences from
acts of terrorism faced by that eligible met-
ropolitan area, and remedy erroneous or in-
complete information.

DESIGNATION  OF  HIGH-RISK  URBAN

“(A) DESIGNATION.—

“(t) IN GENERAL—For each fiscal
year, after conducting the initial assessment
under paragraph (2), and based on that as-
sessment, the Administrator shall designate
high-risk wrban areas that may submit ap-

plications for grants under this section.
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“(1) ADDITIONAL AREAS.—Notwith-
standing paragraph (2), the Administrator
may—

“(1) i any case where an eligible
metropolitan area consists of more
than 1 metropolitan division (as that
term 1s defined by the Office of Man-
agement and Budget) designate more
than 1 high-risk wrban area within a
single eligible metropolitan area; and

“(11) designate an area that is not
an eligible metropolitan area as «
high-risk urban area based on the as-
sessment by the Administrator of the
relative threat, vulnerability, and con-
sequences from acts of terrorism faced
by the area.

“(it) RULE OF CONSTRUCTION.—Noth-
mg an thas subsection may be construed to
require the Administrator to—

“(1) designate all eligible metro-
politan areas that submait information
to the Administrator under paragraph

(2)(B)(v) as high-risk wrban areas; or
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“(II) designate all areas within
an eligible metropolitan area as part
of the high-risk urban area.

“(B) JURISDICTIONS INCLUDED IN HIGH-

RISK URBAN AREAS.—

“(1) IN GENERAL—In designating
high-risk wrban areas under subparagraph
(A), the Administrator shall determine
which jurisdictions, at a minimum, shall be
wmeluded mn each high-visk urban area.

“(in) ADDITIONAL JURISDICTIONS.—A
high-risk wrban area designated by the Ad-
minmistrator may, n consultation with the
State or States in which such high-risk
urban area s located, add additional juris-
dictions to the high-risk urban area.

“(¢) APPLICATION.—

“(1) IN GENERAL—An area designated as a
hagh-risk wrban area under subsection (b) may apply
Jor a grant under this section.

“(2) MINIMUM CONTENTS OF APPLICATION.—In
an application for a grant under this section, a high-
risk urban area shall submit—

“(A4) a plan describing the proposed divi-

ston of responsibilities and distribution of fund-
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mg among the local and tribal governments in

the high-risk wrban area;

“(B) the name of an individual to serve as
a high-risk urban area liaison with the Depart-
ment and among the various jurisdictions in the
hagh-risk wrban area; and

“(C) such information in support of the ap-
plication as the Administrator may reasonably
requaire.

“(3) ANNUAL APPLICATIONS.—Applicants  for
grants under this section shall apply or reapply on
an annual basis.

“(4) STATE REVIEW AND TRANSMISSION.—

“(A) IN GENERAL—To ensure consistency
with State homeland security plans, a high-risk
urban area applying for a grant under this sec-
tion shall submat its application to each State
within which any part of that high-risk urban
area 18 located for review before submission of
such application to the Department.

“(B) DEADLINE.—Not later than 30 days
after recewving an application from a high-risk
urban area under subparagraph (A), a State
shall transmit the application to the Depart-

ment.
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“(C) OPPORTUNITY FOR STATE COMMENT.—
If the Governor of a State determines that an
application of a high-risk wrban area 1s incon-
sistent with the State homeland security plan of
that State, or otherwise does not support the ap-
plication, the Governor shall—
“(1) notify the Administrator, in writ-
g, of that fact; and
“(11) provide an explanation of the rea-
son for not supporting the application at
the time of transmassion of the application.

“(5) OPPORTUNITY TO AMEND.—In considering
applications for grants under this section, the Admin-
istrator shall provide applicants with a reasonable
opportunity to correct defects in the application, if
any, before making final awards.

“(d) DISTRIBUTION OF AWARDS.—

“(1) IN GENERAL—If the Administrator ap-
proves the application of a high-risk urban arvea for
a grant under this section, the Administrator shall
distribute the grant funds to the State or States in
which that hagh-risk urban area 1s located.

“(2) STATE DISTRIBUTION OF FUNDS.—

“(A) IN GENERAL.—Not later than 45 days

after the date that a State receives grant funds
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under paragraph (1), that State shall provide
the high-risk wrban area awarded that grant not
less than 80 percent of the grant funds. Any
funds retained by a State shall be expended on
items, services, or activities that benefit the high-
risk urban area.

“(B) FUNDS RETAINED.—A State shall pro-
vide each relevant high-risk wrban area with an
accounting of the items, services, or activities on
which any funds retained by the State under
subparagraph (A) were expended.

“(3) INTERSTATE URBAN AREAS.—If parts of a
high-risk urban area awarded a grant under this sec-
tion are located in 2 or more States, the Adminis-
trator shall distribute to each such State—

“(A) a portion of the grant funds in accord-
ance with the proposed distribution set forth in
the application; or

“(B) if no agreement on distribution has
been reached, a portion of the grant funds deter-
mined by the Administrator to be appropriate.
“(4) CERTIFICATIONS REGARDING DISTRIBUTION

OF GRANT FUNDS TO HIGH-RISK URBAN AREAS.—A
State that receives grant funds under paragraph (1)
shall certify to the Admanaistrator that the State has
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made available to the applicable high-risk wrban area

the required funds under paragraph (2).

“le) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated for grants under this
section—

“(1) $850,000,000 for fiscal year 2008;

“(2) $950,000,000 for fiscal year 2009;

“(3) $1,050,000,000 for fiscal year 2010;

“(4) $1,150,000,000 for fiscal year 2011;

“(5) $1,300,000,000 for fiscal year 2012; and

“(6) such sums as are necessary for fiscal year
2013, and each fiscal year thereafter.

“SEC. 2004. STATE HOMELAND SECURITY GRANT PROGRAM.

“(a) ESTABLISHMENT.—There is established a State
Homeland Security Grant Program to assist State, local,
and tribal governments in preventing, preparing for, pro-
tecting against, and responding to acts of terrorism.

“(b) APPLICATION.—

“(1) IN GENERAL—Fach State may apply for a
grant under this section, and shall submait such infor-
mation i support of the application as the Adminis-
trator may reasonably require.

“(2) MINIMUM CONTENTS OF APPLICATION.—The

Admanistrator shall require that each State include in

its application, at a minvmum—
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“(A) the purpose for which the State seeks
grant funds and the reasons why the State needs
the grant to meet the target capabilities of that
State;

“(B) a description of how the State plans to
allocate the grant funds to local governments and
Indivan tribes; and

“(C) a budget showing how the State in-
tends to expend the grant funds.

“(3) ANNUAL APPLICATIONS.—Applicants  for
grants under this section shall apply or reapply on
an annual basis.

“(c¢) DISTRIBUTION TO LOCAL AND TRIBAL GOVERN-
MENTS.—

“(1) IN GENERAL.—Not later than 45 days after
recewving grant funds, any State receiving a grant
under this section shall make available to local and
tribal  governments, consistent with the applicable
State homeland security plan—

“(A) not less than 80 percent of the grant
Junds;

“(B) with the consent of local and tribal
governments, items, services, or activities having
a value of not less than 80 percent of the amount

of the grant; or
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“(C) with the consent of local and tribal

governments, grant funds combined with other

ttems, services, or activities having a total value

of not less than 80 percent of the amount of the
grant.

“(2) CERTIFICATIONS REGARDING DISTRIBUTION
OF GRANT FUNDS TO LOCAL GOVERNMENTS.—A State
shall certify to the Admanistrator that the State has
made the distribution to local and tribal governments
required under paragraph (1).

“(3) EXTENSION OF PERIOD.—The Governor of a
State may request in writing that the Administrator
extend the period under paragraph (1) for an addi-
tional period of time. The Admainistrator may ap-
prove such a request if the Admainistrator determines
that the resulting delay in providing grant funding to
the local and tribal governments is necessary to pro-
mote effective investments to prevent, prepare for,
protect against, or respond to acts of terrorism.

“(4) EXCEPTION—Paragraph (1) shall not
apply to the District of Columbia, the Commonwealth
of Puerto Rico, American Samoa, the Commonwealth
of the Northern Mariana Islands, Guam, or the Vir-

gin Islands.
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“(5) DIRECT FUNDING.—If a State fails to make
the distribution to local or tribal governments re-
quired under paragraph (1) in a timely fashion, a
local or tribal government entitled to receive such dis-
tribution may petition the Administrator to request
that grant funds be provided divectly to the local or
tribal government.

“(d) MULTISTATE APPLICATIONS.—

“(1) IN GENERAL.—Instead of, or in addition to,
any application for a grant under subsection (b), 2
or more States may submilt an application for a
grant under this section in support of multistate ef-
forts to prevent, prepare for, protect against, and re-
spond to acts of terrorism.

“(2) ADMINISTRATION OF GRANT.—If a group of
States applies for a grant under this section, such
States shall submit to the Administrator at the time
of application a plan describing—

“(A) the division of responsibilities for ad-
manistering the grant; and
“(B) the distribution of funding among the
States that are parties to the application.
“(e) MINIMUM ALLOCATION.—
“(1) IN GENERAL.—In allocating funds under

this section, the Adminastrator shall ensure that—
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“(A) except as provided in subparagraph
(B), each State receives, from the funds appro-
priated for the State Homeland Security Grant
Program established under this section, not less
than an amount equal to—

“(1) 0.375 percent of the total funds
appropriated for grants under this section
and section 2003 in fiscal year 2008;

“(11) 0.365 percent of the total funds
appropriated for grants under this section
and section 2003 in fiscal year 2009;

“(111) 0.36 percent of the total funds
appropriated for grants under this section
and section 2003 in fiscal year 2010;

“iv) 0.355 percent of the total funds
appropriated for grants under this section
and section 2003 n fiscal year 2011; and

“(v) 0.35 percent of the total funds ap-
propriated for grants under this section and
section 2003 n fiscal year 2012 and in
each fiscal year thereafter; and
“(B) for each fiscal year, American Samoa,

the Commonwealth of the Northern Mariana Is-
lands, Guam, and the Virgin Islands each re-

cewe, from the funds appropriated for the State
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Homeland Security Grant Program established

under this section, not less than an amount

equal to 0.08 percent of the total funds appro-

priated for grants under this section and section

2005.

“(2) EFFECT OF MULTISTATE AWARD ON STATE
MINIMUM.—Any portion of a multistate award pro-
vided to a State under subsection (d) shall be consid-
ered in calculating the minimum State allocation
under this subsection.

“(f) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated for grants under this
section—

“(1) $950,000,000 for each of fiscal years 2008
through 2012; and

“(2) such sums as are necessary for fiscal year
2013, and each fiscal year thereafter.

“SEC. 2005. GRANTS TO DIRECTLY ELIGIBLE TRIBES.

“la) IN GENERAL.—Notwithstanding section 2004(b),
the Administrator may award grants to directly eligible
tribes under section 2004.

“(b) TRIBAL APPLICATIONS.—A directly eligible tribe
may apply for a grant under section 2004 by submitting

an application to the Administrator that includes, as ap-
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propriate, the information requirved for an application by
a State under section 2004(D).
“(¢) CONSISTENCY WITH STATE PLANS.—
“(1) IN GENERAL—To ensure consistency with
any applicable State homeland security plan, a di-
rectly eligible tribe applying for a grant under section
2004 shall provide a copy of its application to each
State within which any part of the tribe 1s located for
review before the tribe submats such application to the
Department.
“(2) OPPORTUNITY FOR COMMENT.—If the Gouv-
ernor of a State determines that the application of a
durectly eligible tribe 1s inconsistent with the State
homeland security plan of that State, or otherwise
does not support the application, not later than 30
days after the date of receipt of that application the
Governor shall—
“(A) notify the Administrator, in writing,
of that fact; and
“(B) provide an explanation of the reason
Jor not supporting the application.
“(d) FINAL AUTHORITY~—The Administrator shall
have final authority to approve any application of a di-
rectly eligible tribe. The Administrator shall notify each

State within the boundaries of which any part of a di-
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rectly eligible tribe 1s located of the approval of an appli-
cation by the tribe.

“(e) PRIORITIZATION.—The Adminaistrator shall allo-

cate funds to directly eligible tribes in accordance with the
factors applicable to allocating funds among States under
section 2007,

“(f) DISTRIBUTION OF AWARDS TO DIRECTLY KLIGI-
BLE TRIBES.—If the Administrator awards funds to a di-
rectly eligible tribe under this section, the Administrator
shall dustribute the grant funds directly to the tribe and
not through any State.

“(g) MINIMUM ALLOCATION.—

“(1) IN GENERAL.—In allocating funds under
this section, the Administrator shall ensure that, for
each fiscal year, directly eligible tribes collectively re-
cewe, from the funds appropriated for the State
Homeland Security Grant Program established under
section 2004, not less than an amount equal to 0.1
percent of the total funds appropriated for grants
under sections 2003 and 2004.

“(2) KEXCEPTION—This subsection shall not
apply n any fiscal year in which the Adminis-
trator—

“(A) recerves fewer than 5 applications

under this section; or
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“(B) does nmot approve at least 2 applica-
tions under this section.

“(h) TRIBAL LIAISON.—A duirectly eligible tribe ap-
plying for a grant under section 2004 shall designate an
mdwidual to serve as a tribal liaison with the Department
and other Federal, State, local, and regional government
officials concerning preventing, preparing for, protecting
against, and responding to acts of terrorism.

“(1r) ELIGIBILITY FOR OTHER FUNDS.—A directly eli-
gible tribe that receives a grant under section 2004 may
recewe funds for other purposes under a grant from the
State or States within the boundaries of which any part
of such tribe 1s located and from any high-visk wrban area
of which it is a part, consistent with the homeland security
plan of the State or high-risk urban area.

“(j)) STATE OBLIGATIONS.—

“(1) IN GENERAL.—States shall be responsible

Jor allocating grant funds recerved under section 2004

to tribal governments in order to help those tribal

communities achieve target capabilities not achieved
through grants to directly eligible tribes.

“(2) DISTRIBUTION OF GRANT FUNDS.—With re-
spect to a grant to a State under section 2004, an In-

dian tribe shall be eligible for funding directly from
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that State, and shall not be required to seek funding

Jrom any local government.

“(3) IMPOSITION OF REQUIREMENTS.—A State
may not impose unreasonable or unduly burdensome
requirements on an Indian tribe as a condition of
providing the Indian tribe with grant funds or re-
sources under section 2004.

“(k) RuLe or CONSTRUCTION.—Nothing in this sec-
tion shall be construed to affect the authority of an Indian
tribe that recevves funds under this subtitle.

“SEC. 2006. TERRORISM PREVENTION.

“la) LAW ENFORCEMENT TERRORISM PREVENTION
PROGRAM.—

“(1) IN GENERAL.—The Administrator shall en-
sure that not less than 25 percent of the total com-
bined funds appropriated for grants under sections
2003 and 2004 is used for law enforcement terrorism
prevention activities.

“(2) LAW ENFORCEMENT TERRORISM PREVEN-
TION ACTIVITIES.—Law enforcement terrorism pre-
vention activities include—

“(A) information sharing and analysis;
“(B) target hardening;
“(C) threat recognition;

“(D) terrorist interdiction;
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“(E) overtime expenses consistent with «a
State homeland security plan, including for the
provision of enhanced law enforcement oper-
ations i support of Federal agencies, including
Jor ancreased border security and border crossing
enforcement;

“(F) establishing, enhancing, and staffing
with appropriately qualified personnel State,
local, and regional fusion centers that comply
with the guidelines established under section
210A(1);

“(G) paying salaries and benefits for per-
sonnel, including individuals employed by the
grant recipient on the date of the relevant grant
application, to serve as qualified intelligence an-
alysts;

“(H) any other activity permitted under the
Fiscal Year 2007 Program Guidance of the De-
partment for the Law Enforcement Terrorism
Prevention Program; and

“(I) any other terrorism prevention activity
authorized by the Administrator.

“(3) PARTICIPATION OF UNDERREPRESENTED
COMMUNITIES IN FUSION CENTERS.—The Adminis-

trator shall ensure that grant funds described in
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paragraph (1) are used to support the participation,
as appropriate, of law enforcement and other emer-
gency response providers from rural and other under-
represented communities at risk from acts of ter-
rorism in fusion centers.
“(b) OFFICE FOR STATE AND LOCAL LAW ENFORCE-
MENT.—

“(1) ESTABLISHMENT.—There s established in
the Policy Directorate of the Department an Office for
State and Local Law Enforcement, which shall be
headed by an Assistant Secretary for State and Local
Law Enforcement.

“(2) QUALIFICATIONS.—The Assistant Secretary
Jor State and Local Law Enforcement shall have an
appropriate background with experience in law en-
Jorcement, intelligence, and other counterterrorism
Junctions.

“(3) ASSIGNMENT OF PERSONNEL.—The Sec-
retary shall assign to the Office for State and Local
Law Enforcement permanent staff and, as appro-
priate and consistent with sections 506(c)(2), 821,
and 888(d), other appropriate personnel detailed from
other components of the Department to carry out the

responsibilities under this subsection.
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“(4) RESPONSIBILITIES.—The Assistant Sec-
retary for State and Local Law Enforcement shall—

“(A) lead the coordination of Department-
wide policies relating to the role of State and
local law enforcement in preventing, preparing
Jor, protecting against, and responding to nat-
wral disasters, acts of terrorism, and other man-
made disasters within the United States;

“(B) serve as a liarson between State, local,
and tribal law enforcement agencies and the De-
partment;

“(C) coordinate with the Office of Intel-
ligence and Analysis to ensure the intelligence
and information sharing requirements of State,
local, and tribal law enforcement agencies are
being addressed;

“(D) work with the Administrator to ensure
that law enforcement and terrorism-focused
grants to State, local, and tribal government
agencies, including grants under sections 2003
and 2004, the Commercial Equipment Direct As-
sistance Program, and other grants administered
by the Department to support fusion centers and

law enforcement-oriented programs, are appro-
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priately focused on terrorism prevention activi-
ties;

“(E) coordinate with the Science and Tech-
nology Directorate, the Federal Emergency Man-
agement Agency, the Department of Justice, the
National Institute of Justice, law enforcement
organizations, and other appropriate entities to
support the development, promulgation, and wp-
dating, as necessary, of national voluntary con-
sensus standards for traming and personal pro-
tective equipment to be used in a tactical envi-
ronment by law enforcement officers; and

“(F) conduct, jointly with the Adminis-
trator, a study to determine the efficacy and fea-
sibility of establishing specialized law enforce-
ment deployment teams to assist State, local,
and tribal governments in responding to natural
disasters, acts of terrorism, or other man-made
disasters and report on the results of that study
to the appropriate committees of Congress.

“(5) RULE OF CONSTRUCTION.—Nothing n this
subsection shall be construed to diminish, supercede,
or replace the responsibilities, authorities, or role of

the Admanistrator.
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“SEC. 2007. PRIORITIZATION.

“(a) IN GENERAL.—In allocating funds among States
and high-risk urban areas applying for grants under sec-
tion 2003 or 2004, the Administrator shall consider, for
each State or high-risk wrban area—

“(1) its relative threat, vulnerability, and con-
sequences from acts of terrorism, including consider-
ation of—

“(A) ts population, including appropriate
consideration of malitary, tourist, and commuter
populations;

“(B) its population density;

“(C) its history of threats, including wheth-
er it has been the target of a prior act of ter-
rorism;

“(D) its degree of threat, vulnerability, and
consequences related to critical infrastructure
(for all critical infrastructure sectors) or key re-
sources identified by the Admainistrator or the
State homeland security plan, including threats,
vulnerabilities, and consequences related to crit-
weal infrastructure or key resources in nearby ju-
risdictions;

“(E) the most current threat assessments

available to the Department;
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“(F) whether the State has, or the high-risk
urban area 1s located at or mnear, an inter-
national border;

“(G) whether it has a coastline bordering
an ocean (including the Gulf of Mexico) or inter-
national waters;

“(H) its likely need to respond to acts of
terrorism occurring in nearby jurisdictions;

“(I) the extent to which it has unmet target
capabilities;

“tJ) in the case of a high-risk urban area,
the extent to which that high-risk wrban area in-
cludes—

“(1) those incorporated municipalities,
counties, parishes, and Indian tribes within
the relevant eligible metropolitan area, the
mnclusion of which will enhance regional ef-
forts to prevent, prepare for, protect
against, and respond to acts of terrorism;
and

“(11) other local and tribal govern-
ments in the surrounding area that are like-
ly to be called wpon to respond to acts of
terrorism within the high-risk wrban area;

and
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“(K) such other factors as are specified in
writing by the Administrator; and
“(2) the anticipated effectiveness of the proposed
use of the grant by the State or high-risk urban area

m ancreasing the ability of that State or high-risk

urban area to prevent, prepare for, protect against,

and respond to acts of terrorism, to meet its target ca-
pabilities, and to otherwise reduce the overall risk to
the high-risk wrban area, the State, or the Nation.

“(b) TyPES OF THREAT.—In assessing threat under
this section, the Administrator shall consider the following
types of threat to critical infrastructure sectors and to pop-
ulations in all areas of the United States, wrban and
rural:

“(1) Biological.

“(2) Chemical.

“(3) Cyber.

“(4) Explosives.

“(5) Incendiary.

“(6) Nuclear.

“(7) Radiological.

“(8) Suicide bombers.

“(9) Such other types of threat determined rel-
evant by the Administrator.
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“SEC. 2008. USE OF FUNDS.

“la) PERMITTED USES.—Grants awarded under sec-
tion 2003 or 2004 may be used to achieve target capabili-
ties related to preventing, preparing for, protecting
against, and responding to acts of terrorism, consistent
with a State homeland security plan and relevant local,
tribal, and regional homeland security plans, through—

“(1) developing and enhancing homeland secu-
rity, emergency management, or other relevant plans,
assessments, or mutual aid agreements;

“(2) designing, conducting, and evaluating
travming and exercises, icluding traiming and exer-
cises conducted under section 512 of this Act and sec-
tion 648 of the Post-Katrina Emergency Management
Reform Act of 2006 (6 U.S.C. 748);

“(3) protecting a system or asset included on the
prioritized eritical anfrastructure list  established
under section 210K (a)(2);

“(4) purchasing, upgrading, storing, or main-
tarming equipment, including computer hardware and
software;

“(5) ensuring operability and achieving inter-
operability of emergency communications;

“(6) responding to an increase in the threat level

under the Homeland Security Advisory System, or to
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the needs resulting from a National Special Security
FEvent;

“(7) establishing, enhancing, and staffing with
appropriately qualified personnel State, local, and re-
gronal fusion centers that comply with the guidelines
established under section 210A(1);

“(8) enhancing school preparedness;

“(9) supporting public safety answering points;

“(10) paying salaries and benefits for personnel,
meluding individuals employed by the grant recipient
on the date of the relevant grant application, to serve
as qualified intelligence analysts;

“(11) paying expenses directly related to admin-
istration of the grant, except that such expenses may
not exceed 3 percent of the amount of the grant;

“(12) any activity permitted under the Fiscal
Year 2007 Program Guidance of the Department for
the State Howmeland Security Grant Program, the
Urban Area Security Initiative (including activities
permitted under the full-time counterterrorism staff-
g pilot), or the Law Enforcement Terrorism Preven-
tion Program; and

“(13) any other appropriate activity, as deter-
mined by the Administrator.

“(b) LIMItATIONS ON USE OF FUNDS.—
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“(1) IN GENERAL—Funds provided under sec-
2003 or 2004 may not be used—

“(A) to supplant State or local funds, except
that nothing i this paragraph shall prohibit the
use of grant funds provided to a State or high-
risk urban area for otherwise permaissible uses
under subsection (a) on the basis that a State or
high-risk wrban area has previously used State
or local funds to support the same or similar
uses; or

“(B) for any State or local government cost-
sharing contribution.

“(2) PERSONNEL.—

“(A) IN GENERAL—Not more than 50 per-
cent of the amount awarded to a grant recipient
under section 2003 or 2004 wn any fiscal year
may be used to pay for personnel, including
overtime and backfill costs, in support of the per-
matted uses under subsection (a).

“(B) WAIVER.—AL the request of the recipi-
ent of a grant under section 2003 or 2004, the
Adminastrator may grant a waiver of the limita-
tion under subparagraph (A).

“(3) CONSTRUCTION.—



43
“(A) IN GENERAL.—A grant awarded under
section 2003 or 2004 may not be used to acquire
land or to construct buildings or other physical
Jacilities.
“(B) EXCEPTIONS.—

“(1r) IN  GENERAL.—Notwithstanding
subparagraph (A), nothing in this para-
graph shall prohibit the wuse of a grant
awarded under section 2003 or 2004 to
achieve target capabilities related to pre-
venting, preparing for, protecting against,
or responding to acts of terrorism, includ-
g through the alteration or remodeling of
existing bwildings for the purpose of making
such buildings secure against acts of ter-
rorism.

“(i1) REQUIREMENTS FOR EXCEP-
TION.—No grant awarded wunder section
2003 or 2004 may be used for a purpose de-
seribed in clause (1) unless—

“(1) specifically approved by the

Adminastrator;

“(Il) any construction work oc-
curs under terms and conditions con-

sistent with the requirements wunder
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section 611(j)(9) of the Robert T. Staf-
Jord Disaster Relief and Ewmergency
Assistance Act (42 U.S.C. 5196(5)(9));
and

“(II1) the amount allocated for
purposes under clause (1) does not ex-
ceed the greater of $1,000,000 or 15
percent of the grant award.

“(4) RECREATION.—Grants awarded wnder this
subtitle may not be wused for recreational or social
purposes.

“(c) MULTIPLE-PURPOSE FUNDS.—Nothing in this
subtitle shall be construed to prohibit State, local, or tribal
governments from using grant funds under sections 2003
and 2004 wn a manner that enhances preparedness for dis-
asters unrelated to acts of terrorism, if such use assists
such governments in achieving target capabilities related
to preventing, preparing for, protecting against, or re-
sponding to acts of terrorism.

“(d) REIMBURSEMENT OF COSTS.—

“(1) PAID-ON-CALL OR VOLUNTEER REIMBURSE-
MENT.—In addition to the activities described in sub-
section (a), a grant under section 2003 or 2004 may
be used to provide a reasonable stipend to paid-on-

call or volunteer emergency response providers who
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are not otherwise compensated for travel to or partici-

pation m training or exercises related to the purposes

of this subtitle. Any such reimbursement shall not be
considered compensation for purposes of rendering an
emergency response provider an employee under the

Fair Labor Standards Act of 1938 (29 U.S.C. 201 et

seq.).

“(2) PERFORMANCE OF FEDERAL DUTY.—An ap-
plicant for a grant under section 2003 or 2004 may
petition the Administrator to use the funds from its
grants under those sections for the reimbursement of
the cost of any actiwity relating to preventing, pre-
paring for, protecting against, or responding to acts
of terrorism that 1s a Federal duty and usually per-
Jormed by a Federal agency, and that is being per-
Jormed by a State or local government under agree-
ment with a Federal agency.

“le) FLEXIBILITY IN UNSPENT HOMELAND SECURITY
GRANT FUNDS.—Upon request by the recipient of a grant
under section 2003 or 2004, the Administrator may au-
thorize the grant recipient to tranmsfer all or part of the
grant funds from uses specified in the grant agreement to
other uses authorized under this section, if the Adminis-
trator determines that such transfer is in the interests of

homeland security.
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“(f) EQUIPMENT STANDARDS.—If an applicant for a
grant under section 2003 or 2004 proposes to upgrade or
purchase, with assistance provided under that grant, new
equipment or systems that do not meet or exceed any ap-
plicable national voluntary consensus standards developed
under section 647 of the Post-Katrina Emergency Manage-
ment Reform Act of 2006 (6 U.S.C. 747), the applicant
shall include wn ts application an explanation of why
such equipment or systems will serve the needs of the ap-
plicant better than equipment or systems that meet or ex-
ceed such standards.
“Subtitle B—Grants Administration
“SEC. 2021. ADMINISTRATION AND COORDINATION.

“(a) REGIONAL COORDINATION.—The Admainistrator
shall ensure that—

“(1) all recipients of grants administered by the
Department to prevent, prepare for, protect against,
or respond to natural disasters, acts of terrorism, or
other man-made disasters (excluding assistance pro-
vided under section 203, title IV, or title V of the
Robert T. Stafford Disaster Relief and Emergency As-
sistance Act (42 U.S.C. 5133, 5170 et seq., and 5191
et seq.)) coordinate, as appropriate, their prevention,
preparedness, and protection efforts with neighboring

State, local, and tribal governments; and
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“(2) all high-risk wrban areas and other recipi-
ents of grants administered by the Department to pre-
vent, prepare for, protect against, or respond to nat-
wral disasters, acts of terrovism, or other man-made
disasters (excluding assistance provided under section
203, title IV, or title V of the Robert T. Stafford Dis-
aster Relief and Emergency Assistance Act (42 U.S.C.
5133, 5170 et seq., and 5191 et seq.)) that include or
substantially affect parts or all of more than 1 State
coordinate, as appropriate, across State boundaries,
meluding, where appropriate, through the use of re-
gronal working groups and requirements for regional
plans.

“(b) PLANNING COMMITTEES.—

“(1) IN GENERAL—Any State or high-risk
wurban area recewving a grant under section 2003 or
2004 shall establish a planning commattee to assist in
preparation and revision of the State, regional, or
local homeland security plan and to assist in deter-
mining effective funding priorities for grants under
sections 2003 and 2004.

“(2) CoMPOSITION.—

“(A) IN GENERAL.—The planning com-
mittee shall include representatives of significant

stakeholders, including—
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“(1) local and tribal government offi-
crals; and

“(1n) emergency response providers,
which shall include representatives of the
fire service, law enforcement, emergency
medical response, and emergency managers.
“(B) GEOGRAPHIC REPRESENTATION.—The

members of the planning committee shall be a
representative group of indwiduals from the
counties, cities, towns, and Indian tribes within
the State or high-risk wrban area, including, as
appropriate, representatives of rural, high-popu-
lation, and high-threat jurisdictions.

“(3) KEXISTING PLANNING COMMITTEES.—Noth-
mg i this subsection may be construed to require
that any State or high-risk wrban area create a plan-
ning committee if that State or high-risk urban area
has established and uses a multyyurisdictional plan-
ning commattee or commaission that meets the require-
ments of this subsection.

“(¢) INTERAGENCY COORDINATION.—

“(1) IN GENERAL—Not later than 12 wmonths
after the date of enactment of the Implementing Rec-
ommendations of the 9/11 Commission Act of 2007,

the Secretary (acting through the Administrator), the
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Attorney General, the Secretary of Health and

Human Services, and the heads of other agencies pro-
viding assistance to State, local, and tribal govern-
ments for preventing, preparing for, protecting
against, and responding to natural disasters, acts of
terrorism, and other man-made disasters, shall joint-
ly—

“(A) compile a comprehensive list of Fed-
eral grant programs for State, local, and tribal
governments for preventing, preparing for, pro-
tecting against, and responding to natural disas-
ters, acts of terrorism, and other man-made dis-
asters;

“(B) compile the planning, reporting, ap-
plication, and other requirements and guidance
Jor the grant programs described in subpara-
graph (A4);

“(C) develop recommendations, as appro-
priate, to—

“(1) eliminate redundant and duplica-
tive requirements for State, local, and tribal
governments, including onerous application

and ongoing reporting requirements;
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“(11) ensure accountability of the pro-
grams to the intended purposes of such pro-
grams;
“(111) coordinate allocation of grant

Junds to avoid duplicative or inconsistent

purchases by the recipients;

“(w) make the programs more acces-
sible and user friendly to applicants; and

“(v) ensure the programs are coordi-
nated to enhance the overall preparedness of
the Nation;

“(D) submit the information and rec-
ommendations under subparagraphs (A), (B),
and (C) to the appropriate commattees of Con-
gress; and

“(E) provide the appropriate committees of
Congress, the Comptroller General, and any offi-
cer or employee of the Government Account-
ability Office with full access to any information
collected or reviewed in preparing the submission
under subparagraph (D).

“2) Score oOF TASK.—Nothing wn this sub-
section shall authorize the elimination, or the alter-
ation of the purposes, as delineated by statute, requla-

tion, or guidance, of any grant program that exists
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on the date of the enactment of the Implementing Rec-

ommendations of the 9/11 Commission Act of 2007,

nor authorize the review or preparation of proposals

on the elimination, or the alteration of such purposes,
of any such grant program.

“(d) SENSE OF CONGRESS.—It 1s the sense of Con-
gress that, in order to ensure that the Nation is most effec-
twely able to prevent, prepare for, protect against, and re-
spond to all hazards, including natural disasters, acts of
terrorism, and other man-made disasters—

“(1) the Department should administer a coher-
ent and coordinated system of both terrorism-focused
and all-hazards grants;

“(2) there should be a continuing and appro-
priate balance between funding for terrorism-focused
and all-hazards preparedness, as reflected in the au-
thorizations of appropriations for grants under the
amendments made by titles I and II, as applicable,
of the Implementing Recommendations of the 9/11
Commission Act of 2007; and

“(3) with respect to terrorism-focused grants, it
18 mecessary to ensure both that the target capabilities
of the highest risk areas are achieved quickly and that

basic levels of preparedness, as measured by the at-
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tawnment of target capabilities, are achieved nation-
wide.
“SEC. 2022. ACCOUNTABILITY.
“(a) AUDITS OF GRANT PROGRAMS.—
“(1) COMPLIANCE REQUIREMENTS.—

“(A) AUDIT REQUIREMENT.—Each recipi-
ent of a grant administered by the Department
that expends not less than $500,000 in Federal
Junds during its fiscal year shall submait to the
Admainastrator a copy of the organization-wide
Jinancial and compliance audit report required
under chapter 75 of title 31, United States Code.

“(B) ACCESS TO INFORMATION.—The De-
partment and each recipient of a grant adminis-
tered by the Department shall provide the Comp-
troller General and any officer or employee of the
Government Accountability Office with full ac-
cess to information regarding the activities car-
ried out related to any grant administered by
the Department.

“(C) IMPROPER  PAYMENTS.—Consistent
with the Improper Payments Information Act of
2002 (31 U.S.C. 3321 note), for each of the grant
programs under sections 2003 and 2004 of this

title and section 662 of the Post-Katrina Emer-
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gency Management Reform Act of 2006 (6 U.S.C.

762), the Administrator shall specify policies
and procedures for—

“(1) wdentifying activities funded under
any such grant program that are susceptible
to significant improper payments; and

“(11) reporting any 1mproper payments
to the Department.

“(2) AGENCY PROGRAM REVIEW.—

“(A) IN GENERAL—Not less than once
every 2 years, the Administrator shall conduct,
Jor each State and high-risk urban area receiv-
mg a grant administered by the Department, a
programmatic and financial review of all grants
awarded by the Department to prevent, prepare
Jor, protect against, or respond to natural disas-
ters, acts of terrorism, or other man-made disas-
ters, excluding assistance provided under section
203, title IV, or title V of the Robert T. Stafford
Disaster Relief and Ewmergency Assistance Act
(42 U.S.C. 5133, 5170 et seq., and 5191 et seq.).

“(B) CONTENTS.—Each review under sub-
paragraph (A) shall, at a minimum, examine—

“(1) whether the funds awarded were

used i accordance with the law, program



04

guidance, and State homeland security
plans or other applicable plans; and

“(11) the extent to which funds award-
ed enhanced the ability of a grantee to pre-
vent, prepare for, protect against, and re-
spond to natural disasters, acts of ter-
rorism, and other man-made disasters.

“(C)  AUTHORIZATION OF  APPROPRIA-
TIONS.—In addition to any other amounts au-
thorized to be appropriated to the Administrator,
there are authorized to be appropriated to the
Administrator for reviews under this para-
graph—

“(1) $8,000,000 for each of fiscal years

2008, 2009, and 2010; and

“(11) such sums as are necessary for
fiscal year 2011, and each fiscal year there-
after.

“(3) OFFICE OF INSPECTOR GENERAL PERFORM-
ANCE AUDITS.—

“(A) IN GENERAL.—In order to ensure the
effective and appropriate use of grants adminas-
tered by the Department, the Inspector General
of the Department each year shall conduct audits

of a sample of States and high-risk urban areas
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that receive grants admainistered by the Depart-
ment to prevent, prepare for, protect against, or
respond to natural disasters, acts of terrorism, or
other man-made disasters, excluding assistance
provided under section 203, title IV, or title V of
the Robert T. Stafford Disaster Relief and Emer-
gency Assistance Act (42 U.S.C. 5133, 5170 et
seq., and 5191 et seq.).

“(B) DETERMINING SAMPLES.—The sample
selected for audits under subparagraph (A) shall
be—

“(1) of an appropriate size to—

“(1) assess the overall integrity of
the grant programs described in sub-
paragraph (A); and

“(II) act as a deterrent to finan-
cial mismanagement; and
“(11) selected based on—

“(1) the size of the grants awarded
to the recipient;

“(II) the past grant management
performance of the recipient;

“(II1) concerns identified by the
Administrator,  including  referrals

Sfrom the Administrator; and
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“(IV) such other factors as deter-

maned by the Inspector General of the

Department.

“(C) COMPREHENSIVE AUDITING.—During
the 7-year period beginning on the date of enact-
ment of the Implementing Recommendations of
the 9/11 Commission Act of 2007, the Inspector
General of the Department shall conduct not
SJewer than 1 audit of each State that receives
Junds under a grant under section 2003 or 2004.

“(D) REPORT BY THE INSPECTOR GEN-
ERAL.—

“(1) IN GENERAL.—The Inspector Gen-
eral of the Department shall submait to the
appropriate committees of Congress an an-
nual consolidated report regarding the au-
dits completed during the fiscal year before
the date of that report.

“(1n) CONTENTS.—Each report sub-
mitted under clause (v) shall describe, for
the fiscal year before the date of that re-
POrt—

“(I) the audits conducted wunder

subparagraph (A);
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“(II) the findings of the Inspector
General with respect to the audits con-
ducted under subparagraph (A);

“(I11) whether the funds awarded
were used i accordance with the law,
program guidance, and State home-
land security plans and other applica-
ble plans; and

“(IV) the extent to which funds
awarded enhanced the ability of «a
grantee to prevent, prepare for, protect
against, and respond to natural disas-
ters, acts of terrorism and other man-
made disasters.

“(111) DEADLINE.—For each year, the
report required under clause (i) shall be
submatted not later than December 31.

“(E) PUBLIC AVAILABILITY ON WEBSITE.—
The Inspector General of the Department shall
make each audit conducted under subparagraph
(A) available on the website of the Inspector Gen-
eral, subject to redaction as the Inspector Gen-
eral determines necessary to protect classified

and other sensitive information.
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“(F) PROVISION OF INFORMATION TO AD-
MINISTRATOR.—The Inspector General of the De-
partment shall provide to the Administrator any
Jindings and recommendations from audits con-
ducted under subparagraph (A).

“(G)) EVALUATION OF GRANTS MANAGEMENT
AND OVERSIGHT.—Not later than 1 year after
the date of enactment of the Implementing Rec-
ommendations of the 9/11 Commassion Act of
2007, the Inspector General of the Department
shall review and evaluate the grants manage-
ment and oversight practices of the Federal
Emergency Management Agency, including as-
sessment of and recommendations relating to—

“(v) the skills, resources, and capabili-
ties of the workforce; and

“(11) any additional resources and staff
necessary to carry out such management
and oversight.

“(H) AUTHORIZATION OF  APPROPRIA-
TIONS.—In addition to any other amounts au-
thorized to be appropriated to the Inspector Gen-
eral of the Department, there are authorized to

be appropriated to the Inspector General of the
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Department  for audits under subparagraph

(4)—

“(1) $8,500,000 for each of fiscal years

2008, 2009, and 2010; and

“(1n) such sums as are mnecessary for
fiscal year 2011, and each fiscal year there-
after.

“(4) PERFORMANCE ASSESSMENT.—In order to
ensure that States and high-risk urban areas are
using grants admanistered by the Department appro-
priately to meet target capabilities and preparedness
priorities, the Administrator shall—

“(A) ensure that any such State or high-
risk urban area conducts or participates in exer-
cises under section 648(b) of the Post-Katrina
Emergency Management Reform Act of 2006 (6
U.S.C. 748(b));

“(B) use performance metrics in accordance
with the comprehensive assessment system under
section 649 of the Post-Katrina Emergency Man-
agement Reform Act of 2006 (6 U.S.C. 749) and
ensure that any such State or high-risk wrban
area reqularly tests its progress against such
metrics through the exercises required under sub-

paragraph (A);
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“(C) use the remedial action management
program under section 650 of the Post-Katrina
Emergency Management Reform Act of 2006 (6
U.S.C. 750); and

“(D) ensure that each State receiving a
grant administered by the Department submits a
report to the Administrator on its level of pre-
paredness, as required by section 652(c) of the
Post-Katrina  Emergency Management Reform
Aect of 2006 (6 U.S.C. 752(c)).

“(5) CONSIDERATION OF ASSESSMENTS.—In con-
ducting program reviews and performance audits
under paragraphs (2) and (3), the Administrator and
the Inspector General of the Department shall take
mto account the performance assessment elements re-
quired under paragraph (4).

“(6) RECOVERY AUDITS.—The Administrator
shall conduct a recovery audit (as that term is de-
fined by the Director of the Office of Management and
Budget under section 3561 of title 31, United States
Code) for any grant administered by the Department
with a total value of not less than $1,000,000, if the
Admanistrator finds that—

“(4) a financial audit has identified 1m-

proper payments that can be recouped; and
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“(B) it 1s cost effective to conduct a recovery
audit to recapture the targeted funds.
“(7) REMEDIES FOR NONCOMPLIANCE.—

“(A) IN GENERAL.—If, as a result of a re-
view or audit under this subsection or otherwise,
the Admanastrator finds that a recipient of a
grant under thas title has failed to substantially
comply with any provision of law or with any
requlations or guidelines of the Department re-
garding eligible expenditures, the Administrator
shall—

“(1) reduce the amount of payment of
grant funds to the recipient by an amount
equal to the amount of grants funds that
were not properly expended by the recipient;

“(1n) Limat the use of grant funds to
programs, projects, or activities not affected
by the failure to comply;

“(111) refer the matter to the Inspector
General of the Department for further inves-
tigation;

“(iw) terminate any payment of grant
Jfunds to be made to the recipient; or

“(v) take such other action as the Ad-

mainistrator determines appropriate.
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“(B) DURATION OF PENALTY.~—The Admin-
wstrator  shall apply an  appropriate penalty
under subparagraph (A) until such time as the
Admainistrator determines that the grant recipi-
ent is i full compliance with the law and with
applicable guidelines or regulations of the De-
partment.

“(b) REPORTS BY GRANT RECIPIENTS.—
“(1) QUARTERLY REPORTS ON HOMELAND SECU-
RITY SPENDING.—

“(A) IN GENERAL.—As a condition of re-
ceiving a grant under section 2003 or 2004, a
State, high-risk wrban area, or directly eligible
tribe shall, not later than 30 days after the end
of each Federal fiscal quarter, submat to the Ad-
ministrator a report on activities performed
using grant funds during that fiscal quarter.

“(B) CONTENTS.—Each report submatted
under subparagraph (A) shall at a minimum in-
clude, for the applicable State, high-risk wrban
area, or directly eligible tribe, and each sub-
grantee thereof—

“(r) the amount obligated to that re-
cipient under section 2003 or 2004 in that

quanrter;
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“(11) the amount of funds received and
expended under section 2003 or 2004 by
that recipient in that quarter; and

“(iui) a summary description of ex-
penditures made by that recipient wusing
such funds, and the purposes for which such
expenditures were made.

“(C) END-OF-YEAR REPORT.—The report
submitted under subparagraph (A) by a State,
high-risk wrban area, or directly eligible tribe re-
lating to the last quarter of any fiscal year shall
mclude—

“(1) the amount and date of receipt of
all funds recewved under the grant during
that fiscal year;

“(11) the identity of, and amount pro-
vided to, any subgrantee for that grant dur-
g that fiscal year;

“(111) the amount and the dates of dis-
bursements of all such funds expended in
compliance with section 2021(a)(1) or
under mutual aid agreements or other shar-
g arrangements that apply within the

State, high-risk wrban area, or directly eli-
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gible tribe, as applicable, during that fiscal

year; and

“(iw) how the funds were used by each
recipient or subgrantee during that fiscal
year.

“(2) ANNUAL REPORT.—Any State applying for
a grant under section 2004 shall submit to the Ad-
manastrator annually a State preparedness report, as
required by section 652(c) of the Post-Katrina Emer-
gency Management Reform Act of 2006 (6 U.S.C.
752(c)).

“(¢) REPORTS BY THE ADMINISTRATOR.—

“(1) FEDERAL PREPAREDNESS REPORT—The
Admanistrator shall submit to the appropriate com-
mittees of Congress annually the Federal Prepared-
ness Report required under section 652(a) of the Post-
Katrina Emergency Management Reform Act of 2006
(6 US.C. 752(a)).

“(2) RISK ASSESSMENT.—

“(A) IN GENERAL.—For each fiscal year,
the Admanastrator shall provide to the appro-
priate commattees of Congress a detailed and
comprehensive explanation of the methodologies

used to calculate risk and compute the allocation
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of funds for grants administered by the Depart-
ment, including—

“(1) all variables included n the risk
assessment and the weights assigned to each
such variable;

“(1n) an explanation of how each such
variable, as weighted, correlates to risk, and
the basis for concluding there 1s such a cor-
relation; and

“(111) any change in the methodologies
from the previous fiscal year, including
changes in variables considered, weighting
of those variables, and computational meth-
ods.

“(B) CLASSIFIED ANNEX.—The information
required under subparagraph (A) shall be pro-
vided wn unclassified form to the greatest extent
possible, and may include a classified annex if
necessariy.

“(C) DEADLINE.—For each fiscal year, the
mformation required under subparagraph (A)
shall be provided on the earlier of—

“(1) October 31; or
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“(11) 30 days before the issuance of any
program guidance for grants administered
by the Department.

“(3) TRIBAL FUNDING REPORT—At the end of
each fiscal year, the Administrator shall submait to the
appropriate committees of Congress a report setting
forth the amount of funding provided during that fis-
cal year to Indian tribes under any grant program
admanistered by the Department, whether provided
durectly or through a subgrant from a State or high-
risk wrban area.”.

SEC. 102. OTHER AMENDMENTS TO THE HOMELAND SECU-
RITY ACT OF 2002.

(a) NATIONAL ADVISORY COUNCIL.—Section 508(b) of
the Homeland Security Act of 2002 (6 U.S.C. 318(b)) 1s
amended—

(1) by striking “The National Advisory” the first
place that term appears and inserting the following:

“(1) IN GENERAL—The National Advisory”™; and

(2) by adding at the end the following:

“(2) CONSULTATION ON GRANTS.—To ensure
mput from and coordination with State, local, and
tribal governments and emergency response providers,
the Admanastrator shall regularly consult and work

with the National Advisory Council on the adminis-
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tration and assessment of grant programs adminis-
tered by the Department, including with respect to the
development of program guidance and the develop-
ment and evaluation of risk-assessment methodologies,
as appropriate.”.
(b) EVACUATION PLANNING.—RSection 512(b)(5)(A) of
the  Homeland  Security Act of 2002 (6 U.S.C.
321a(b)(5)(A)) s amended by inserting *, including the el-
derly” after “needs”.
SEC. 103. AMENDMENTS TO THE POST-KATRINA EMER-
GENCY MANAGEMENT REFORM ACT OF 2006.
(a) FUNDING EFFICACY.—Section 652(a)(2) of the
Post-Katrina Emergency Management Reform Act of 2006
(6 U.S.C. 752(a)(2)) is amended—
(1) wn subparagraph (C), by striking “and” at
the end;
(2) wn subparagraph (D), by striking the period
at the end and inserting *; and”; and
(3) by adding at the end the following:
“(E) an evaluation of the extent to which
grants admanistered by the Department, includ-
g grants under title XX of the Homeland Secu-
rity Act of 2002—
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“(1) have contributed to the progress of

State, local, and tribal governments in
achieving target capabilities; and

“(11) have led to the reduction of risk
Jrom natural disasters, acts of terrorism, or
other man-made disasters nationally and in
State, local, and tribal jurisdictions.”.

(b)  STATE  PREPAREDNESS  REPORT.—Section
652(¢c)(2)(D) of the Post-Katrina Emergency Management
Reform Act of 2006 (6 U.S.C. 752(c)(2)(D)) is amended by
striking “an assessment of resource needs” and inserting
“a discussion of the extent to which target capabilities
vdentified wn the applicable State homeland security plan
and other applicable plans remain unmet and an assess-
ment of resources needed’’.

SEC. 104. TECHNICAL AND CONFORMING AMENDMENTS.

(a) IN GENERAL.—The Homeland Security Act of
2002 (6 U.S.C. 101 et seq.) is amended—

(1) by redesignating title XVIII, as added by the

SAFE Port Act (Public Law 109-347; 120 Stat.

1884), as title XIX;

(2) by redesignating sections 1801 through 1806,

as added by the SAFE Port Act (Public Law 109—

347; 120 Stat. 1884), as sections 1901 through 1906,

respectively;
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(3) wn section 1904(a), as so redesignated, by

striking “section 18027 and inserting “section 19027;

(4) in section 1906, as so redesignated, by strik-
mg “section 1802(a)” each place that term appears
and inserting “section 1902(a)”; and

(5) an the table of contents in section 1(b), by
striking the items relating to title XVIII and sections
1801 through 1806, as added by the SAFE Port Act
(Public Law 109-347; 120 Stat. 1884), and inserting

the following:
“TITLE XIX—DOMESTIC NUCLEAR DETECTION OFFICE

“Sec. 1901. Domestic Nuclear Detection Office.

“Sec. 1902. Mission of Office.

“Sec. 1903. Hiring authority.

“Sec. 1904. Testing authority.

“Sec. 1905. Relationship to other Department entities and Federal agencies.
“Sec. 1906. Contracting and grant making authorities.

“TITLE XX—HOMELAND SECURITY GRANTS
“Sec. 2001. Definitions.
“Subtitle A—Grants to States and High-Risk Urban Areas

“Sec. 2002. Homeland Security Grant Programs.
“Sec. 2003. Urban Area Security Initiative.

“Sec. 2004. State Homeland Security Grant Program.
“Sec. 2005. Grants to directly eligible tribes.

“Sec. 2006. Terrorism prevention.

“Sec. 2007. Prioritization.

“Sec. 2008. Use of funds.

“Subtitle B—Grants Administration

“Sec. 2021. Admanistration and coordination.
“Sec. 2022. Accountability.”.
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TITLE II—EMERGENCY MANAGE-
MENT PERFORMANCE
GRANTS

SEC. 201. EMERGENCY MANAGEMENT PERFORMANCE
GRANT PROGRAM.

Section 662 of the Post-Katrina Emergency Manage-
ment Reform Act of 2006 (6 U.S.C. 762) is amended to
read as follows:

“SEC. 662. EMERGENCY MANAGEMENT PERFORMANCE
GRANTS PROGRAM.

“(a) DEFINITIONS.—In this section—

“(1) the term ‘program’ means the emergency
management performance grants program described

i subsection (b); and

“(2) the term ‘State’ has the meaning given that
term in section 102 of the Robert T. Stafford Disaster

Relief and Ewmergency Assistance Act (42 U.S.C.

5122).

“(b) IN GENERAL.—The Administrator of the Federal
Emergency Management Agency shall continue 1mplemen-
tation of an emergency management performance grants
program, to make grants to States to assist State, local,
and tribal governments in preparing for all hazards, as
authorized by the Robert T. Stafford Disaster Relief and

Emergency Assistance Act (42 U.S.C. 5121 et seq.).
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“(c) FEDERAL SHARE.—FExcept as otherwise specifi-
cally provided by title VI of the Robert T. Stafford Dis-
aster Relief and Ewmergency Assistance Act (42 U.S.C.
5121 et seq.), the Federal share of the cost of an activity
carried out using funds made available under the program
shall not exceed 50 percent.

“(d) APPORTIONMENT.—For fiscal year 2008, and
each fiscal year thereafter, the Administrator shall appor-
tion the amounts appropriated to carry out the program
among the States as follows:

“(1) BASELINE AMOUNT.—The Administrator
shall first apportion 0.25 percent of such amounts to
each of American Samoa, the Commonwealth of the
Northern Mariana Islands, Guam, and the Virgin Is-
lands and 0.75 percent of such amounts to each of the
remaining States.

“(2) REMAINDER—The Administrator shall ap-
portion the remainder of such amounts in the ratio
that—

“(A) the population of each State; bears to
“(B) the population of all States.

“(e) CONSISTENCY IN ALLOCATION.—Notwithstanding
subsection (d), i any fiscal year before fiscal year 2013
m which the appropriation for grants under this section

18 equal to or greater than the appropriation for emer-



72

gency management performance grants in fiscal year 2007,
no State shall receive an amount under this section for
that fiscal year less than the amount that State received
wm fiscal year 2007.

“(f) AUTHORIZATION OF APPROPRIATIONS.—There is
authorized to be appropriated to carry out the program—
“(1) for fiscal year 2008, $400,000,000;

“(2) for fiscal year 2009, $535,000,000;
“(3) for fiscal year 2010, $680,000,000;
“(4) for fiscal year 2011, $815,000,000; and
“(5) for fiscal year 2012, $950,000,000.”.
SEC. 202. GRANTS FOR CONSTRUCTION OF EMERGENCY OP-
ERATIONS CENTERS.

Section 614 of the Robert T. Stafford Disaster Relief
and Ewmergency Assistance Act (42 U.S.C. 5196¢) s
amended to read as follows:

“SEC. 614. GRANTS FOR CONSTRUCTION OF EMERGENCY
OPERATIONS CENTERS.

“la) GRANTS.—The Administrator of the Federal
Emergency Management Agency may wmake grants to
States under this title for equipping, upgrading, and con-
structing State and local emergency operations centers.

“(b) FEDERAL SHARE.—Notwithstanding any other

provision of this title, the Federal share of the cost of an
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activity carried out wusing amounts from grants made

under this section shall not exceed 75 percent.”.

TITLE III—ENSURING COMMU-
NICATIONS INTEROPER-
ABILITY FOR FIRST RESPOND-
ERS

SEC. 301. INTEROPERABLE EMERGENCY COMMUNICATIONS
GRANT PROGRAM.

(a) ESTABLISHMENT.—Title XVIII of the Homeland
Security Act of 2002 (6 U.S.C. 571 el seq.) is amended by
adding at the end the following new section:

“SEC. 1809. INTEROPERABLE EMERGENCY COMMUNICA-
TIONS GRANT PROGRAM.

“(a) ESTABLISHMENT.—The Secretary shall establish
the Interoperable Emergency Communications Grant Pro-
gram to make grants to States to carry out initiatives to
vmprove local, tribal, statewide, regional, national and,
where appropriate, international interoperable emergency
communications, including communications in collective
response to natural disasters, acts of terrorism, and other
man-made disasters.

“(b) PorLicy.—The Director for Emergency Commu-
nications shall ensure that a grant awarded to a State
under this section 1s consistent with the policies established

pursuant to the responsibilities and authorities of the Of-
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fice of Ewmergency Communications under this title, in-
cluding ensuring that actiwities funded by the grant—

“(1) comply with the statewide plan for that
State required by section 7303(f) of the Intelligence
Reform and Terrorism Prevention Act of 2004 (6
U.S.C. 194(f)); and

“(2) comply with the National Emergency Com-
munications Plan under section 1802, when com-
pleted.

“(c¢) ADMINISTRATION.—

“(1) IN GENERAL—The Administrator of the
Federal Emergency Management Agency shall admin-
wster the Interoperable Ewmergency Communications
Grant Program pursuant to the responsibilities and
authorities of the Administrator under title V of the
Act.

“(2) GQUIDANCE.—In administering the grant
program, the Admainistrator shall ensure that the use
of grants 1s consistent with guidance established by
the Director of Emergency Communications pursuant
to section 7303(a)(1)(H) of the Intelligence Reform
and Terrorism Prevention Act of 2004 (6 U.S.C.
194(a)(1)(H)).

“(d) USE oF FUNDS.—A State that receives a grant

under this section shall use the grant to implement that
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State’s Statewide Interoperability Plan required under sec-
tion 7303(f) of the Intelligence Reform and Terrorism Pre-
vention Act of 2004 (6 U.S.C. 194(f)) and approved under
subsection (e), and to assist with activities determined by
the Secretary to be integral to interoperable emergency
communications.

“(e) APPROVAL OF PLANS.—

“(1) APPROVAL AS CONDITION OF GRANT.—Be-
Jore a State may receiwve a grant under this section,
the Director of Emergency Communications shall ap-
prove the State’s Statewide Interoperable Commu-
nications Plan required under section 7303(f) of the
Intelligence Reform and Terrorism Prevention Act of
2004 (6 U.S.C. 194(F)).

“(2) PLAN REQUIREMENTS.—In approving a
plan under this subsection, the Director of Emergency
Communications shall ensure that the plan—

“(A) 1s designed to 1mprove interoperability
at the city, county, regional, State and interstate
level;

“(B) considers any applicable local or re-
gronal plan; and

“(C) complies, to the maximum extent prac-
ticable, with the National Ewmergency Commau-

nications Plan under section 1802.
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“(3) APPROVAL OF REVISIONS.—The Director of
Emergency Communications may approve revisions
to a State’s plan if the Director determines that doing
s0 1s likely to further interoperability.

“(f) LIMITATIONS ON USES OF FUNDS.—
“(1) IN GENERAL.—The recipient of a grant
under this section may not use the grant—
“(A4) to supplant State or local funds;
“(B) for any State or local government cost-
sharing contribution; or
“(C) for recreational or social purposes.

“(2) PENALTIES.—In addition to other remedies
currently available, the Secretary may take such ac-
tions as necessary to ensure that recipients of grant
Junds are using the funds for the purpose for which
they were intended.

“(g) LIMITATIONS ON AWARD OF GRANTS.—

“(1) NATIONAL EMERGENCY COMMUNICATIONS
PLAN REQUIRED.—The Secretary may not award a
grant under this section before the date on which the
Secretary completes and submits to Congress the Na-
tional Ewmergency Communications Plan required
under section 1802.

“(2) VOLUNTARY CONSENSUS STANDARDS.—The

Secretary may not award a grant to a State under
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thas section for the purchase of equipment that does

not meet applicable voluntary consensus standards,

unless the State demonstrates that there are compel-
ling reasons for such purchase.

“(h) AWARD OF GRANTS.—In approving applications
and awarding grants under this section, the Secretary
shall consider—

“(1) the risk posed to each State by natural dis-
asters, acts of terrorism, or other manmade disasters,
meluding—

“(A) the likely need of a jurisdiction within
the State to respond to such risk in nearby juris-
dictions;

“(B) the degree of threat, vulnerability, and
consequences related to critical infrastructure
(from all critical infrastructure sectors) or key
resources identified by the Administrator or the
State homeland security and emergency manage-
ment plans, including threats to, vulnerabilities
of, and consequences from damage to critical in-
Sfrastructure and key resources in nearby juris-
dictions;

“(C) the size of the population and density

of the population of the State, including appro-
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priate consideration of malitary, tourist, and

commuter populations;

“(D) whether the State is on or near an
nternational border;

“(E) whether the State encompasses an eco-
nomically significant border crossing; and

“(F) whether the State has a coastline bor-
dering an ocean, a wmajor waterway used for
terstate commerce, or international waters,
and

“(2) the anticipated effectiveness of the State’s
proposed use of grant funds to improve interoper-
ability.

“(1) OPPORTUNITY TO AMEND APPLICATIONS.—In
considering applications for grants under this section, the
Adminastrator shall provide applicants with a reasonable
opportunity to correct defects in the application, if any,
before making final awards.

“()) MINIMUM GRANT AMOUNTS.—

“(1) STATES.—In awarding grants under this
section, the Secretary shall ensure that for each fiscal
year, except as provided in paragraph (2), no State
recewves a grant in an amount that is less than the
Jollowing percentage of the total amount appropriated

Jor grants under this section for that fiscal year:
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“(A) For fiscal year 2008, 0.50 percent.

“(B) For fiscal year 2009, 0.50 percent.

“(C) For fiscal year 2010, 0.45 percent.

“(D) For fiscal year 2011, 0.40 percent.

“(E) For fiscal year 2012 and each subse-
quent fiscal year, 0.35 percent.

“(2)  TERRITORIES AND  POSSESSIONS.—In
awarding grants under this section, the Secretary
shall ensure that for each fiscal year, American
Samoa, the Commonwealth of the Northern Mariana
Islands, Guam, and the Virgin Islands each receive
grants in amounts that are not less than 0.08 percent
of the total amount appropriated for grants under
this section for that fiscal year.

“(k) CERTIFICATION—FEach State that receives a
grant under this section shall certify that the grant 1s used
Jfor the purpose for which the funds were intended and in
compliance with the State’s approved Statewide Interoper-
able Communications Plan.

“(1) STATE RESPONSIBILITIES.—

“(1) AVAILABILITY OF FUNDS TO LOCAL AND
TRIBAL GOVERNMENTS.—Not later than 45 days after
recewving grant funds, any State that receives a grant
under this section shall obligate or otherwise malke

available to local and tribal governments—
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“(A) not less than 80 percent of the grant

Junds;

“(B) with the consent of local and tribal
governments, eligible expenditures having a value
of not less than 80 percent of the amount of the
grant; or

“(C) grant funds combined with other eligi-
ble expenditures having a total value of not less
than 80 percent of the amount of the grant.

“(2) ALLOCATION OF FUNDS.—A State that re-
cewes a grant wunder this section shall allocate grant
Junds to tribal governments in the State to assist trib-
al communities 1n improving interoperable commu-
nications, in a manner consistent with the Statewide
Interoperable Communications Plan. A State may not
vmpose unreasonable or unduly burdensome require-
ments on a tribal government as a condition of pro-
viding grant funds or resources to the tribal govern-
ment.

“(3) PENALTIES.—If a State violates the require-
ments of this subsection, in addition to other remedies
available to the Secretary, the Secretary may termi-
nate or reduce the amount of the grant awarded to

that State or transfer grant funds previously awarded
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to the State directly to the appropriate local or tribal

government.
“(m) REPORTS.—

“(1) ANNUAL REPORTS BY STATE GRANT RECIPI-
ENTS.—A State that receives a grant under this sec-
tion shall annually submit to the Director of Emer-
gency Communications a report on the progress of the
State in implementing that State’s Statewide Inter-
operable Communications Plans required under sec-
tron 7303(f) of the Intelligence Reform and Terrorism
Prevention Act of 2004 (6 U.S.C. 194(f)) and achiev-
g anteroperability at the city, county, regional,
State, and interstate levels. The Director shall make
the reports publicly available, including by making
them available on the Internet website of the Office of
Emergency — Communications,  subject to  any
redactions that the Director determines are necessary
to protect classified or other sensitive information.

“(2) ANNUAL REPORTS TO CONGRESS.—At least
once each year, the Divector of Emergency Commu-
nications shall submait to Congress a report on the use
of grants awarded wunder this section and any
progress in implementing Statewide Interoperable

Communications Plans and improving interoper-
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ability at the city, county, regional, State, and inter-

state level, as a result of the award of such grants.

“(n) RULE OF CONSTRUCTION.—Nothing in this sec-
tion shall be construed or interpreted to preclude a State
Jrom using a grant awarded under this section for interim
or long-term Internet Protocol-based interoperable solu-
tions.

“lo) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated for grants under this
section—

“(1) for fiscal year 2008, such sums as may be
necessary;

“(2) for each of fiscal years 2009 through 2012,
$400,000,000; and

“(3) for each subsequent fiscal year, such sums
as may be necessary.”.

(b) CLERICAL AMENDMENT.— The table of contents in
section (b)) of such Act is amended by inserting after the
vtem relating to section 1808 the following:

“Sec. 1809. Interoperable Emergency Communications Grant Program.”.

(¢) INTEROPERABLE COMMUNICATIONS PLANS.—~Sec-
tion 7303 of the Intelligence Reform and Terrorist Preven-
tion Act of 2004 (6 U.S.C. 194) is amended—

(1) wn subsection (f)—
(A) in paragraph (4), by striking “and” at
the end;
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(B) in paragraph (5), by striking the period
at the end and inserting a semicolon; and
(C) by adding at the end the following:

“(6) anclude information on the governance
structure used to develop the plan, including such in-
Jormation about all agencies and organizations that
participated in developing the plan and the scope and
timeframe of the plan; and

“(7) describe the method by which multi-jurisdic-
tonal, multidisciplinary input s provided from all
regions of the jurisdiction, including any high-threat
urban areas located in the jurisdiction, and the proc-
ess for continuing to incorporate such input.”;

(2) in subsection (g)(1), by striking “or wvideo”
and inserting “and video”.

(d)  NATIONAL  KEMERGENCY — COMMUNICATIONS
Pran.—Section 1802(c) of the Homeland Security Act of
2002 (6 U.S.C. 652(c)) is amended—

(1) n paragraph (8), by striking “and” at the
end;

(2) in paragraph (9), by striking the period at
the end and inserting “; and”; and

(3) by adding at the end the following:

“(10) set a date, including interim benchmanrks,

as appropriate, by which State, local, and tribal gov-
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ernments, Federal departments and agencies, and

emergency response providers expect to achieve a base-

line level of national interoperable communications,
as that term 1is defined under section 7303(q)(1) of the

Intelligence Reform and Terrorism Prevention Act of

2004 (6 U.S.C. 194(g)(1)).”.

SEC. 302. BORDER INTEROPERABILITY DEMONSTRATION
PROJECT.

(a) IN GENERAL.—Title XVIII of the Homeland Se-
curity Act of 2002 (6 U.S.C. 571 et seq.) is amended by
adding at the end the following new section:

“SEC. 1810. BORDER INTEROPERABILITY DEMONSTRATION
PROJECT.

“(a) IN GENERAL.—

“(1) ESTABLISHMENT.—The Secretary, acting
through the Director of the Office of Emergency Com-
munications (referred to in this section as the ‘Direc-
tor’), and in coordination with the Federal Commu-
nications Commission and the Secretary of Com-
merce, shall establish an International Border Com-
munity Interoperable Communications Demonstra-
tion Project (referred to in this section as the ‘dem-

onstration project’).
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“(2) MINIMUM NUMBER OF COMMUNITIES.—The

Divector shall select no fewer than 6 communities to

participate in a demonstration project.

“(3) LOCATION OF COMMUNITIES.—No fewer
than 3 of the communities selected under paragraph

(2) shall be located on the northern border of the

Unated States and no fewer than 3 of the communities

selected under paragraph (2) shall be located on the

southern border of the United States.

“(b) CONDITIONS.—The Director, in coordination
with the Federal Communications Commission and the
Secretary of Commerce, shall ensure that the project is car-
ried out as soon as adequate spectrum 1s available as a re-
sult of the 800 megahertz rebanding process in border
areas, and shall ensure that the border projects do not 1m-
parr or impede the rebanding process, but under no cir-
cumstances shall funds be distributed under this section
unless the Federal Communications Commission and the
Secretary of Commerce agree that these conditions have
been met.

“(c) PROGRAM REQUIREMENTS.—Consistent with the
responsibilities of the Office of Emergency Communica-
tions under section 1801, the Director shall foster local,
tribal, State, and Federal interoperable emergency commu-

nications, as well as interoperable emergency communica-
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tions with appropriate Canadian and Mexican authorities
m the communities selected for the demonstration project.
The Director shall—

“(1) identify solutions to facilitate interoperable
communications across national borders expedi-
trously;

“(2) help ensure that emergency response pro-
viders can communicate with each other in the event
of natural disasters, acts of terrorism, and other man-
made disasters;

“(3) provide technical assistance to enable emer-
gency response providers to deal with threats and con-
tingencies 1n a variety of environments;

“(4) identify appropriate joint-use equipment to
ensure COMMUNICAtions access;

“(5) identify solutions to facilitate communica-
tions between emergency response providers in com-
munities of differing population densities; and

“(6) take other actions or provide equipment as
the Director deems appropriate to foster interoperable
emergency communications.

“(d) DISTRIBUTION OF FUNDS.—

“(1) IN GENERAL—The Secretary shall dis-

tribute funds wunder this section to each community

participating in the demonstration project through
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the State, or States, in which each communaity s lo-

cated.

“(2) OTHER PARTICIPANTS.—A State shall make
the funds available promptly to the local and tribal
governments and emergency response providers  se-
lected by the Secretary to participate in the dem-
onstration project.

“(3) REPORT.—Not later than 90 days after a
State receives funds under this subsection the State
shall report to the Director on the status of the dis-
tribution of such funds to local and tribal govern-
ments.

“le) Maximum PERIOD OF GRANTS.—The Director
may not fund any participant under the demonstration
project for more than 3 years.

“(f) TRANSFER OF INFORMATION AND KNOWLEDGE.—
The Director shall establish mechanisms to ensure that the
mformation and knowledge gained by participants in the
demonstration project are transferred among the partici-
pants and to other interested parties, including other com-
munities that submitted applications to the participant in
the project.

“(g) AUTHORIZATION OF APPROPRIATIONS.—There is
authorized to be appropriated for grants under this section

such sums as may be necessary.”.
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(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of that Act is amended by inserting after the

item relating to section 1809 the following:

“Sec. 1810. Border interoperability demonstration project.”.

TITLE IV—-STRENGTHENING USE
OF THE INCIDENT COMMAND
SYSTEM

SEC. 401. DEFINITIONS.
(a) IN GENERAL—RSection 501 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 311) 1is amended—

(1) by redesignating paragraphs (10) and (11)
as paragraphs (12) and (13), respectively;

(2) by redesignating paragraphs (4) through (9)
as paragraphs (5) through (10), respectively;

(3) by inserting after paragraph (3) the fol-
lowing:

“(4) the terms ‘credentialed’ and ‘credentialing’
mean having provided, or providing, respectively,
documentation that identifies personnel and authen-
ticates and verifies the qualifications of such per-
sonnel by ensuring that such personnel possess a min-
vmum common level of training, experience, physical
and medical fitness, and capability appropriate for a
particular position in accordance with standards cre-

ated under section 510;”;
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(4) by inserting after paragraph (10), as so re-
designated, the following:

“(11) the term ‘resources’ means personnel and
major items of equipment, supplies, and facilities
available or potentially available for responding to a
natural disaster, act of terrorism, or other man-made
disaster;”;

(5) in paragraph (12), as so redesignated, by
striking “and” at the end;

(6) in paragraph (13), as so redesignated, by
striking the period at the end and inserting *; and’;
and

(7) by adding at the end the following:

“(14) the terms ‘typed’ and ‘typing’ mean hav-
mg evaluated, or evaluating, respectively, a resource
m accordance with standards created under section

510.”.

(b) TECHNICAL AND CONFORMING AMENDMENTS.—

Section 641 of the Post-Katrina Emergency Management

Reform Act of 2006 (6 U.S.C. 741) is amended—

(1) by redesignating paragraphs (2) through (10)
as paragraphs (3) through (11), respectively;
(2) by inserting after paragraph (1) the fol-

lowing:
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“(2)  CREDENTIALED;  CREDENTIALING.—The
terms ‘credentialed’ and ‘credentialing’ have the
meanings giwen those terms in section 501 of the
Homeland Security Act of 2002 (6 U.S.C. 311).”; and

(3) by adding at the end the following:

“(12) RESOURCES.—The term ‘resources’ has the
meaning given that term in section 501 of the Home-
land Security Act of 2002 (6 U.S.C. 311).

“(13) TyPE.—The term ‘type’ means a classifica-
tion of resources that refers to the capability of a re-
source.

“(14) TypPED; TYPING.—The terms ‘typed’ and
‘typing’ have the meanings given those terms in sec-
tion 501 of the Homeland Security Act of 2002 (6
URS.C. 311).”.

402. NATIONAL EXERCISE PROGRAM DESIGN.

Section 648(b)(2)(A) of the Post-Katrina Ewmergency

Management Reform Act of 2006 (6 U.S.C. 748(D)(2)(A))

1s amended by striking clauses (1) and (v) and inserting

the following:

“(iw) designed to provide for the sys-
tematic evaluation of readiness and enhance
operational understanding of the incident
command system and relevant mutual aid

agreements;
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“(v) designed to address the unique re-
quirements of populations with special
needs, including the elderly; and

“(vi) designed to promptly develop
after-action reports and plans for quickly
mcorporating lessons learned into future
operations; and’’.

SEC. 403. NATIONAL EXERCISE PROGRAM MODEL EXER-
CISES.

Section 648(b)(2)(B) of the Post-Katrina Ewmergency
Management Reform Act of 2006 (6 U.S.C. 748(b)(2)(B))
1s amended by striking “shall provide” and all that follows
through “of exercises” and inserting the following: “shall
wmclude a selection of model exercises that State, local, and
tribal governments can readily adapt for use and provide
assistance to State, local, and tribal governments with the
design, vmplementation, and evaluation of exercises
(whether a model exercise program or an exercise designed
locally)”.

SEC. 404. PREIDENTIFYING AND EVALUATING MULTIJURIS-
DICTIONAL FACILITIES TO STRENGTHEN INCI-
DENT COMMAND; PRIVATE SECTOR PRE-
PAREDNESS.

Section 507(c)(2) of the Homeland Security Act of
2002 (6 U.S.C. 317(¢)(2)) is amended—
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(1) wn subparagraph (H) by striking “and” at
the end;
(2) by redesignating subparagraph (1) as sub-
paragraph (K); and
(3) by inserting after subparagraph (H) the fol-
lowing:

“(I) coordinating with the private sector to
help ensure private sector preparedness for nat-
ural disasters, acts of terrorism, and other man-
made disasters;

“(J) assisting State, local, and tribal gov-
ernments, where appropriate, to preidentify and
evaluate suitable sites where a  multiyjuris-
dictional incident command system may quickly
be established and operated from, if the need for
such a system arises; and’.

SEC. 405. FEDERAL RESPONSE CAPABILITY INVENTORY.
Section 651 of the Post-Katrina Emergency Manage-
ment Reform Act of 2006 (6 U.S.C. 751) 1s amended—
(1) wn subsection (b)—

(A) in the matter preceding paragraph (1),
by striking “The inventory” and inserting “For
each Federal agency with responsibilities under

the National Response Plan, the inventory’;
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(B) wn paragraph (1), by striking “and” at
the end;
(C) by redesignating paragraph (2) as
paragraph (4); and
(D) by inserting after paragraph (1) the fol-
lowing:

“(2) a lst of personnel credentialed in accord-
ance with section 510 of the Homeland Security Act
of 2002 (6 U.S.C. 320);

“(3) a list of resources typed in accordance with
section 510 of the Homeland Security Act of 2002 (6
U.S.C. 320); and”; and

(2) in subsection (d)—

(A) i paragraph (1), by striking “capabili-
ties, readiness” and all that follows and insert-

g the following: “—

“(A) capabilities;

“(B) readiness;

“(C) the compatibility of equipment;

“(D) credentialed personnel; and

“(E) typed resources;”;

(B) in paragraph (2), by inserting “of ca-
pabilities, credentialed personnel, and typed re-

sources’” after “rapid deployment”; and
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(C) i paragraph (3), by striking “inven-
tories” and inserting “the inventory described in
subsection (a)”.
SEC. 406. REPORTING REQUIREMENTS.

Section 652(a)(2) of the Post-Katrina FEwmergency
Management Reform Act of 2006 (6 U.S.C. 752(a)(2)), as
amended by section 103, 18 further amended—

(1) in subparagraph (C), by striking “section

651(a);” and inserting “‘section 651, including the

number and type of credentialed personnel in each

category of personnel trained and ready to respond to

a natural disaster, act of terrovism, or other man-

made disaster;”;

(2) in subparagraph (D), by striking “and” at
the end;

(3) w subparagraph (K), by striking the period
at the end and inserting “; and’; and

(4) by adding at the end the following:

“(F) a discussion of whether the list of
credentialed personnel of the Agency described in
section 651(b)(2)—

“(1) complies with the strategic human

capital plan developed under section 10102

of title 5, Uniated States Code; and
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“(11) 1s sufficient to respond to a nat-
wral disaster, act of terrorism, or other
man-made  disaster, including a cata-
strophic incident.”.
SEC. 407. FEDERAL PREPAREDNESS.
Section 653 of the Post-Katrina Emergency Manage-
ment Reform Act of 2006 (6 U.S.C. 753) is amended—
(1) wn subsection (a)—

(A) in the matter preceding paragraph (1),
by striking “coordinating, primary, or sup-
porting”;

(B) in paragraph (2), by inserting *, in-
cluding credentialing of personnel and typing of
resources likely needed to respond to a natural
disaster, act of terrorism, or other man-made
disaster in accordance with section 510 of the
Homeland Security Act of 2002 (6 U.S.C. 320)”
before the semicolon at the end;

(C) in paragraph (3), by striking “and” at
the end;

(D) wn paragraph (4), by striking the pe-
riod at the end and inserting “; and”; and

(E) by adding at the end the following:
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“(5) regularly updates, verifies the accuracy of,
and provides to the Administrator the information in
the inventory required under section 651.”; and

(2) in subsection (d)—

(A) by nserting “to the Committee on
Homeland Security and Governmental Affarrs of
the Senate and the Commattee on Homeland Se-
curity and the Committee on Transportation
and Infrastructure of the House of Representa-
twes” after “The President shall certify”; and

(B) by striking “coordinating, primary, or
supporting”.

SEC. 408. CREDENTIALING AND TYPING.
Section 510 of the Homeland Security Act of 2002 (6
U.S.C. 320) 1s amended—

(1) by striking “The Administrator” and insert-
g the following:

“la) IN GENERAL.—The Administrator”;

(2) wn subsection (a), as so designated, by strik-
g “credentialing of personnel and typing of” and
mserting “‘for credentialing and typing of incident
management personnel, emergency response providers,
and other personnel (including temporary personnel)
and”’; and

(3) by adding at the end the following:
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“(b) DISTRIBUTION.—

“(1) IN GENERAL—Not later than 1 year after
the date of enactment of the Implementing Rec-
ommendations of the 9/11 Commission Act of 2007,
the Administrator shall provide the standards devel-
oped under subsection (a), including detailed written
guidance, to—

“(A) each Federal agency that has respon-
sibilities under the National Response Plan to
arvd that agency with credentialing and typing
meident management personnel, emergency re-
sponse providers, and other personnel (including
temporary personnel) and resources likely needed
to respond to a natural disaster, act of terrorism,
or other man-made disaster; and

“(B) State, local, and tribal governments, to
ard such governments with credentialing and
typing of State, local, and tribal incident man-
agement personnel, emergency response Pro-
viders, and other personnel (including temporary
personnel) and resources likely needed to respond
to a natural disaster, act of terrorism, or other
man-made disaster.

“(2) ASSISTANCE.—The Admanastrator shall pro-

vide expertise and technical assistance to avd Federal,
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State, local, and tribal government agencies with
credentialing and typing incident management per-
sonnel, emergency response providers, and other per-
sonnel (including temporary personnel) and resources
likely meeded to respond to a natwural disaster, act of
terrorism, or other man-made disaster.

“(¢) CREDENTIALING AND TYPING OF PERSONNEL.—
Not later than 6 months after receiving the standards pro-
vided under subsection (b), each Federal agency with re-
sponsibilities under the National Response Plan shall en-
sure that incident management personnel, emergency re-
sponse providers, and other personnel (including tem-
porary personnel) and resources likely needed to respond
to a natural disaster, act of terrorism, or other manmade
disaster are credentialed and typed in accordance with
this section.

“(d) CONSULTATION ON HEALTII CARE STAND-
ARDS.—In developing standards for credentialing health
care professionals under this section, the Administrator
shall consult with the Secretary of Health and Human

Services.”.



99
SEC. 409. MODEL STANDARDS AND GUIDELINES FOR CRIT-

ICAL INFRASTRUCTURE WORKERS.

(a) IN GENERAL.—Title V of the Homeland Security
Act of 2002 (6 US.C. 311 et seq.) is amended by adding
at the end the following:

“SEC. 522. MODEL STANDARDS AND GUIDELINES FOR CRIT-
ICAL INFRASTRUCTURE WORKERS.

“la) IN GENERAL.—Not later than 12 months after
the date of enactment of the Implementing Recommenda-
tions of the 9/11 Commission Act of 2007, and in coordi-
nation with appropriate national professional organiza-
tions, Federal, State, local, and tribal government agen-
cies, and private-sector and nongovernmental entities, the
Administrator shall establish model standards and guide-
lines for credentialing critical infrastructure workers that
may be used by a State to credential critical infrastructure
workers that may respond to a natural disaster, act of ter-
rorism, or other man-made disaster.

“(b) DISTRIBUTION AND ASSISTANCE.—The Adminis-
trator shall provide the standards developed under sub-
section (a), including detailed written guidance, to State,
local, and tribal governments, and provide expertise and
technical assistance to aid such governments with
credentialing critical infrastructure workers that may re-
spond to a natural disaster, act of terrorism, or other

manmade disaster.”.
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(b) TECHNICAL AND CONFORMING AMENDMENT.—The
table of contents in section 1(b) of the Homeland Security
Act of 2002 (6 US.C. 101(b)) is amended by inserting
after the item relating to section 521 the following:

“Sec. 522. Model standards and guidelines for critical infrastructure workers.”.

SEC. 410. AUTHORIZATION OF APPROPRIATIONS.

There are authorized to be appropriated such sums as
necessary to carry out this title and the amendments made
by thas tatle.

TITLE V—IMPROVING INTEL-
LIGENCE AND INFORMATION
SHARING WITHIN THE FED-
ERALL GOVERNMENT AND
WITH STATE, LOCAL, AND
TRIBAL GOVERNMENTS

Subtitle A—Homeland Security
Information Sharing Enhancement
SEC. 501. HOMELAND SECURITY ADVISORY SYSTEM AND IN-

FORMATION SHARING.

(a) ADVISORY SYSTEM AND INFORMATION SHAR-
ING.—

(1) IN GENERAL—Subtitle A of title II of the

Homeland Security Act of 2002 (6 U.S.C. 121 et seq.)

18 amended by adding at the end the following:
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“SEC. 203. HOMELAND SECURITY ADVISORY SYSTEM.

“(a) REQUIREMENT.—The Secretary shall administer
the Homeland Security Advisory System in accordance
with this section to provide advisories or warnings regard-
g the threat or risk that acts of terrorism will be com-
matted on the homeland to Federal, State, local, and tribal
government authorities and to the people of the Unated
States, as appropriate. The Secretary shall exercise pri-
mary responsibility for providing such advisories or warn-
1ngs.

“(b) REQUIRED ELEMENTS.—In administering the
Homeland  Security  Advisory System, the Secretary
shall—

“(1) establish criteria for the issuance and rev-
ocation of such advisories or warnings;

“(2) develop a methodology, relying on the cri-
teria established wunder paragraph (1), for the
wssuance and revocation of such advisories or wairn-
nygs;

“(3) provide, in each such advisory or warning,
specific anformation and advice regarding appro-
priate protective measures and countermeasures that
may be taken in response to the threat or risk, at the
maxvmum level of detail practicable to enable individ-
uals, government entities, emergency response pPro-

viders, and the private sector to act appropriately;
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“(4) whenever possible, limit the scope of each
such advisory or warning to a specific region, local-
ity, or economic sector believed to be under threat or
at risk; and
“(5) mot, in isswing any advisory or warning,
use color designations as the exclusive means of speci-
Jying homeland security threat conditions that are the
subject of the advisory or warning.
“SEC. 204. HOMELAND SECURITY INFORMATION SHARING.

“la) INFORMATION SHARING.—Consistent with sec-
tion 1016 of the Intelligence Reform and Terrorism Pre-
vention Act of 2004 (6 U.S.C. 485), the Secretary, acting
through the Under Secretary for Intelligence and Analysis,
shall integrate the information and standardize the format
of the products of the intelligence components of the De-
partment containing homeland security information, ter-
rorvism information, weapons of mass destruction informa-
tion, or national intelligence (as defined in section 3(5) of
the National Security Act of 1947 (50 U.S.C. 401a(5))) ex-
cept for any internal security protocols or personnel infor-
mation of such intelligence components, or other adminis-
trative processes that are admainastered by any chief secu-
rity officer of the Department.

“(b) INFORMATION SHARING AND KNOWLEDGE MAN-

AGEMENT OFFICERS.—For each intelligence component of
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the Department, the Secretary shall designate an informa-
tion sharing and knowledge management officer who shall
report to the Under Secretary for Intelligence and Analysis
regarding coordinating the different systems used in the
Department to gather and disseminate homeland security
wmformation or national intelligence (as defined in section
3(5) of the National Security Act of 1947 (50 U.S.C.
101a(5))).

“(c) STATE, LOCAL, AND PRIVATE-SECTOR SOURCES
OF INFORMATION.—

“(1) HKSTABLISHMENT OF BUSINESS PROC-
ESSES.—The Secretary, acting through the Under
Secretary for Intelligence and Analysis or the Assist-
ant Secretary for Infrastructure Protection, as appro-
priate, shall—

“(A) establish Department-wide procedures
Jor the review and analysis of information pro-
vided by State, local, and tribal governments
and the private sector;

“(B) as appropriate, integrate such infor-
mation into the information gathered by the De-
partment and other departments and agencies of
the Federal Government; and

“(C) make available such information, as

appropriate, within the Department and to other
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departments and agencies of the Federal Govern-

ment.

“(2) FEEDBACK.—The Secretary shall develop
mechanisms to provide feedback regarding the anal-
ysis and uwtility of information provided by any enti-
ty of State, local, or tribal government or the private
sector that provides such information to the Depart-
ment.

“(d) TRAINING AND KVALUATION OF EMPLOYEES.—

“(1) TRAINING.—The Secretary, acting through
the Under Secretary for Intelligence and Analysis or
the Assistant Secretary for Infrastructure Protection,
as appropriate, shall provide to employees of the De-
partment opportunities for training and education to
develop an understanding of—

“(A) the definitions of homeland security
mformation and national intelligence (as defined

m section 3(5) of the National Security Act of

1947 (50 U.S.C. 401a(5))); and

“(B) how information available to such em-
ployees as part of their duties—

“(v) maght qualify as homeland secu-

rity anformation or national intelligence;

and
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“(11) might be relevant to the Office of

Intelligence and Analysis and the intel-

ligence components of the Department.

“(2) EvALUATIONS.—The Under Secretary for

Intelligence and Analysis shall—

“(4) on an ongoing basis, evaluate how em-
ployees of the Office of Intelligence and Analysis
and the intelligence components of the Depart-
ment are utilizing homeland security informa-
twon or national intelligence, sharing informa-
tion within the Department, as described in this
title, and participating in the information shar-
mg environment established under section 1016
of the Intelligence Reform and Terrorism Preven-
tion Act of 2004 (6 U.S.C. 485); and

“(B) provide to the appropriate component
heads regular reports regarding the evaluations
under subparagraph (A).

“SEC. 205. COMPREHENSIVE INFORMATION TECHNOLOGY
NETWORK ARCHITECTURE.

“la)  ESTABLISHMENT.—The  Secretary,  acting
through the Under Secretary for Intelligence and Analysis,
shall establish, consistent with the policies and procedures
developed under section 1016 of the Intelligence Reform

and Terrorism Prevention Act of 2004 (6 U.S.C. 485), and
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consistent with the enterprise architecture of the Depart-
ment, a comprehensive information technology network ar-
chitecture for the Office of Intelligence and Analysis that
connects the various databases and related information
technology assets of the Office of Intelligence and Analysis
and the ntelligence components of the Department in
order to promote internal iformation sharing among the
ntelligence and other personnel of the Department.

“(b) COMPREHENSIVE INFORMATION TECHNOLOGY
NETWORK ARCHITECTURE DEFINED.—The term ‘com-
prehensive information technology network architecture’
means an integrated framework for evolving or maintain-
mg existing information technology and acquiring new in-
Jormation technology to achieve the strategic management
and information resources management goals of the Office
of Intelligence and Analysis.

“SEC. 206. COORDINATION WITH INFORMATION SHARING
ENVIRONMENT.

“la) GUIDANCE.—AIL activities to comply with sec-
tions 203, 204, and 205 shall be—

“(1) consistent with any policies, guidelines, pro-
cedures, instructions, or standards established under
section 1016 of the Intelligence Reform and Terrorism

Prevention Act of 2004 (6 U.S.C. 485);



107

“(2) 1implemented in coordination with, as ap-
propriate, the program manager for the information
sharing environment established under that section;

“(3) consistent with any applicable guidance
issued by the Director of National Intelligence; and

“(4) consistent with any applicable guidance
wssued by the Secretary relating to the protection of
law enforcement information or proprietary informa-
tion.

“(b) CONSULTATION.—In carrying out the duties and
responsibilities under this subtitle, the Under Secretary for
Intelligence and Analysis shall take into account the views
of the heads of the intelligence components of the Depart-
ment.”.

(2) TECHNICAL AND CONFORMING ~ AMEND-
MENTS.—

(A) IN GENERAL.—RSection 201(d) of the

Homeland Security Act of 2002 (6 U.S.C.

121(d)) is amended—

(1) by striking paragraph (7); and

(11) by redesignating paragraphs (8)
through (19) as paragraphs (7) through
(18), respectively.
(B) TABLE OF CONTENTS.—The table of

contents in section 1(b) of the Homeland Secu-
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rity Act of 2002 (6 U.S.C. 101 et seq.) s amend-

ed by imserting after the item relating to section

202 the following:
“Sec. 203. Homeland Security Advisory System.
“Sec. 204. Homeland security information sharing.
“Sec. 205. Comprehensive information technology network architecture.
“Sec. 206. Coordination with information sharing environment.”.

(b) OFFICE OF INTELLIGENCE AND ANALYSIS AND OF-
FICE OF INFRASTRUCTURE PROTECTION.—Section 201(d)
of the Homeland Security Act of 2002 (6 U.S.C. 121(d))
18 amended—

(1) in paragraph (1), by inserting “, in support
of the mission responsibilities of the Department and
the functions of the National Counterterrorism Center
established under section 119 of the National Security
Act of 1947 (50 U.S.C. 4040),” after “and to integrate
such information”; and

(2) by striking paragraph (7), as redesignated by
subsection (a)(2)(A)(11) of this section, and inserting
the following:

“(7) To review, analyze, and make recommenda-
tions for improvements to the policies and procedures
governing the sharing of information within the scope
of the information sharing environment established
under section 1016 of the Intelligence Reform and

Terrorism Prevention Act of 2004 (6 U.S.C. 485), in-

cluding homeland security information, terrorism in-
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Jormation, and weapons of mass destruction informa-

tion, and any policies, guidelines, procedures, instruc-

tions, or standards established wunder that section.”.

(¢) REPORT ON COMPREHENSIVE INFORMATION
TECONOLOGY NETWORK ARCHITECTURE.—Not later than
120 days after the date of enactment of this Act, the Sec-
retary of Homeland Security shall submit to the Com-
mittee on Homeland Security and Governmental Affairs of
the Senate and the Committee on Homeland Security of
the House of Representatives a report on the progress of
the Secretary in developing the comprehensive information
technology network architecture required under section 205
of the Homeland Security Act of 2002, as added by sub-
section (a). The report shall include:

(1) a description of the priorities for the develop-
ment of the comprehensive information technology
network architecture and a rationale for such prior-
ites;

(2) an explanation of how the wvarious compo-
nents of the comprehensive information technology
network architecture will work together and inter-
connect;

(3) a description of the technological challenges
that the Secretary expects the Office of Intelligence

and Analysis will face in implementing the com-



110

prehensive information technology network architec-
ture;

(4) a description of the technological options that
are available or are i development that may be in-
corporated into the comprehensive information tech-
nology network architecture, the feasibility of incor-
porating such options, and the advantages and dis-
advantages of doing so;

(5) an explanation of any security protections to
be developed as part of the comprehensive information
technology network architecture;

(6) a description of safequards for civil liberties
and privacy to be built into the comprehensive infor-
mation technology network architecture; and

(7) an operational best practices plan.

SEC. 502. INTELLIGENCE COMPONENT DEFINED.
(a) IN GENERAL.—Section 2 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 101) is amended—

(1) by redesignating paragraphs (9) through (16)
as paragraphs (10) through (17), respectively; and

(2) by inserting after paragraph (8) the fol-
lowing:

“(9) The term ‘intelligence component of the De-
partment’ means any element or entity of the Depart-

ment that collects, gathers, processes, analyzes, pro-
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duces, or disseminates intelligence information within
the scope of the information sharing environment, in-
cluding homeland security information, terrorism in-
Jormation, and weapons of mass destruction informa-
tion, or national intelligence, as defined under section
3(5) of the National Security Act of 1947 (50 U.S.C.
401a(5)), except—
“(A) the United States Secret Service; and
“(B) the Coast Guard, when operating
under the direct authority of the Secretary of De-
fense or Secretary of the Navy pursuant to sec-
tion 3 of title 14, United States Code, except that
nothing wn this paragraph shall affect or dimin-
1sh the authority and responsibilities of the Com-
mandant of the Coast Guard to command or
control the Coast Guard as an armed force or the
authority of the Director of National Intelligence
with respect to the Coast Guard as an element
of the intelligence community (as defined under
section 3(4) of the National Security Act of 1947
(50 U.S.C. 401a(4)).”.
(b) RECEIPT OF INFORMATION FROM UNITED STATES
SECRET SERVICE.—
(1) IN GENERAL—The Under Secretary for In-

telligence and Analysis shall receive from the United
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States Secret Service homeland security information,
terrorism anformation, weapons of mass destruction
mformation (as these terms are defined in Section
1016 of the Intelligence Reform and Terrorism Pre-
vention Act of 2004 (6 U.S.C. 485)), or national in-
telligence, as defined wn Section 3(5) of the National
Security Act of 1947 (50 U.S.C. 401a(5)), as well as
suspect information obtained in criminal investiga-
tions. The Unated States Secret Service shall cooper-
ate with the Under Secretary for Intelligence and
Analysis with respect to activities under sections 204
and 205 of the Homeland Security Act of 2002.

(2) SAVINGS CLAUSE.—Nothing in this Act shall
interfere with the operation of Section 3056(g) of
Title 18, Unated States Code, or with the authority of
the Secretary of Homeland Security or the Director
of the Unaited States Secret Service regarding the
budget of the United States Secret Service.

(¢c) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) HOMELAND SECURITY ACT OF 2002.—Para-
graph (13) of section 501 of the Homeland Security
Act of 2002 (6 U.S.C. 311), as redesignated by section
401, 1s amended by striking “section 2(10)(B)” and

mserting “section 2(11)(B)”.
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(2) OTHER LAW.—Section 712(a) of title 14,
United States Code, is amended by striking “section
2(15) of the Homeland Security Act of 2002 (6 U.S.C.
101(15))” and inserting “section 2(16) of the Home-
land Security Act of 2002 (6 U.S.C. 101(16))”.

SEC. 503. ROLE OF INTELLIGENCE COMPONENTS, TRAIN-
ING, AND INFORMATION SHARING.

(a) IN GENERAL.—Subtitle A of title II of the Home-
land Security Act of 2002 is further amended by adding
at the end the following:

“SEC. 207. INTELLIGENCE COMPONENTS.

“Subject to the direction and control of the Secretary,
and consistent with any applicable guidance issued by the
Director of National Intelligence, the responsibilities of the
head of each intelligence component of the Department are
as follows:

“(1) To ensure that the collection, processing,
analysis, and dissemination of information within
the scope of the information sharing environment, in-
cluding homeland security information, terrorism in-
Jormation, weapons of mass destruction information,
and national intelligence (as defined in section 3(5)
of the National Security Act of 1947 (50 U.S.C.
401a(5))), are carried out effectively and efficiently in

support of the intelligence massion of the Department,
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as led by the Under Secretary for Intelligence and

Analysts.

“(2) To otherwise support and tvmplement the in-
telligence massion of the Department, as led by the
Under Secretary for Intelligence and Analysis.

“(3) To incorporate the input of the Under Sec-
retary for Intelligence and Analysis with respect to
performance  appraisals, bonus or award rec-
ommendations, pay adjustments, and other forms of
commendation.

“(4) To coordinate with the Under Secretary for
Intelligence and Analysis in developing policies and
requirements for the recrurtment and selection of in-
telligence officials of the intelligence component.

“(5) To advise and coordinate with the Under
Secretary for Intelligence and Analysis on any plan
to reorganize or restructure the intelligence component
that would, if implemented, result in realignments of
mtelligence functions.

“(6) To ensure that employees of the intelligence
component have knowledge of, and comply with, the
programs and policies established by the Under Sec-
retary for Intelligence and Analysis and other appro-

priate officials of the Department and that such em-
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ployees comply with all applicable laws and requla-
tions.

“(7) To perform such other activities relating to
such responsibilities as the Secretary may provide.
“SEC. 208. TRAINING FOR EMPLOYEES OF INTELLIGENCE

COMPONENTS.
“The Secretary shall provide training and guidance
Jor employees, officials, and senior executives of the intel-
ligence components of the Department to develop knowledge
of laws, regqulations, operations, policies, procedures, and
programs that arve related to the functions of the Depart-
ment relating to the collection, processing, analysis, and
dissemanation of information within the scope of the infor-
mation sharing environment, including homeland security
mformation, terrorism information, and weapons of mass
destruction information, or national intelligence (as de-
fined in section 3(5) of the National Security Act of 1947
(50 U.S.C. 401a(5))).
“SEC. 209. INTELLIGENCE TRAINING DEVELOPMENT FOR
STATE AND LOCAL GOVERNMENT OFFICIALS.
“la) CURRICULUM.—The Secretary, acting through
the Under Secretary for Intelligence and Analysis, shall—
“(1) develop a curriculum for training State,
local, and tribal government officials, including law

enforcement officers, intelligence analysts, and other
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emergency response providers, in the intelligence cycle

and Federal laws, practices, and requlations regard-

g the development, handling, and review of intel-

ligence and other information; and

“(2) ensure that the curriculum includes execu-
tive level training for senior level State, local, and
tribal law enforcement officers, intelligence analysts,
and other emergency response providers.

“(b) TRAINING.—To the extent possible, the Federal
Law Enforcement Training Center and other existing Fed-
eral entities with the capacity and expertise to train State,
local, and tribal government officials based on the cur-
riculum developed under subsection (a) shall be used to
carry out the training programs created under this section.
If such entities do not have the capacity, resources, or ca-
pabilities to conduct such training, the Secretary may ap-

prove another entity to conduct such training.

“(c) CONSULTATION.—In carrying out the duties de-
seribed in subsection (a), the Under Secretary for Intel-
ligence and Analysis shall consult with the Director of the
Federal Law Enforcement Training Center, the Attorney
General, the Director of National Intelligence, the Admin-

wstrator of the Federal Ewmergency Management Agency,

and other appropriate parties, such as private industry,
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wmstitutions of hagher education, nonprofit institutions,
and other intelligence agencies of the Federal Government.
“SEC. 210. INFORMATION SHARING INCENTIVES.

“la) AWARDS.—In making cash awards under chap-
ter 45 of title 5, United States Code, the President or the
head of an agency, in consultation with the program man-
ager designated under section 1016 of the Intelligence Re-
Jorm and Terrorism Prevention Act of 2004 (6 U.S.C.
485), may consider the success of an employee i appro-
priately sharing information withan the scope of the infor-
mation sharing environment established under that sec-
tion, including homeland security information, terrorism
mformation, and weapons of mass destruction informa-
tion, or national intelligence (as defined in section 3(5) of
the National Security Act of 1947 (50 U.S.C. 401a(5)), in
a manner consistent with any policies, guidelines, proce-
dures, instructions, or standards established by the Presi-
dent or, as appropriate, the program manager of that en-
vironment for the implementation and management of that
environment.

“(b) OTHER INCENTIVES.—The head of each depart-
ment or agency described in section 1016(1) of the Intel-
ligence Reform and Terrorism Prevention Act of 2004 (6
U.S.C. 485(1)), in consultation with the program manager

designated under section 1016 of the Intelligence Reform
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and Terrorism Prevention Act of 2004 (6 U.S.C. 485),

shall adopt best practices regarding effective ways to edu-
cate and motivate officers and employees of the Federal
Government to participate fully in the information shar-
g environment, including—
“(1) promotions and other nonmonetary awards;
and
“(2) publicizing information sharing accom-
plishments by indiwvidual employees and, where ap-
propriate, the tangible end benefits that resulted.”.
(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of the Homeland Security Act of 2002 (6
US.C. 101 et seq.) is amended further by inserting after

the item relating to section 206 the following:

“Sec. 207. Intelligence components.

“Sec. 208. Training for employees of intelligence components.

“Sec. 209. Intelligence training development for State and local government offi-
cials.

“Sec. 210. Information sharing incentives.”.

SEC. 504. INFORMATION SHARING.

Section 1016 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (6 U.S.C. 485) is amend-
ed—

(1) in subsection (a)—
(4) by redesignating  paragraphs (1)
through (4) as paragraphs (2) through (5), re-

spectively;



119

(B) by inserting before paragraph (2), as so
redesignated, the following:

“(1) HOMELAND SECURITY INFORMATION.—The
term ‘homeland security information’ has the mean-
g given that term in section 892(f) of the Homeland
Security Act of 2002 (6 U.S.C. 482(f)).”;

(C) by striking paragraph (3), as so redes-
wgnated, and inserting the following:

“(3) INFORMATION SHARING ENVIRONMENT.—
The terms ‘“information sharing environment’ and
‘ISE’ mean an approach that facilitates the sharing
of terrorism and homeland security information,
which may include any method determined necessary
and appropriate for carrying out this section.”.

(D) by striking paragraph (5), as so redes-
wgnated, and inserting the following:

“(5) TERRORISM INFORMATION.—The term ‘ter-
rorism information—

“(A) means all information, whether col-
lected, produced, or distributed by intelligence,
law enforcement, military, homeland security, or
other activities relating to—

“(1) the existence, organization, capa-

Dilities, plans, intentions, vulnerabilities,

means of finance or material support, or



120
activities of foreign or anternational ter-
rovist groups or individuals, or of domestic
groups  or andwiduals  nvolved — in
transnational terrorism;

“(11) threats posed by such groups or
mdwiduals to the United States, United
States persons, or United States interests,
or to those of other nations;

“(1n1) communications of or by such
groups or indwiduals; or

“(iwv) groups or individuals reasonably
believed to be assisting or associated with
such groups or indwviduals; and
“(B) includes weapons of mass destruction

mformation.”; and
(E) by adding at the end the following:

“(6) WEAPONS OF MASS DESTRUCTION INFORMA-
TION.—The term ‘weapons of mass destruction infor-
mation” means information that could reasonably be
expected to assist in the development, proliferation, or
use of a weapon of mass destruction (including a
chemical, biological, radiological, or nuclear weapon)
that could be used by a terrorist or a terrovist organi-
zation against the Unated States, including informa-

tion about the location of any stockpile of nuclear



121

materials that could be exploited for use in such a
weapon that could be used by a terrorist or a terrorist
organization against the United States.”;

(2) an subsection (b)(2)—

(A) in  subparagraph (H), by striking
“and” at the end;

(B) in subparagraph (1), by striking the pe-
riod at the end and inserting a semicolon; and

(C) by adding at the end the following:

“(J) integrates the information within the
scope of the information sharing environment,
meluding any such information in legacy tech-
nologies;

“(K) integrates technologies, including all
legacy technologies, through Internet-based serv-
1ces, consistent with appropriate security proto-
cols and safequards, to enable connectivity
among required users at the Federal, State, and
local levels;

“(L) allows the full range of analytic and
operational activities without the need to cen-
tralize information within the scope of the infor-
mation sharing environment;

“(M) permits analysts to collaborate both

mdependently and in a group (commonly known
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as ‘collective and mnoncollective collaboration’),
and across multiple levels of national security
mformation and controlled unclassified informa-
tion;

“(N) provides a resolution process that en-
ables changes by authorized officials regarding
rules and policies for the access, use, and reten-
tion of information within the scope of the infor-
mation sharing environment; and

“(0) ancorporates continuous, real-time,
and immutable audit capabilities, to the max-
vmum extent practicable.”;

(3) in subsection (f)—

(A) i paragraph (1)—

(1) by striking “during the two-year
period beginning on the date of designation
under this paragraph unless sooner removed
Sfrom service and replaced” and inserting
“until removed from service or replaced’;
and

(11) by striking “The program manager
shall have and exercise governmentwide au-
thority.” and inserting “The program man-
ager, in consultation with the head of any

affected department or agency, shall have
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and exercise governmentwide authority over
the sharing of information within the scope
of the information sharing environment, in-
cluding homeland security information, ter-
rorism information, and weapons of mass
destruction information, by all Federal de-
partments, agencies, and components, 1rre-
spective of the Federal department, agency,
or component in which the program man-
ager may be administratively located, ex-
cept as otherwise expressly provided by
law.”; and

(B) in paragraph (2)(A)—

(1) by redesignating clause (1) as
clause (v); and

(11) by striking clause (i1) and insert-
g the following:

“(11) assist in the development of poli-
cies, as appropriate, to foster the develop-
ment and proper operation of the ISE;

“(111) consistent with the direction and
policies issued by the President, the Director
of National Intelligence, and the Director of
the Office of Management and Budget, issue

governmentwide procedures, guidelines, in-
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structions, and functional standards, as ap-
propriate, for the wmanagement, develop-
ment, and proper operation of the ISE;
“(w) identify and resolve information
sharing disputes between Federal depart-
ments, agencies, and components; and’’;
(4) wn subsection (g)—

(A) i paragraph (1), by striking “during
the two-year period beginning on the date of the
matial designation of the program wmanager by
the President under subsection (f)(1), unless
sooner removed from service and replaced” and
mserting  “until removed from service or re-
placed’;

(B) in paragraph (2)—

(1) i subparagraph (F), by striking

“and” at the end,;

(11) by redesignating subparagraph (&)
as subparagraph (I); and
(111) by inserting after subparagraph

(F) the following:

“(G) assist the program manager in identi-
Jying and resolving information sharing disputes
between Federal departments, agencies, and com-

ponents;
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“(H) vdentify appropriate personnel for as-
signment to the program wmanager to support
staffing needs identified by the program man-
ager; and’;

(C) in paragraph (4), by inserting “(in-
cluding any subsidiary group of the Information
Sharing Council)” before “shall not be subject”;
and

(D) by adding at the end the following:

“(5) DETAILEES.—Upon a request by the Direc-
tor of National Intelligence, the departments and
agencies represented on  the Information Sharing
Council shall detail to the program manager, on a re-
imbursable basis, appropriate personnel identified
under paragraph (2)(H).”;

(5) wn subsection (h)(1), by striking “and annu-
ally thereafter” and inserting “and not later than
June 30 of each year thereafter”; and

(6) by striking subsection (j) and inserting the
Jollowing:

“()) REPORT ON THE INFORMATION SHARING KNVI-
RONMENT.—

“(1) IN GENERAL—Not later than 180 days

after the date of enactment of the Implementing Rec-

ommendations of the 9/11 Commission Act of 2007,
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the President shall report to the Commattee on Home-
land Security and Governmental Affairs of the Sen-
ate, the Select Committee on Intelligence of the Sen-

ate, the Committee on Homeland Security of the

House of Representatives, and the Permanent Select
Committee on Intelligence of the House of Representa-
twes on the feasibility of—

“(A) eliminating the use of any marking or
process (including ‘Originator Control’) intended
to, or having the effect of, restricting the sharing
of information within the scope of the informa-
tion sharing environment, including homeland
security information, terrorism information, and
weapons of mass destruction information, be-
tween and among participants in the informa-
tion sharing environment, unless the President
has—

“(1) specifically exempted categories of
mformation from such elimination; and

“(11) reported that exemption to the
committees of Congress described in the
matter preceding this subparagraph; and

“(B) continuing to wuse Federal agency
standards in effect on such date of enactment for

the collection, sharing, and access to information



127

withan the scope of the information sharing envi-
ronment, including homeland security informa-
tion, terrorism anformation, and weapons of
mass destruction information, relating to citizens
and lawful permanent residents;

“(C) replacing the standards described in
subparagraph (B) with a standard that would
allow massion-based or threat-based permission
to access or share information within the scope
of the mformation sharing environment, includ-
g homeland security information, terrorism in-
Jormation, and weapons of mass destruction in-
Jormation, for a particular purpose that the Fed-
eral Government, through an appropriate process
established in consultation with the Privacy and
Civil Laberties Oversight Board established under
section 1061, has determined to be lawfully per-
missible for a particular agency, component, or
employee (commonly known as an ‘authorized
use’ standard); and

“(D) the use of anonymized data by Federal
departments, agencies, or components collecting,
possessing, disseminating, or handling informa-
tion within the scope of the information sharing

environment, including homeland security infor-
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mation, terrorism information, and weapons of

mass destruction information, i any cases in

which—

“(1) the use of such information 1is rea-
sonably expected to produce results materi-
ally equivalent to the use of information
that 1s transferred or stored wn a non-
anonymazed form; and

“(11) such wuse 1is consistent with any
masston of that department, agency, or com-
ponent (including any mission under a
Federal statute or directive of the President)
that nvolves the storage, retention, sharing,
or exchange of personally identifiable infor-
mation.

“(2) DEFINITION.—In this subsection, the term
‘anonymized data’ means data in which the indi-
vidual to whom the data pertains is not identifiable
with reasonable efforts, including information that
has been encrypted or hidden through the use of other
technology.

“(k) ADDITIONAL POSITIONS.—The program manager
18 authorized to hire not more than 40 full-time employees

to assist the program manager in—
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“(1) activities associated with the implementa-
tion of the information sharing environment, includ-
mg—
“(A) ivmplementing the requirements under
subsection (b)(2); and
“(B) any additional vmplementation initia-
twes to enhance and expedite the creation of the
mformation sharing environment; and
“(2) adentifiing and resolving information shar-
g disputes between Federal departments, agencies,
and components under subsection (f)(2)(A4)(w).

“(1) AUTHORIZATION OF APPROPRIATIONS.—There is

authorized to be appropriated to carry out this section

$30,000,000 for each of fiscal years 2008 and 2009.”.

Subtitle B—Homeland Security
Information Sharing Partnerships

SEC. 511. DEPARTMENT OF HOMELAND SECURITY STATE,

LOCAL, AND REGIONAL FUSION CENTER INI-
TIATIVE.

(a) IN GENERAL.—Subtitle A of title II of the Home-

land Security Act of 2002 (6 U.S.C. 121 et seq.) is further

amended by adding at the end the following:
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“SEC. 210A. DEPARTMENT OF HOMELAND SECURITY STATE,

LOCAL, AND REGIONAL FUSION CENTER INI-
TIATIVE.

“(a) ESTABLISHMENT.—The Secretary, in consulta-
tion with the program manager of the information sharing
environment established under section 1016 of the Intel-
ligence Reform and Terrorism Prevention Act of 2004 (6
U.S.C. 485), the Attorney General, the Privacy Officer of
the Department, the Officer for Civil Rights and Civil Lib-
erties of the Department, and the Privacy and Civil Lib-
erties Ouversight Board established under section 1061 of
the Intelligence Reform and Terrorism Prevention Act of
2004 (5 U.S.C. 601 note), shall establish a Department of
Homeland Security State, Local, and Regional Fusion
Center Initiative to establish partnerships with State,
local, and regional fusion centers.

“(b) DEPARTMENT SUPPORT AND COORDINATION.—
Through the Department of Homeland Security State,
Local, and Regional Fusion Center Initiative, and in co-
ordination with the principal officials of participating
State, local, or regional fusion centers and the officers des-
wnated as the Homeland Security Aduvisors of the States,
the Secretary shall—

“(1) provide operational and intelligence aduvice
and assistance to State, local, and regional fusion

centers;
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“(2) support efforts to include State, local, and

regional fusion centers into efforts to establish an in-
Jormation sharing environment;

“(3) conduct tabletop and live training exercises
to reqularly assess the capability of individual and
regional networks of State, local, and regional fusion
centers to integrate the efforts of such networks with
the efforts of the Department;

“(4) coordinate with other relevant Federal enti-
ties engaged in homeland security-related activities;

“(5) provide analytic and reporting advice and
assistance to State, local, and regional fusion centers;

“(6) review information within the scope of the
mformation sharing environment, including home-
land security information, terrorism information,
and weapons of mass destruction information, that is
gathered by State, local, and regional fusion centers,
and to incorporate such information, as appropriate,
into the Department’s own such information;

“(7) provide management assistance to State,
local, and regional fusion centers;

“(8) serve as a point of contact to ensure the dis-
semanation of information within the scope of the in-

Jormation sharing environment, including homeland
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security anformation, terrorism anformation, and
weapons of mass destruction information;

“(9) facilitate close communication and coordi-
nation between State, local, and regional fusion cen-
ters and the Department;

“(10) provide State, local, and regional fusion
centers with expertise on Department resources and
operations;

“(11) provide training to State, local, and re-
gronal fusion centers and encourage such fusion cen-
ters to participate in terrorism threat-related exercises
conducted by the Department; and

“(12) carry out such other duties as the Sec-
retary determines are appropriate.

“(¢) PERSONNEL ASSIGNMENT.—

“(1) IN GENERAL.—The Under Secretary for In-
telligence and Analysis shall, to the maximum extent
practicable, assign officers and intelligence analysts
Jrom components of the Department to participating
State, local, and regional fusion centers.

“(2) PERSONNEL SOURCES.—Officers and intel-
ligence analysts assigned to participating fusion cen-
ters under this subsection may be assigned from the
Jollowing Department components, in coordination

with the respective component head and in consulta-
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tion with the principal officials of participating fu-
sion centers:

“(A) Office of Intelligence and Analysis.

“(B) Office of Infrastructure Protection.

“(C) Transportation Security Administra-
tion.

“(D) United States Customs and Border
Protection.

“(E) United States Immagration and Cus-
toms Enforcement.

“(F) United States Coast Guard.

“(G) Other components of the Department,
as determined by the Secretary.

“(3) QUALIFYING CRITERIA.—

“(A) IN GENERAL.—The Secretary shall de-
velop qualifying criteria for a fusion center to
participate wn the assigning of Department offi-
cers or intelligence analysts under this section.

“(B) CRITERIA.—Any criteria  developed
under subparagraph (A) may include—

“(1) whether the fusion center, through
its massion and  governance structure, fo-
cuses on a broad counterterrorism approach,
and whether that broad approach is perva-

siwe through all levels of the organization;
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“(11) whether the fusion center has suf-
ficient numbers of adequately trained per-
sonnel to support a broad counterterrorism
MASSLON;
“(111) whether the fusion center has—
“(1) access to relevant law enforce-
ment, emergency response, private sec-
tor, open source, and national security
data; and
“(II) the ability to share and ana-
lytically utilize that data for lawful
pUrposes;
“(iw) whether the fusion center is ade-
quately funded by the State, local, or re-
gional  government  to  support  its
counterterrorism maission; and
“(v) the relevancy of the mission of the
fusion center to the particular source com-
ponent of Department officers or intelligence
analysts.
“(4) PREREQUISITE.—

“(A) INTELLIGENCE ANALYSIS, PRIVACY,
AND CIVIL LIBERTIES TRAINING.—Before being
assigned to a fusion center under this section, an

officer or intelligence analyst shall undergo—
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“(v) appropriate intelligence analysis
or information sharing traiming using an
telligence-led policing curriculum that is
consistent with—

“() standard training and edu-
cation programs offered to Department
law enforcement and intelligence per-
sonnel; and

“(II) the Criminal Intelligence
Systems Operating Policies under part
23 of title 28, Code of Federal Regula-
tions (or any corresponding similar
rule or requlation);

“(11) appropriate privacy and civil lib-
erties traiming that 1s developed, supported,
or sponsored by the Privacy Officer ap-
pointed under section 222 and the Officer
Jor Civil Rights and Civil Liberties of the
Department, in consultation with the Pri-
vacy and Cwil Liberties Oversight Board
established under section 1061 of the Intel-
ligence Reform and Terrorism Prevention

Act of 2004 (5 U.S.C. 601 note); and
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“(111) such other training prescribed by
the Under Secretary for Intelligence and
Analysis.
“(B) PRIOR WORK EXPERIENCE IN AREA.—

In determining the eligibility of an officer or in-

telligence analyst to be assigned to a fusion cen-

ter under this section, the Under Secretary for

Intelligence and Analysis shall consider the fa-

miliarity of the officer or intelligence analyst

with the State, locality, or region, as determined
by such factors as whether the officer or intel-
ligence analyst—
“(1) has been previously assigned in
the geographic area; or
“(11) has previously worked with intel-
ligence officials or law enforcement or other
emergency response providers from that
State, locality, or region.

“(5) EXPEDITED SECURITY CLEARANCE PROC-
ESSING.—The Under Secretary for Intelligence and
Analysis—

“(A) shall ensure that each officer or intel-
ligence analyst assigned to a fusion center under

this section has the appropriate security clear-



137

ance to contribute effectively to the massion of the
Jfusion center; and

“(B) may request that security clearance
processing be expedited for each such officer or
wtelligence analyst and may use available funds

Jor such purpose.

“(6) FURTHER QUALIFICATIONS.—KEach officer
or antelligence analyst assigned to a fusion center
under this section shall satisfy any other qualifica-
tions the Under Secretary for Intelligence and Anal-
ysis may prescribe.

“(d) RESPONSIBILITIES.—An officer or intelligence
analyst assigned to a fusion center under this section
shall—

“(1) assist law enforcement agencies and other
emergency response providers of State, local, and trib-
al governments and fusion center personnel in using
mformation within the scope of the information shar-
mg environment, including homeland security infor-
mation, terrovism information, and weapons of mass
destruction information, to develop a comprehensive
and accurate threat picture;

“(2) review homeland security-relevant informa-

tion from law enforcement agencies and other emer-
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gency response providers of State, local, and tribal
government;

“(3) create intelligence and other information
products derived from such information and other
homeland security-relevant information provided by
the Department; and

“(4) assist i the dissemination of such products,
as coordinated by the Under Secretary for Intelligence
and Analysis, to law enforcement agencies and other
emergency response providers of State, local, and trib-
al government, other fusion centers, and appropriate
Federal agencies.

“(e) BORDER INTELLIGENCE PRIORITY.—

“(1) IN GENERAL.—The Secretary shall make 1t
a priorvity to assign officers and intelligence analysts
under this section from United States Customs and
Border Protection, United States Immigration and
Customs Enforcement, and the Coast Guard to par-
ticipating State, local, and regional fusion centers lo-
cated i jurisdictions along land or maritime borders
of the Unated States in order to enhance the integrity
of and security at such borders by helping Federal,
State, local, and tribal law enforcement authorities to

identify, investigate, and otherwise interdict persons,
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weapons, and related contraband that pose a threat to
homeland security.

“(2) BORDER INTELLIGENCE PRODUCTS.—When
performing the responsibilities described in subsection
(d), officers and intelligence analysts assigned to par-
ticipating State, local, and regional fusion centers
under this section shall have, as a primary responsi-
bility, the creation of border intelligence products
that—

“(A) assist State, local, and tribal law en-
Jorcement agencies in deploying their resources
most efficiently to help detect and interdict ter-
rorists, weapons of mass destruction, and related
contraband at land or maritime borders of the
United States;

“(B) promote more consistent and timely
sharing of border security-relevant information
among jurisdictions along land or maritime bor-
ders of the United States; and

“(C) enhance the Department’s situational
awareness of the threat of acts of terrorism at or
mvolving the land or maritime borders of the
United States.

“(f) DATABASE ACCESS.—In order to fulfill the objec-

tives described under subsection (d), each officer or intel-
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ligence analyst assigned to a fusion center under this sec-
tion shall have appropriate access to all relevant Federal
databases and nformation systems, consistent with any
policies, guidelines, procedures, instructions, or standards
established by the President or, as appropriate, the pro-
gram manager of the information sharing environment for
the implementation and management of that environment.
“(g) CONSUMER FEEDBACK.—

“(1) IN GENERAL—The Secretary shall create a
voluntary mechanism for any State, local, or tribal
law enforcement officer or other emergency response
provider who s a consumer of the intelligence or
other information products referred to in subsection
(d) to provide feedback to the Department on the
quality and utility of such intelligence products.

“(2) REPORT.—Not later than one year after the
date of the enactment of the Implementing Rec-
ommendations of the 9/11 Commission Act of 2007,
and annually thereafter, the Secretary shall submat to
the Commaittee on Homeland Security and Govern-
mental Affaivrs of the Senate and the Commaittee on
Homeland Security of the House of Representatives a
report that includes a description of the conswmer
Jeedback obtained under paragraph (1) and, if appli-

cable, how the Department has adjusted its produc-
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tion of intelligence products in response to that con-

sumer feedback.

“(h) RULE OF CONSTRUCTION.—

“(1) IN GENERAL—The authorities granted
under this section shall supplement the authorities
granted under section 201(d) and nothing in this sec-
tion shall be construed to abrogate the authorities
granted under section 201(d).

“(2) PARTICIPATION.—Nothing in this section
shall be construed to require a State, local, or regional
government or entity to accept the assignment of offi-
cers or intelligence analysts of the Department into
the fusion center of that State, locality, or region.

“(1) GUIDELINES.—The Secretary, in consultation
with the Attorney General, shall establish guidelines for fu-
sion centers created and operated by State and local gov-
ernments, to include standards that any such fusion center
shall—

“(1) collaboratively develop a mission statement,
wdentify expectations and goals, measure performance,
and determine effectiveness for that fusion center;

“(2) create a representative governance structure
that includes law enforcement officers and other emer-
gency response providers and, as appropriate, the pri-

vate sector;
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“(3) create a collaborative environment for the
sharing of intelligence and information among Fed-
eral, State, local, and tribal government agencies (in-
cluding law enforcement officers and other emergency
response providers), the private sector, and the public,
consistent with any policies, guidelines, procedures,
wstructions, or standards established by the President
or, as appropriate, the program manager of the infor-
mation sharing environment;

“(4) leverage the databases, systems, and net-
works available from public and private sector enti-
ties, i accordance with all applicable laws, to maxi-
maize information sharing;

“(5) develop, publish, and adhere to a privacy
and cwil liberties policy consistent with Federal,
State, and local law;

“(6) provide, in coordination with the Privacy
Officer of the Department and the Officer for Civil
Rights and Civil Liberties of the Department, appro-
priate privacy and conil hiberties traiming for all
State, local, tribal, and private sector representatives
at the fusion center;

“(7) ensure appropriate security measures are in

place for the facility, data, and personnel;
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“(8) select and train personnel based on the
needs, mission, goals, and functions of that fusion
center;

“09) offer a variety of intelligence and informa-
tion services and products to recipients of fusion cen-
ter intelligence and information; and

“(10) wncorporate law enforcement officers, other
emergency response providers, and, as appropriate,
the private sector, into all relevant phases of the intel-
ligence and fusion process, consistent with the mission
statement developed under paragraph (1), either
through full time representatives or liaison relation-
ships with the fusion center to enable the receipt and
sharing of information and intelligence.

“(j) DEFINITIONS.—In this section—

“(1) the term ‘fusion center’ means a collabo-
rative effort of 2 or more Federal, State, local, or trib-
al government agencies that combines resources, ex-
pertise, or information with the goal of maximizing
the ability of such agencies to detect, prevent, inves-
tigate, apprehend, and respond to criminal or ter-
rorist activity;

“(2) the term “information sharing environment’

means the information sharing environment estab-
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lished under section 1016 of the Intelligence Reform

and Terrorism Prevention Act of 2004 (6 U.S.C. 485);

“(3) the term “intelligence analyst’ means an in-
dwidual who regularly aduvises, administers, super-
vises, or performs work in the collection, gathering,
analysis, evaluation, reporting, production, or dis-
semanation of information on political, economie, so-
cial, cultural, physical, geographical, scientific, or
military conditions, trends, or forces in foreign or do-
mestic areas that directly or indirvectly affect national
security;

“(4) the term ‘“intelligence-led policing’ means
the collection and analysis of information to produce
an intelligence end product designed to inform law
enforcement decision making at the tactical and stra-
tegic levels; and

“(5) the term ‘terrorism information’ has the
meaning given that term in section 1016 of the Intel-
ligence Reform and Terrorism Prevention Act of 2004
(6 U.S.C. 485).

“(k) AUTHORIZATION OF APPROPRIATIONS.—There is
authorized to be appropriated $10,000,000 for each of fis-
cal years 2008 through 2012, to carry out this section, ex-
cept for subsection (i), including for hiring officers and in-

telligence analysts to replace officers and intelligence ana-
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lysts who are assigned to fusion centers under this sec-
tion.”.

(b) TRAINING FOR PREDEPLOYED OFFICERS AND AN-
ALYSTS.—An officer or analyst assigned to a fusion center
by the Secretary of Homeland Security before the date of
the enactment of this Act shall undergo the training de-
seribed i section 210A(c)(4)(A) of the Homeland Security
Act of 2002, as added by subsection (a), by not later than
six months after such date.

(¢) TECHNICAL AND CONFORMING AMENDMENT.—The
table of contents in section 1(b) of the Homeland Security
Act of 2002 (6 U.S.C. 101 et seq.) is further amended by
wmserting after the item relating to section 210 the fol-
lowing:

“Sec. 210A.Department of Homeland Security State, Local, and Regional Infor-
mation Fusion Center Initiative.”.

(d) REPORTS.—

(1) CONCEPT OF OPERATIONS.—Not later than
90 days after the date of enactment of this Act and
before the Department of Homeland Security State,
Local, and Regional Fusion Center Initiative under
section 210A of the Homeland Security Act of 2002,
as added by subsection (a), (in this section referred to
as the “program”) has been implemented, the Sec-
retary, in consultation with the Privacy Officer of the

Department, the Officer for Civil Rights and Civil
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Laberties of the Department, and the Privacy and

Civil Liberties Oversight Board established under sec-
tion 1061 of the Intelligence Reform and Terrorism
Prevention Act of 2004 (5 U.S.C. 601 note), shall sub-
mat to the Committee on Homeland Security and
Governmental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of Rep-
resentatives a report that contains a concept of oper-
ations for the program, which shall—

(A) include a clear articulation of the pur-
poses, goals, and specific objectives for which the
program 1s being developed;

(B) adentify stakeholders in the program
and provide an assessment of thewr needs;

(C) contain a developed set of quantitative
metrics to measure, to the extent possible, pro-
gram output;

(D) contain a developed set of qualitative
mstruments (including surveys and expert inter-
views) to assess the extent to which stakeholders
believe their needs are being met; and

(E) include a privacy and civil liberties 1m-
pact assessment.

(2) PRIVACY AND CIVIL LIBERTIES.—Not later

than 1 year after the date of the enactment of this
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Act, the Privacy Officer of the Department of Home-

land Security and the Officer for Civil Liberties and

Covil Raghts of the Department of Homeland Secu-

rity, consistent with any policies of the Privacy and

Cwvil Liaberties Oversight Board established under sec-

tion 1061 of the Intelligence Reform and Terrorism

Prevention Act of 2004 (5 U.S.C. 601 note), shall sub-

mit to the Committee on Homeland Security and

Governmental Affairs of the Senate and the Com-

mittee on Homeland Security of the House of Rep-

resentatives, the Secretary of Homeland Security, the

Under Secretary of Homeland Security for Intel-

ligence and Analysis, and the Privacy and Civil Laib-

erties Oversight Board a report on the privacy and
civil liberties impact of the program.
SEC. 512. HOMELAND SECURITY INFORMATION SHARING
FELLOWS PROGRAM.

(a) ESTABLISHMENT OF PROGRAM.—Subtitle A of
title 11 of the Homeland Security Act of 2002 (6 U.S.C.
121 et seq.) s further amended by adding at the end the
Jollowing:

“SEC. 210B. HOMELAND SECURITY INFORMATION SHARING
FELLOWS PROGRAM.

“(a) KSTABLISHMENT.—
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“(1) IN GENERAL.—The Secretary, acting
through the Under Secretary for Intelligence and
Analysis, and wn consultation with the Chief Human
Capital Officer, shall establish a fellowship program
m accordance with this section for the purpose of—
“(A) detailing State, local, and tribal law
enforcement officers and intelligence analysts to
the Department in accordance with subchapter
VI of chapter 33 of title 5, United States Code,
to participate in the work of the Office of Intel-
ligence and Analysis in order to become familiar

with—

“(1) the relevant missions and capa-
bilities of the Department and other Federal
agencies; and

“(11) the role, programs, products, and
personnel of the Office of Intelligence and
Analysis; and
“(B) promoting information sharing be-

tween the Department and State, local, and trib-
al law enforcement officers and intelligence ana-
lysts by assigning such officers and analysts to—

“(1) serve as a point of contact in the

Department to assist in the representation
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of State, local, and tribal information re-
quirements;

“(1n) adentify information within the
scope of the information sharing environ-
ment, including homeland security informa-
tion, terrorism information, and weapons of
mass destruction information, that is of in-
terest to State, local, and tribal law enforce-
ment officers, intelligence analysts, and
other emergency response providers;

“(iir) assist Department analysts n
preparing and disseminating products de-
rwed from anformation within the scope of
the information sharing environment, in-
cluding homeland security information, ter-
rorism anformation, and weapons of mass
destruction information, that are tailored to
State, local, and tribal law enforcement offi-
cers and intelligence analysts and designed
to prepare for and thwart acts of terrorism;
and

“(iw) assist Department analysts in
preparing products derived from informa-
tion within the scope of the information

sharing environment, including homeland
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security information, terrorism informa-

tion, and weapons of mass destruction in-

Jormation, that are tailored to State, local,

and tribal emergency response providers

and assist i the dissemination of such
products through appropriate Department
channels.

“(2) PROGRAM NAME.—The program under this
section shall be known as the ‘Homeland Security In-
formation Sharing Fellows Program’.

“(b) ELIGIBILITY.—

“(1) IN GENERAL.—In order to be eligible for se-
lection as an Information Sharing Fellow under the
program under this section, an individual shall—

“(A) have homeland security-related respon-
sibilities;

“(B) be eligible for an appropriate security
clearance;

“(C) possess a valid need for access to clas-
sified information, as determined by the Under
Secretary for Intelligence and Analysis;

“(D) be an employee of an eligible entity;
and

“(E) have undergone appropriate privacy

and cwil hiberties traiming that 1s developed,
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supported, or sponsored by the Privacy Officer
and the Officer for Civil Rights and Civil Lib-
erties, in consultation with the Privacy and
Civil Laberties Oversight Board established under
section 1061 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (5 U.S.C. 601
note).

“(2) KELIGIBLE ENTITIES.—In this subsection,

the term ‘eligible entity’ means—

“(A) a State, local, or regional fusion cen-
ter;

“(B) a State or local law enforcement or
other government entity that serves a major met-
ropolitan area, suburban area, or rural area, as
determined by the Secretary;

“(C) a State or local law enforcement or
other government entity with port, border, or ag-
ricultural responsibilities, as determined by the
Secretary;

“(D) a tribal law enforcement or other au-
thority; or

“(E) such other entity as the Secretary de-
termines is appropriate.

“(c¢) OPTIONAL PARrTICIPATION—No State, local, or

tribal law enforcement or other government entity shall be
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required to participate in the Homeland Security Infor-
mation Sharing Fellows Program.

“(d) PROCEDURES FOR NOMINATION AND SELEC-
TION.—

“(1) IN GENERAL.—The Under Secretary for In-
telligence and Analysis shall establish procedures to
provide for the nomination and selection of individ-
uals to participate in the Homeland Security Infor-
mation Sharing Fellows Program.

“(2) LIMITATIONS.—The Under Secretary for In-
telligence and Analysis shall—

“(A) select law enforcement officers and in-
telligence analysts representing a broad cross-sec-
tion of State, local, and tribal agencies; and

“(B) ensure that the number of Information
Sharing Fellows selected does not 1mpede the ac-
tivities of the Office of Intelligence and Anal-
ysis.”.

(b) TECHNICAL AND CONFORMING AMENDMENT.—The
table of contents in section 1(b) of the Homeland Security
Act of 2002 (6 U.S.C. 101 et seq.) is further amended by
mserting after the item relating to section 210A the fol-
lowing:

“Sec. 210B. Homeland Security Information Sharing Fellows Program.”.

(¢) REPORTS.—
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(1) CONCEPT OF OPERATIONS.—Not later than
90 days after the date of enactment of this Act, and
before the vmplementation of the Homeland Security
Information Sharing Fellows Program under section
210B of the Homeland Security Act of 2002, as added
by subsection (a), (in this section referred to as the
“Program”) the Secretary, in consultation with the
Privacy Officer of the Department, the Officer for
Ciovil Rights and Civil Liberties of the Department,
and the Privacy and Civil Liberties Oversight Board
established under section 1061 of the Intelligence Re-
Jorm and Terrorism Prevention Act of 2004 (5 U.S.C.
601 note), shall submat to the Commattee on Home-
land Security and Governmental Affairs of the Senate
and the Commattee on Homeland Security of the
House of Representatives a report that contains a
concept of operations for the Program, which shall in-
clude a privacy and civil liberties vmpact assessment.

(2) REVIEW OF PRIVACY IMPACT—Not later than
1 year after the date on which the program is imple-
mented, the Privacy Officer of the Department and
the Officer for Cinl Rights and Civil Laberties of the
Department, consistent with any policies of the Pri-
vacy and Ciwvil Liberties Oversight Board established

under section 1061 of the Intelligence Reform and
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Terrorism Prevention Act of 2004 (5 U.S.C. 601

note), shall submat to the Committee on Homeland

Security and Governmental Affairs of the Senate and

the Committee on Homeland Security of the House of

Representatives, the Secretary of Homeland Security,

the Under Secretary of Homeland Security for Intel-

ligence and Analysis, and the Privacy and Civil Laib-
erties Ouversight Board, a report on the privacy and
civil liberties impact of the program.

SEC. 513. RURAL POLICING INSTITUTE.

(a) ESTABLISHMENT.—Subtitle A of title II of the
Homeland Security Act of 2002 (6 U.S.C. 121 et seq.) is
Jurther amended by adding at the end the following:

“SEC. 210C. RURAL POLICING INSTITUTE.

“la) IN GENERAL—The Secretary shall establish a
Rural Policing Institute, which shall be administered by
the Federal Law Enforcement Training Center, to target
traiming to law enforcement agencies and other emergency
response providers located in rural areas. The Secretary,
through the Rural Policing Institute, shall—

“(1) evaluate the needs of law enforcement agen-
cies and other emergency response providers in rural
areas;

“(2) develop expert traiming programs designed

to address the needs of law enforcement agencies and



155
other emergency response providers in rural areas as
wdentified in the evaluation conducted under para-
graph (1), wncluding training programs about intel-
ligence-led policing and protections for privacy, civil
rights, and civil liberties;

“(3) provide the training programs developed
under paragraph (2) to law enforcement agencies and
other emergency response providers in rural areas;
and

“(4) conduct outreach efforts to ensure that local
and trbal governments wn rural areas are aware of
the traiming programs developed under paragraph (2)
so they can avail themselves of such programs.

“b) CurricuLA.—The training at the Rural Polic-
g Institute established under subsection (a) shall—

“(1) be configured in a manner so as not to du-
plicate or displace any law enforcement or emergency
response program of the Federal Law Enforcement
Training Center or a local or tribal government enti-
ty in existence on the date of enactment of the Imple-
menting Recommendations of the 9/11 Commission
Act of 2007; and

“(2) to the maximum extent practicable, be de-
livered in a cost-effective manner at facilities of the

Department, on closed malitary installations with
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adequate training facilities, or at facilities operated

by the participants.

“(c) DEFINITION.—In this section, the term ‘rural’
means an area that s not located in a metropolitan statis-
tical area, as defined by the Office of Management and
Budget.

“(d) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated to carry out this section
(including for contracts, staff, and equipment)—

“(1) $10,000,000 for fiscal year 2008; and
“(2) $5,000,000 for each of fiscal years 2009

through 2013.”.

(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of such Act is further amended by inserting

after the item relating to section 2108 the following:

“Sec. 2100. Rural Policing Institute.”.

Subtitle C—Interagency Threat As-
sessment and Coordination
Group

SEC. 521. INTERAGENCY THREAT ASSESSMENT AND CO-

ORDINATION GROUP.
(a) ESTABLISHMENT.—Subtitle A of title II of the

Homeland Security Act of 2002 (6 U.S.C. 121 et seq.) is

Jurther amended by adding at the end the following:
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“SEC. 210D. INTERAGENCY THREAT ASSESSMENT AND CO-

ORDINATION GROUP.

“la) IN GENERAL.—To improve the sharing of infor-
mation within the scope of the information sharing envi-
ronment established under section 1016 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (6 U.S.C.
485) with State, local, tribal, and private sector officials,
the Director of National Intelligence, through the program
manager for the information sharing environment, in co-
ordination with the Secretary, shall coordinate and oversee
the creation of an Interagency Threat Assessment and Co-
ordination Group (referred to in this section as the
ITACG).

“tb) ComprosSitioNn or ITACG.—The ITACG shall
consist of—

“(1) an ITACG Advisory Council to set policy
and develop processes for the integration, analysis,
and dissemination of federally-coordinated informa-
tion within the scope of the information sharing envi-
ronment, including homeland security information,
terrorism information, and weapons of mass destruc-
tion information; and

“(2) an ITACG Detail comprised of State, local,
and tribal homeland security and law enforcement of-
Jicers and intelligence analysts detailed to work in the

National Counterterrorism Center with Federal intel-
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ligence analysts for the purpose of integrating, ana-
lyzing, and assisting in the dissemination of feder-
ally-coordinated information within the scope of the
mformation  sharing environment, including home-
land security information, terrorism information,
and weapons of mass destruction information,
through —appropriate  channels identified by the
ITACG Advisory Council.

“(c) RESPONSIBILITIES OF PROGRAM MANAGER.—

The program manager, in consultation with the Informa-

tion

Sharing Council, shall—

“(1) monitor and assess the efficacy of the
ITACG; and

“(2) not later than 180 days after the date of the
enactment of the Implementing Recommendations of
the 9/11 Commassion Act of 2007, and at least annu-
ally thereafter, submit to the Secretary, the Attorney
General, the Director of National Intelligence, the
Jommattee on Homeland Security and Governmental
Affairs of the Senate and the Commattee on Home-
land Security of the House of Representatives a re-
port on the progress of the ITACG.

“(d) RESPONSIBILITIES OF SECRETARY.—The Sec-

retary, or the Secretary’s designee, in coordination with
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the Director of the National Counterterrorism Center and
the ITACG Advisory Council, shall—

“(1) create policies and standards for the cre-
ation of information products derwed from informa-
tion within the scope of the information sharing envi-
ronment, including homeland security information,
terrorism information, and weapons of mass destruc-
tion information, that are switable for dissemination
to State, local, and tribal governments and the pri-
vate sector;

“(2) evaluate and develop processes for the timely
dissemination of  federally-coordinated information
within the scope of the information sharing environ-
ment, including homeland security information, ter-
rorism information, and weapons of mass destruction
mformation, to State, local, and tribal governments
and the private sector;

“(3) establish criteria and a methodology for in-
dicating to State, local, and tribal governments and
the private sector the reliability of information within
the scope of the information sharing environment, in-
cluding homeland security information, terrovism in-
Jormation, and weapons of mass destruction informa-

tion, disseminated to them;
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“(4) educate the intelligence community about
the requirements of the State, local, and tribal home-
land security, law enforcement, and other emergency
response providers regarding information within the
scope of the information sharing environment, includ-
mg homeland security information, terrorism infor-
mation, and weapons of mass destruction informa-
tion;

“(5) establish and maintain the ITACG Detail,
which shall assign an appropriate number of State,
local, and tribal homeland security and law enforce-
ment officers and intelligence analysts to work in the
Natiwonal Counterterrorism Center who shall—

“(A)  educate and  advise  National
Counterterrorism  Center intelligence analysts
about the requirements of the State, local, and
tribal homeland security and law enforcement of-
ficers, and other emergency response providers
regarding information within the scope of the in-
Jormation sharing environment, including home-
land security information, terrorism informa-
tion, and weapons of mass destruction informa-
tion;

“(B) assist National Counterterrorism Cen-

ter antelligence analysts in integrating, ana-
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lyzing, and otherwise preparing versions of prod-
ucts derwved from information within the scope
of the information sharing environment, includ-
mg homeland security information, terrorism in-
Jormation, and weapons of mass destruction in-
Jormation that are unclassified or classified at
the lowest possible level and switable for dissema-
nation to State, local, and tribal homeland secu-
rity and law enforcement agencies in order to
help deter and prevent terrorvist attacks;

“(C) wmplement, in coordination with Na-
tional Counterterrorism Center intelligence ana-
lysts, the policies, processes, procedures, stand-
ards, and guidelines developed by the ITACG
Advisory Council;

“(D) assist in the dissemination of products
derwed from information within the scope of the
mformation  sharing  environment, including
homeland security information, terrorism infor-
mation, and weapons of mass destruction infor-
mation, to State, local, and tribal jurisdictions
only through appropriate channels identified by
the ITACG Advisory Council; and
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“(E) report directly to the senior intel-
ligence official from the Department under para-

graph (6);

“(6) detail a senior intelligence official from the
Department of Homeland Security to the National
Counterterrorism Center, who shall—

“(A) manage the day-to-day operations of
the ITACG Detanl;
“(B) report directly to the Director of the

National Counterterrorism Center or the Direc-

tor’s designee; and

“(C) in coordination with the Director of
the Federal Bureaw of Investigation, and subject
to the approval of the Director of the National

Counterterrorism Center, select a deputy from

the pool of available detailees from the Federal

Bureaw of Investigation in  the National

Counterterrorism Center; and

“(7) establish, within the ITACG Advisory Coun-
cil, a mechanism to select law enforcement officers
and intelligence analysts for placement in the Na-
tronal Counterterrorism Center consistent with para-
graph (5), using criteria developed by the ITACG Ad-
visory Council that shall encourage participation

from a broadly representative group of State, local,
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and tribal homeland security and law enforcement

agencies.

“(e) MEMBERSHIP.—The Secretary, or the Secretary’s
designee, shall serve as the chair of the ITACG Advisory
Council, which shall include—

“(1) representatives of—
“(A) the Department;
“(B) the Federal Bureaw of Investigation;
“(C) the National Counterterrorism Center;
“(D) the Department of Defense;
“(E) the Department of Energy;
“(F) the Department of State; and
“(G) other Federal entities as appropriate;
“(2) the program wmanager of the information
sharing — environment,  designated under  section

1016(f) of the Intelligence Reform and Terrorism Pre-

vention Act of 2004 (6 U.S.C. 485(f)), or the program

manager’s designee; and

“(3) executive level law enforcement and intel-
ligence officials from State, local, and tribal govern-
ments.

“(f) CRITERIA.—The Secretary, in consultation with
the Director of National Intelligence, the Attorney General,
and the program manager of the information sharing envi-

ronment established under section 1016 of the Intelligence
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Reform and Terrorism Prevention Act of 2004 (6 U.S.C.

485), shall—

“(1) establish procedures for selecting members of
the ITACG Advisory Council and for the proper han-
dling and safequarding of products derived from in-
Jormation within the scope of the information sharing
environment, including homeland security informa-
tion, terrorism information, and weapons of mass de-
struction information, by those members; and

“(2) ensure that at least 50 percent of the mem-
bers of the ITACG Advisory Council are from State,
local, and tribal governments.

“(g) OPERATIONS.—

“(1) IN GENERAL.—Beginning not later than 90
days after the date of enactment of the Implementing
Recommendations of the 9/11 Commission Act of
2007, the ITACG Advisory Council shall meet regu-
larly, but not less than quarterly, at the facilities of
the National Counterterrorism Center of the Office of
the Director of National Intelligence.

“(2)  MANAGEMENT—Pursuant  to  section
119(f)(E) of the National Security Act of 1947 (50
US.C. 4040(f)(E)), the Director of the National
Counterterrorism Center, acting through the senior

wntelligence official from the Department of Homeland
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Security detailed pursuant to subsection (d)(6), shall
ensure that—

“(A) the products derived from information
withan the scope of the information sharing envi-
ronment, including homeland security informa-
tion, terrorism nformation, and weapons of
mass destruction information, prepared by the
National — Counterterrorism  Center and  the
ITACG Detaal for distribution to State, local,
and tribal homeland security and law enforce-
ment agencies reflect the requirements of such
agencies and are produced consistently with the
policies, processes, procedures, standards, and
guidelines established by the ITACG Advisory
Council;

“(B) wn consultation with the ITACG Advi-
sory Council and consistent with sections
102A(F)(1)(B)(in1) and 119(f)(E) of the National
Security Act of 1947 (50 U.S.C. 402 et seq.), all
products described in subparagraph (A) are dis-
semanated through existing channels of the De-
partment and the Department of Justice and
other appropriate channels to State, local, and

tribal government officials and other entities;
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“(C) all detailees under subsection (d)(5)

have appropriate access to all relevant informa-
tion within the scope of the information sharing
environment, including homeland security infor-
mation, terrovism information, and weapons of
mass destruction information, available at the
National Counterterrorism Center in order to ac-
complish the objectives under that paragraph;
“(D) all detailees under subsection (d)(5)
have the appropriate security clearances and are
trained in the procedures for handling, proc-
essing, storing, and disseminating classified
products derived from information within the
scope of the information sharing environment,
mcluding homeland  security information, ter-
rorvism information, and weapons of mass de-
struction information; and
“(E) all detailees under subsection (d)(5)
complete appropriate privacy and civnil hiberties
traiming.
“(h) INAPPLICABILITY OF THE FEDERAL ADVISORY
CoMMITTEE AcT.—The Federal Advisory Committee Act
(5 US.C. App.) shall not apply to the ITACG or any sub-

sidiary groups thereof.
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“(1) AUTHORIZATION OF APPROPRIATIONS.— There
are authorized to be appropriated such sums as may be
necessary for each of fiscal years 2008 through 2012 to
carry out this section, including to obtain security clear-
ances for the State, local, and tribal participants in the
ITACG.”.

(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of such Act is amended by inserting after the

wtem relating to section 2100 the following:

“Sec. 210D. Interagency Threat Assessment and Coordination Group.”.

(¢) Privacy AND CIviL. LIBERTIES IMPACT ASSESS-
MENT.—Not later than 90 days after the date of the enact-
ment of this Act, the Privacy Officer and the Officer for
Conl Rights and Civil Liberties of the Department of
Homeland Security and the Chief Privacy and Ciwnl Lab-
erties Officer for the Department of Justice, in consulta-
tion with the Conl Laberties Protection Officer of the Office
of the Director of National Intelligence, shall submat to the
Secretary of Homeland Security, the Director of the Fed-
eral Bureaw of Investigation, the Attorney General, the Di-
rector of the National Counterterrorism Center, the Direc-
tor of National Intelligence, the Privacy and Civil Lib-
erties Oversight Board, and the Commattee on Homeland
Security and Governmental Affavrs of the Senate, the Com-
mattee on Homeland Security of the House of Representa-

tives, the Select Committee on Intelligence of the Senate,
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and the Permanent Select Commattee on Intelligence of the
House of Representatives, a privacy and civil liberties 1m-
pact assessment of the Interagency Threat Assessment and
Joordination Group under section 210D of the Homeland
Security Act of 2002, as added by subsection (a), including
the use of State, local, and tribal detailees at the National
Jounterterrorism Center, as described in subsection (d)(5)
of that section.

Subtitle D—Homeland Security
Intelligence Offices Reorganization
SEC. 531. OFFICE OF INTELLIGENCE AND ANALYSIS AND

OFFICE OF INFRASTRUCTURE PROTECTION.
(a) IN GENERAL—RSection 201 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 201) 1is amended—

(1) in the section heading, by striking ‘diree-
torate for informatton’ and inserting “‘tnformeation
and”;

(2) by striking subsections (a) through (c) and
wserting the following:

“(a) INTELLIGENCE AND ANALYSIS AND INFRASTRUC-
TURE PROTECTION.—There shall be in the Department an
Office of Intelligence and Analysis and an Office of Infra-

structure Protection.
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“(b) UNDER SECRETARY FOR INTELLIGENCE AND
ANALYSIS AND ASSISTANT SECRETARY FOR INFRASTRUC-
TURE PROTECTION.—
“(1) OFFICE OF INTELLIGENCE AND ANALYSIS.—
The Office of Intelligence and Analysis shall be head-
ed by an Under Secretary for Intelligence and Anal-
ysis, who shall be appointed by the President, by and
with the advice and consent of the Senate.
“(2) CHIEF INTELLIGENCE  OFFICER.—The
Under Secretary for Intelligence and Analysis shall
serve as the Chief Intelligence Officer of the Depart-
ment.
“(3) OFFICE OF INFRASTRUCTURE PROTEC-

TION.—The Olffice of Infrastructure Protection shall

be headed by an Assistant Secretary for Infrastruc-

ture Protection, who shall be appointed by the Presi-

dent.

“(c) DISCHARGE OF RESPONSIBILITIES.—The Sec-
retary shall ensure that the responsibilities of the Depart-
ment relating to information analysis and infrastructure
protection, including those described in subsection (d), are
carried out through the Under Secretary for Intelligence
and Analysis or the Assistant Secretary for Infrastructure
Protection, as appropriate.”;

(3) in subsection (d)—
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(A) in the subsection heading, by striking

“UNDER SECRETARY” and inserting “SEC-
RETARY RELATING TO INTELLIGENCE AND
ANALYSIS AND INFRASTRUCTURE PROTECTION”;

(B) in the matter preceding paragraph (1),
by striking “Subject to the direction” and all
that follows through “Infrastructure Protection”
and inserting the following: “The responsibilities
of the Secretary relating to intelligence and
analysis and infrastructure protection”;

(C) wn paragraph (9), as redesignated under
section 510(a)(2)(A)(11), by striking “Director of
Central Intelligence” and inserting “Director of
National Intelligence”;

(D) in paragraph (11)(B), as so redesig-
nated, by striking “Director of Central Intel-
ligence” and inserting “Director of National In-
telligence”;

(E) by redesignating paragraph (18), as so
redesignated, as paragraph (24); and

(F) by inserting after paragraph (17), as so
redesignated, the following:

“(18) To coordinate and enhance integration

among the intelligence components of the Department,
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meluding  through  strategic  oversight of the intel-
ligence activities of such components.

“(19) To establish the ntelligence collection,
processing, analysis, and dissemination priorities,
policies, processes, standards, guidelines, and proce-
dures for the intelligence components of the Depart-
ment, consistent with any directions from the Presi-
dent and, as applicable, the Director of National In-
telligence.

“(20) To establish a structure and process to
support the massions and goals of the intelligence
components of the Department.

“(21) To ensure that, whenever possible, the De-
partment—

“(A) produces and disseminates unclassified
reports and analytic products based on open-
source information; and

“(B) produces and disseminates such re-
ports and analytic products contemporaneously
with reports or analytic products concerning the
same or similar information that the Depart-
ment produced and disseminated in a classified

Jormat.
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“(22) To establish within the Office of Intel-

ligence and Analysis an internal continuity of oper-
ations plan.

“(23) Based on intelligence priorities set by the
President, and guidance from the Secretary and, as
appropriate, the Director of National Intelligence—

“(A) to provide to the heads of each intel-
ligence component of the Department guidance
Jor developing the budget pertaining to the ac-
twities of such component; and

“(B) to present to the Secretary a rec-
ommendation for a consolidated budget for the
mtelligence components of the Department, to-
gether with any comments from the heads of such
components.”’;

(4) in subsection (e)(1)—

(A) by striking “Directorate” the first place
that term appears and inserting “Office of Intel-
ligence and Analysis and the Office of Infra-
structure Protection”; and

(B) by striking “the Directorate in dis-
charging” and inserting “such offices in dis-

charging’;
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(5) wn subsection (f)(1), by striking “Directorate”
and inserting “Office of Intelligence and Analysis and
the Office of Infrastructure Protection”; and

(6) In subsection (g), in the matter preceding
paragraph (1), by striking “Under Secretary for In-
Jormation Analysis and Infrastructure Protection™
and nserting “Office of Intelligence and Analysis and
the Office of Infrastructure Protection”.
(b) TECONICAL AND CONFORMING AMENDMENTS.—

(1) IN GENERAL.—Such Act is further amend-
ed—

(A) in section 223, by striking “Under Sec-
retary for Information Analysis and Infrastruc-
ture Protection” and inserting “Under Secretary
Jor Intelligence and Analysis, in cooperation
with the Assistant Secretary for Infrastructure
Protection”;

(B) in section 224, by striking “Under Sec-
retary for Information Analysis and Infrastruc-
ture Protection” and inserting “Assistant Sec-
retary for Infrastructure Protection”;

(C) in section 302(3), by striking “Under
Secretary for Information Analysis and Infra-
structure Protection” and inserting “Under Sec-

retary for Intelligence and Analysis and the As-
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sistant Secretary for Infrastructure Protection”;
and
(D) in section 521(d)—

(1) in paragraph (1), by striking “Di-
rectorate for Information Analysis and In-
Sfrastructure Protection” and inserting “Of-
fice of Intelligence and Analysis”; and

(11) in  paragraph (2), by striking
“Under Secretary for Information Analysis
and Infrastructure Protection” and insert-
g “Under Secretary for Intelligence and
Analysis”.

(2) ADDITIONAL UNDER SECRETARY.—Section
103(a) of the Homeland Security Act of 2002 (6
URS.C. 113(a)) 1s amended—

(A4) by redesignating paragraphs (8) and

(9) as paragraphs (9) and (10), respectively; and

(B) by inserting after paragraph (7) the fol-
lowing:

“(8) An Under Secretary responsible for over-
seeing critical infrastructure protection, cybersecurity,
and other related programs of the Department.”.

(3) HEADING.—Subtitle A of title II of the
Homeland Security Act of 2002 (6 U.S.C. 121 et seq.)

is amended in the subtitle heading by striking “Di-
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rectorate for Information” and inserting “In-
formation and”.

(4) TABLE OF CONTENTS.—The Homeland Secu-
rity Act of 2002 (6 U.S.C. 101 et seq.) is amended in
the table of contents in section 1(b)—

(A) by striking the items relating to subtitle

A of title Il and section 201 and inserting the

Jollowing:

“Subtitle A—Information and Analysis and Infrastructure Protection; Access to
Information

“Sec. 201. Information and Analysis and Infrastructure Protection.”’; and

(5) NATIONAL SECURITY ACT OF 1947.—=Section
106(b)(2)(1) of the National Security Act of 1947 (50
U.S.C. 403-6) 1s amended to read as follows:

“(I) The Under Secretary of Homeland Se-
curity for Intelligence and Analysis.”.

(¢c) TREATMENT OF INCUMBENT.—The individual ad-
ministratively performing the duties of the Under Sec-
retary for Intelligence and Analysis as of the date of the
enactment of this Act may continue to perform such duties
after the date on which the President nominates an indi-
vidual to serve as the Under Secretary pursuant to section
201 of the Homeland Security Act of 2002, as amended by
this section, and until the individual so appointed assumes

the duties of the position
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Subtitle E—Authorization of
Appropriations
SEC. 541. AUTHORIZATION OF APPROPRIATIONS.

There 1s authorized to be appropriated for each of fis-
cal years 2008 through 2012 such sums as may be nec-
essary to carry out this title and the amendments made by
this title.

TITLE VI—CONGRESSIONAL

OVERSIGHT OF INTELLIGENCE

SEC. 601. AVAILABILITY TO PUBLIC OF CERTAIN INTEL-
LIGENCE FUNDING INFORMATION.

(a) AMOUNTS APPROPRIATED EAcH FISCAL YEAR.—
Not later than 30 days after the end of each fiscal year
beginning with fiscal year 2007, the Director of National
Intelligence shall disclose to the public the aggregate
amount of funds appropriated by Congress for the Na-
tronal Intelligence Program for such fiscal year.

(b) WAIVER.—Beginning with fiscal year 2009, the
President may waive or postpone the disclosure required
by subsection (a) for any fiscal year by, not later than 30
days after the end of such fiscal year, submitting to the Se-
lect Committee on Intelligence of the Senate and Perma-
nent Select Committee on Intelligence of the House of Rep-

resentatives—
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(1) a statement, in unclassified form, that the
disclosure required in subsection (a) for that fiscal
year would damage national security; and

(2) a statement detarling the reasons for the
wawver or postponement, which may be submaitted in
classified form.

(¢c) DEFINITION—As used in this section, the term
“National Intelligence Program”™ has the meaning given
the term in section 3(6) of the National Security Act of
1947 (50 U.S.C. 401a(6)).

SEC. 602. PUBLIC INTEREST DECLASSIFICATION BOARD.

The Public Interest Declassification Act of 2000 (50
U.S.C. 435 note) 1s amended—

(1) by striking “Director of Central Intelligence”
each place that term appears and inserting “Director
of National Intelligence”;

(2) wn section 704(e)—

(A) by striking “If requested” and inserting
the following:

“(1) IN GENERAL.—If requested’; and

(B) by adding at the end the following:

“(2) AUTHORITY OF BOARD.—Upon receiving a

congressional request described in section 703(D)(5),

the Board may conduct the review and make the rec-
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ommendations described in that section, regardless of
whether such a review s requested by the President.

“(3) REPORTING.—Any recommendations sub-
mitted to the President by the Board under section
703(b)(5), shall be submitted to the charrman and
ranking minority member of the committee of Con-
gress that made the request relating to such rec-
ommendations.”;

(3) in section 705(c), in the subsection heading,
by striking “DIRECTOR OF CENTRAL INTELLIGENCE”
and inserting “DIRECTOR OF NATIONAL INTEL-
LIGENCE”; and

(4) wn section 710(b), by striking “S years after
the date” and all that follows and inserting “on De-
cember 31, 2012.”.

SEC. 603. SENSE OF THE SENATE REGARDING A REPORT ON
THE 9/11 COMMISSION RECOMMENDATIONS
WITH RESPECT TO INTELLIGENCE REFORM
AND CONGRESSIONAL INTELLIGENCE OVER-
SIGHT REFORM.
(a) FINDINGS.—Congress makes the following find-
mngs:

(1) The National Commaission on Terrorist At-

tacks Upon the Unated States (referred to in this sec-

tion as the “9/11 Commassion”) conducted a lengthy
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review of the facts and circumstances relating to the
terrorist attacks of September 11, 2001, including
those relating to the intelligence community, law en-
Jorcement agencies, and the role of congressional over-
sight and resource allocation.

(2) In ats final report, the 9/11 Commaission
Jound that—

(A) congressional oversight of the intel-
ligence activities of the United States is dysfunc-
tional;

(B) under the rules of the Senate and the
House of Representatives in effect at the time the
report was completed, the committees of Congress
charged with oversight of the intelligence activi-
ties lacked the power, influence, and sustained
capability to meet the daunting challenges faced
by the intelligence community of the United
States;

(C) as long as such oversight is governed by
such rules of the Senate and the House of Rep-
resentatives, the people of the United States will
not get the security they want and need;

(D) a strong, stable, and capable congres-

stonal committee structure is needed to give the
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mtelligence community of the United States ap-
propriate oversight, support, and leadership; and
(E) the reforms recommended by the 9/11

Commassion in its final report will not succeed

if congressional oversight of the intelligence com-

munity in the United States is not changed.

(3) The 9/11 Commassion recommended struc-
tural changes to Congress to improve the oversight of
mtelligence activities.

(4) Congress has enacted some of the rec-
ommendations made by the 9/11 Commission and 1is
considering implementing additional recommenda-
trons of the 9/11 Commission.

(5) The Senate adopted Senate Resolution 445 in
the 108th Congress to address some of the intelligence
oversight recommendations of the 9/11 Commassion by
abolishing term limats for the members of the Select
Committee on Intelligence, clarifying jurisdiction for
mtelligence-related nominations, and streamlining
procedures for the referral of intelligence-related legis-
lation, but other aspects of the 9/11 Commaission rec-
ommendations regarding intelligence oversight have
not been vmplemented.

(b) SENSE OF THE SENATE.—It is the sense of the

Senate that the Committee on Homeland Security and
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Governmental Affairs and the Select Committee on Intel-
ligence of the Senate each, or jointly, should—

(1) undertake a review of the recommendations
made in the final report of the 9/11 Commassion with
respect to intelligence reform and congressional intel-
ligence oversight reform;

(2) review and consider any other suggestions,
options, or recommendations for improving intel-
ligence oversight; and

(3) not later than December 21, 2007, submit to
the Senate a report that includes the recommenda-
tions of the committees, if any, for carrying out such
reforms.

SEC. 604. AVAILABILITY OF FUNDS FOR THE PUBLIC INTER-
EST DECLASSIFICATION BOARD.

Section 21067 of the Continuing Appropriations Res-
olution, 2007 (dwvision B of Public Law 109—-289; 120
Stat. 1311), as amended by Public Law 109-369 (120
Stat. 2642), Public Law 109—383 (120 Stat. 2678), and
Public Law 110-5, is amended by adding at the end the
Jollowing new subsection:

“(c) From the amount provided by this section, the
National Archives and Records Administration may obli-
gate monies necessary to carry out the activities of the

Public Interest Declassification Board.”.
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SEC. 605. AVAILABILITY OF THE EXECUTIVE SUMMARY OF

THE REPORT ON CENTRAL INTELLIGENCE
AGENCY ACCOUNTABILITY REGARDING THE
TERRORIST ATTACKS OF SEPTEMBER 11, 2001.

(a) PUBLIC AVAILABILITY.—Not later than 30 days
after the date of the enactment of this Act, the Director of
the Central Intelligence Agency shall prepare and make
avarlable to the public a version of the Executive Sum-
mary of the report entitled the “Office of Inspector General
Report on Central Intelligence Agency Accountability Re-
garding Findings and Conclusions of the Joint Inquiry
wmto Intelligence Community Activities Before and After
the Terrorist Attacks of September 11, 20017 issued in
June 2005 that is declassified to the maximum extent pos-
sible, consistent with national security.

(b) REPORT TO CONGRESS.—The Director of the Cen-
tral Intelligence Agency shall submit to Congress a classi-
fied annex to the redacted Executive Swummary made
avarlable under subsection (a) that explains the reason
that any redacted material in the Executive Summary was

withheld from the public.
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TITLE VII—-STRENGTHENING EF-
FORTS TO PREVENT TER-
RORIST TRAVEL

Subtitle A—Terrorist Travel
SEC. 701. REPORT ON INTERNATIONAL COLLABORATION TO
INCREASE BORDER SECURITY, ENHANCE
GLOBAL DOCUMENT SECURITY, AND EX-

CHANGE TERRORIST INFORMATION.

(a) REPORT REQUIRED.—Not later than 270 days
after the date of the enactment of this Act, the Secretary
of State and the Secretary of Homeland Security, in con-
Jgunction with the Divector of National Intelligence and the
heads of other appropriate Federal departments and agen-
cies, shall submat to the appropriate congressional commit-
tees a report on efforts of the Government of the United
States to collaborate with international partners and allies
of the Unated States to increase border security, enhance
global document security, and exchange terrorism informa-
tion.
(b) CONTENTS.—The report required by subsection (a)
shall outline—
(1) all presidential directives, programs, and
strategies for carrying out and increasing United

States Government efforts described in subsection (a);
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(2) the goals and objectives of each of these ef-
Jorts;

(3) the progress made in each of these efforts;
and

(4) the projected timelines for each of these efforts
to become fully functional and effective.

(¢c) DEFINITION.—In this section, the term “appro-
priate congressional committees” means—

(1) the Committee on Foreign Affairs, the Com-
mittee on Homeland Security, the Committee on the
Judiciary, and the Permanent Select Committee on
Intelligence of the House of Representatives; and

(2) the Commattee on Forewgn Relations, the
Committee on Homeland Security and Governmental
Affarrs, the Committee on the Judiciary, and the Se-
lect Committee on Intelligence of the Senate.

Subtitle B—Visa Waiver

SEC. 711. MODERNIZATION OF THE VISA WAIVER PROGRAM.
(a) SHORT TrrLE—This section may be cited as the
“Secure Travel and Counterterrorism Partnership Act of
2007
(b) SENSE OF CONGRESS.—It is the sense of Congress
that—
(1) the United States should wmodernize and

strengthen the security of the wvisa wawver program
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under section 217 of the Immigration and Nation-
ality Act (8 U.S.C. 1187) by simultaneously—

(A) enhancing program security require-
ments; and

(B) extending visa-free travel privileges to
nationals of foreign countries that are partners
wm the war on terrorism—

(1) that are actively cooperating with
the Unated States to prevent terrorist travel,
wmeluding sharing counterterrorism and law
enforcement information; and

(11) whose nationals have demonstrated
their compliance with the provisions of the
Immigration and Nationality Act regarding
the purpose and duration of their admission
to the Unated States; and

(2) the modernization described in paragraph
(1) will—

(A) enhance bilateral cooperation on critical
counterterrorism and information sharing ini-
hiatives;

(B) support and expand tourism and busi-
ness opportunities to enhance long-term economic
compelitiveness; and

(C) strengthen bilateral relationships.



186
(¢c) DISCRETIONARY VISA WAIVER PROGRAM EXPAN-
SION.—Section 217(¢c) of the Immigration and Nationality
Act (8 U.S.C. 1187(c)) is amended by adding at the end
the following new paragraphs:
“(8) NONIMMIGRANT VISA REFUSAL RATE FLEXI-
BILITY.—
“(A) CERTIFICATION.—
“(t) IN GENERAL—On the date on
which an air exit system s in place that
can verify the departure of not less than 97
percent of foreign nationals who exit
through airports of the Unaited States and
the electronic travel authorization system
required under subsection (h)(3) s fully
operational, the Secretary of Homeland Se-
curity shall certify to Congress that such avr
exit system and electronic travel authoriza-
tion system are in place.
“(i) NOTIFICATION TO CONGRESS.—
The Secretary shall notify Congress in writ-
g of the date on which the avr exit system
under clause (1) fully satisfies the biometric
requirements specified in subsection (i).
“(int) TEMPORARY SUSPENSION OF

WAIVER AUTHORITY.—Notwithstanding any



187

certification made under clause (i), if the
Secretary has not notified Congress in ac-
cordance with clause (11) by June 30, 2009,
the Secretary’s waiver authority under sub-
paragraph (B) shall be suspended beginning
on July 1, 2009, until such time as the Sec-
retary makes such notification.

“(iv) RULE OF CONSTRUCTION.—Noth-

g i thas paragraph shall be construed as
moany way abrogating the reporting re-
quirements under subsection (1)(3).

“(B) WAIVER.—After certification by the
Secretary under subparagraph (A), the Sec-
retary, in consultation with the Secretary of
State, may waive the application of paragraph
(2)(A) for a country if—

“(1) the country meets all security re-
quirements of this section;

“(11) the Secretary of Homeland Secu-
rity determanes that the totality of the coun-
try’s security risk mitigation measures pro-
vide assurance that the country’s participa-
tion wn the program would not compromise

the law enforcement, security interests, or
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enforcement of the immagration laws of the
United States;

“(111) there has been a sustained reduc-
titon wn the rate of refusals for mnon-
vmmigrant visas for nationals of the coun-
try and conditions exist to continue such re-
duction;

“(iv) the country cooperated with the
Government of the United States on
counterterrorism  initwatives, information
sharing, and preventing terrorist travel be-
fore the date of its designation as a pro-
gram country, and the Secretary of Home-
land Security and the Secretary of State de-
termine that such cooperation will continue;
and

“()(I) the rate of refusals for non-
vmmiagrant visitor visas for nationals of the
country during the previous full fiscal year
was not more than ten percent; or

“(II) the wvisa overstay rate for the
country for the previous full fiscal year does
not exceed the maxvmum visa overstay rate,

once such rate 1s established under subpara-

graph (C).
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“(C) MAXIMUM VISA OVERSTAY RATE.—

“(1) REQUIREMENT TO ESTABLISH.—
After certification by the Secretary under
subparagraph (A), the Secretary and the
Secretary of State jointly shall use informa-
tion from the awr exit system referred to in
such subparagraph to establish a maximum
visa  overstay rate for countries partici-
pating i the program pursuant to a waiv-
er under subparagraph (B). The Secretary
of Homeland Security shall certify to Con-
gress that such rate would not compromise
the law enforcement, security interests, or
enforcement of the vmmigration laws of the
United States.

“(11) VISA OVERSTAY RATE DEFINED.—
In this paragraph the term ‘visa overstay
rate’ means, with respect to a country, the
ratio of—

“(I) the total number of nationals
of that country who were admitted to

the United States on the basis of a

nonvmmigrant visa whose periods of

authorized stays ended during a fiscal

year but who remaimed unlawfully i



190
the United States beyond such periods;

to
“(II) the total number of nation-

als of that country who were admaitted

to the Unated States on the basis of a

nonvmmigrant visa during that fiscal

year.

“(i11) REPORT AND PUBLICATION.—
The Secretary of Homeland Security shall
on the same date submat to Congress and
publish wn the Federal Register information
relating to the maximum visa overstay rate
established under clause (i). Not later than
60 days after such date, the Secretary shall
issue a final maxvmum visa overstay rate
above which a country may not participate
wmn the program.

“(9) DISCRETIONARY SECURITY-RELATED CON-
SIDERATIONS.—In determining whether to waive the
application of paragraph (2)(A) for a country, pursu-
ant to paragraph (8), the Secretary of Homeland Se-
curity, in consultation with the Secretary of State,
shall take into consideration other factors affecting the

security of the United States, including—
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“(A) avrport security standards in the coun-
try;

“(B) whether the country assists in the op-
eration of an effective air marshal program;

“(C) the standards of passports and travel
documents issued by the country; and

“(D) other security-related factors, includ-
g the country’s cooperation with the United
States” initiatives toward combating terrorism
and the country’s cooperation with the Unaited
States intelligence community in sharing infor-
mation regarding terrorist threats.”.

(d) SECURITY ENHANCEMENTS TO THE VISA WAIVER

PROGRAM.

(1) IN GENERAL.—Section 217 of the Immigra-
tion and Nationality Act (8 U.S.C. 1187) is amend-
ed—

(A) in subsection (a), wn the flush text fol-

lowing paragraph (9)—

(1) by striking “Operators of aircraft”
and inserting the following:

“(10) ELECTRONIC TRANSMISSION OF IDENTI-
FICATION INFORMATION.—QOperators of aircraft”; and

(11) by adding at the end the following

new paragraph:
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“(11) ELIGIBILITY DETERMINATION UNDER THE
ELECTRONIC TRAVEL AUTHORIZATION SYSTEM.—Be-
ginning on the date on which the electronic travel au-
thorization system developed under subsection (h)(3)
18 fully operational, each alien traveling under the
program shall, before applying for admaission to the
Unated States, electronically provide to the system bi-
ographical information and such other information as
the Secretary of Homeland Security shall determine
necessary to determine the eligibility of, and whether
there exists a law enforcement or security risk in per-
mitting, the alien to travel to the United States.
Upon review of such biographical information, the
Secretary of Homeland Security shall determine
whether the alien s eligible to travel to the United

States under the program.”;

(B) wn subsection (c)—
(1) mn paragraph (2)—
(I) by amending subparagraph
(D) to read as follows:

“(D) REPORTING LOST AND STOLEN PASS-
PORTS.—The government of the country enters
mto an agreement with the United States to re-
port, or make available through Interpol or other

means as designated by the Secretary of Home-
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land Security, to the United States Government
mformation about the theft or loss of passports
within a strict time limat and i a manner spec-
ified in the agreement.”; and
(I1) by adding at the end the fol-
lowing new subparagraphs:

“(K) REPATRIATION OF ALIENS.—The gov-
ernment of the country accepts for repatriation
any citizen, former citizen, or national of the
country agawnst whom a final executable order of
removal 1s 1ssued not later than three weeks after
the issuance of the final order of removal. Noth-
mg e this subparagraph creates any duty for
the United States or any right for any alien
with respect to removal or release. Nothing in
this subparagraph gives rise to any cause of ac-
tion or clavm under this paragraph or any other
law against any official of the Unated States or
of any State to compel the release, removal, or
consideration for release or removal of any alien.

“(F)  PASSENGER  INFORMATION  EX-
CHANGE.—The government of the country enters
mto an agreement with the United States to
share information regarding whether citizens

and nationals of that country traveling to the
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Unated States represent a threat to the security
or welfare of the United States or its citizens.”;
(11) wn paragraph (5)—

(I) by striking “Attorney Gen-
eral” each place it appears and insert-
g “Secretary of Homeland Security’;
and

(II) wn subparagraph (A)(i)—

(aa) n subclause (II), by
striking “and” at the end;
(bb) in subclause (I111)—
(AA) by striking “and
the  Committee on  Inter-
national Relations” and in-
serting “, the Committee on
Foreign ~ Affairs, and the
Committee on Homeland Se-
curtty,” and by striking
“and the Committee on For-
eign  Relations” and insert-
mg “, the Commattee on For-
eign Relations, and the Com-
mattee on Homeland Security
and  Governmental Affairs”;

and



(BB) by striking the pe-
riod at the end and inserting
“and”; and
(cc) by adding at the end the

Jollowing new subclause:

“(IV) shall submit to Congress a
report regarding the implementation of
the electronic travel authorization sys-
tem under subsection (h)(3) and the
participation of new countries in the
program through a waiver under para-
graph (8).”; and

(II1) in subparagraph (B), by
adding at the end the following new
clause:

“(iv) PROGRAM SUSPENSION AUTHOR-
11v.—The Director of National Intelligence
shall immediately inform the Secretary of
Homeland Security of any current and
credible threat which poses an vmminent
danger to the Unaited States or ils citizens
and originates from a country participating
m the visa wawer program. Upon receiving
such notification, the Secretary, in con-

sultation with the Secretary of State—
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“(I) may suspend a country from
the visa wawver program without prior
notice;

“(II) shall notify any country
suspended under subclause (I) and, to
the extent practicable without dis-
closing sensitive intelligence  sources
and wmethods, provide justification for
the suspension; and

“(I1I) shall restore the suspended
country’s participation in  the visa
wawer program upon a determination
that the threat no longer poses an im-
minent danger to the United States or
its citizens.”; and
(111) by adding at the end the following

new paragraphs:

“(10) TECHONICAL ASSISTANCE.—The Secretary
of Homeland Security, in consultation with the Sec-
retary of State, shall provide technical assistance to
program countries to assist those countries in meeting
the requirements under this section. The Secretary of
Homeland Security shall ensure that the program of-
Sfice within the Department of Homeland Security is

adequately staffed and has resources to be able to pro-
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vide such technical assistance, in addition to its du-
ties to effectively monitor compliance of the countries
participating in the program with all the require-
ments of the program.

“(11) INDEPENDENT REVIEW.—

“(A) IN GENERAL.—Prior to the admission
of a new country into the program wunder this
section, and in conjunction with the periodic
evaluations required under subsection (c)(5)(A),
the Director of National Intelligence shall con-
duct an independent intelligence assessment of a
nomainated country and member of the program.

“(B) REPORTING REQUIREMENT—The Di-
rector shall provide to the Secretary of Home-
land Security, the Secretary of State, and the
Attorney General the independent intelligence as-
sessment required under subparagraph (A).

“(C) CONTENTS.—The independent intel-
ligence assessment conducted by the Director
shall include—

“(0) a review of all current, credible
terrorist threats of the subject country;
“(1n) an evaluation of the subject coun-

try’s counterterrorism efforts;
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“(111) an evaluation as to the extent of
the country’s sharing of information bene-
ficial to suppressing terrorist movements, fi-
nancing, or actions;

“(w) an assessment of the risks associ-
ated with including the subject country in
the program; and

“(v) recommendations to mitigate the
risks identified in clause (1v).”;

(C) in subsection (d)—

(1) by striking “Attorney General” and
wmserting “Secretary of Homeland Security”™
; and

(11) by adding at the end the following
new sentence: “The Secretary of Homeland
Security may not waive any eligibility re-
quirement under this section unless the Sec-
retary notifies, with respect to the House of
Representatives, the Committee on Home-
land Security, the Committee on the Judici-
ary, the Commattee on Foreign Affairs, and
the Commattee on Appropriations, and with
respect to the Senate, the Committee on
Homeland Security and Governmental Af-

Jfavrs, the Commaittee on the Judiciary, the
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Jommattee on Foreign Relations, and the
Commattee on  Appropriations not later
than 30 days before the effective date of such
waver.”’;

(D) wn subsection (f)(5)—

(1) by striking “Attorney General”
each place it appears and inserting “Sec-
retary of Homeland Security”; and

(11) by striking “of blank” and insert-
mg “or loss of”;

(E) in subsection (h), by adding at the end
the following new paragraph:

“(3) ELECTRONIC TRAVEL AUTHORIZATION SYS-
TEM.—

“(A) SYSTEM.—The Secretary of Homeland
Security, in consultation with the Secretary of
State, shall develop and implement a fully auto-
mated electronic travel authorization system (re-
ferred to wn this paragraph as the ‘System’) to
collect such biographical and other information
as the Secretary of Homeland Security deter-
mines mnecessary to determine, i advance of
travel, the eligibility of, and whether there exists
a law enforcement or security risk in permitting,

the alien to travel to the United States.
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“(B) FEES.—The Secretary of Homeland

Security may charge a fee for the use of the Sys-
tem, which shall be—

“(1) set at a level that will ensure re-
covery of the full costs of providing and ad-
ministering the System; and

“(1n) available to pay the costs in-
curred to administer the System.

“(C) VALIDITY.—

“(1) PERIOD.—The Secretary of Home-
land Security, tn consultation with the Sec-
retary of State, shall prescribe regqulations
that provide for a period, not to exceed three
years, during which a determination of eli-
gibility to travel under the program unll be
valid. Notwithstanding any other provision
under this section, the Secretary of Home-
land Security may revoke any such deter-
mination at any tvme and for any reason.

“(i) LIMITATION—A determination
by the Secretary of Homeland Security that
an alien 1s eligible to travel to the Unaited
States under the program is not a deter-
mination that the alien is admaissible to the

United States.
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“(itt) NOT A DETERMINATION OF VISA
ELIGIBILITY.—A determination by the Sec-
retary of Homeland Security that an alien
who applied for authorization to travel to
the United States through the System is not
eligible to travel under the program is not
a determination of eligibility for a visa to
travel to the United States and shall not
preclude the alien from applying for a visa.
“tiv) JupIciAL  REVIEW.—Notwith-
standing any other provision of law, no
court shall have jurisdiction to review an
eligibility determination under the System.
“(D) REPORT.—Not later than 60 days be-
Jore publishing notice regarding the implementa-
tion of the System in the Federal Register, the
Secretary of Homeland Security shall submit a
report regarding the implementation of the sys-
tem to—
“(1) the Commattee on Homeland Secu-
rity of the House of Representatives;
“(11) the Committee on the Judiciary
of the House of Representatives;
“(rir) the Committee on Foreign Af-

Jairs of the House of Representatives;
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“(iv) the Permanent Select Commattee
on Intelligence of the House of Representa-
twes;

“(v) the Commattee on Appropriations
of the House of Representatives;

“(vi) the Commattee on Homeland Se-
curity and Governmental Affairs of the Sen-
ate;

“(vir) the Committee on the Judiciary
of the Senate;

“(vine) the Commattee on Foreign Rela-
tions of the Senate;

“ix) the Select Commaittee on Intel-
ligence of the Senate; and

“(x) the Committee on Appropriations
of the Senate.”; and
(F) by adding at the end the following new

subsection:

“(v) ExIT SYSTEM.—

“(1) IN GENERAL.—Not later than one year after
the date of the enactment of this subsection, the Sec-
retary of Homeland Security shall establish an exit
system that records the departure on a flight leaving
the United States of every alien participating in the

visa wawver program established under this section.
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“(2) SYSTEM REQUIREMENTS.—The system es-
tablished under paragraph (1) shall—

“(A) match biometric information of the
alien against relevant watch lists and 1mmigra-
tion information; and

“(B) compare such biometric information
against manifest information collected by air
carriers on passengers departing the United
States to confirm such aliens have departed the
United States.

“(3) REPORT.—Not later than 180 days after the
date of the enactment of this subsection, the Secretary
shall submit to Congress a report that describes—

“(A) the progress made in developing and
deploying the exit system established under this
subsection; and

“(B) the procedures by which the Secretary
shall vmprove the method of calculating the rates
of nonimmigrants who overstay thewr authorized
period of stay in the United States.”.

(2) EFFECTIVE DATE.—Section 217(a)(11) of the
Immagration and Nationality Act, as added by para-
graph (1)(A)(i1), shall take effect on the date that us
60 days after the date on which the Secretary of
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Homeland Security publishes notice in the Federal

Register of the requirement under such paragraph.

(¢) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary of Home-
land Security such sums as may be necessary to carry out
this section and the amendments made by this section.

Subtitle C—Strengthening
Terrorism Prevention Programs
SEC. 721. STRENGTHENING THE CAPABILITIES OF THE

HUMAN SMUGGLING AND TRAFFICKING CEN-
TER.

(a) IN GENERAL.—Section 7202 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (8 U.S.C.
1777) is amended—

(1) in subsection (¢)(1), by striking “address”
and nserting “integrate and disseminate intelligence
and information related to”;

(2) by redesignating subsections (d) and (e) as
subsections (g) and (h), respectively; and

(3) by inserting after subsection (c) the following
new subsections:

“(d) DIRECTOR.—The Secretary of Homeland Secu-
rity shall nominate an official of the Government of the
United States to serve as the Divector of the Center, in ac-

cordance with the requirements of the memorandum of un-
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derstanding entitled the ‘Human Smuggling and Traf-
ficking Center (HSTC) Charter’.
“(e) STAFFING OF THE CENTER.—

“(1) IN GENERAL.—The Secretary of Homeland
Security, in cooperation with heads of other relevant
agencies and departments, shall ensure that the Cen-
ter 1s staffed with not fewer than 40 full-time equiva-
lent positions, including, as appropriate, detailees
Jfrom the following:

“(A) Agencies and offices within the De-
partment of Homeland Security, including the
Jollowing:

“(0) The Office of Intelligence and

Analysis.

“(11) The Transportation Security Ad-
manistration.
“(11) United States Citizenship and

Immigration Services.

“(w) United States Customs and Bor-
der Protection.

“(v) The United States Coast Guard.

“(vi) Unated States Immagration and
Customs Enforcement.
“(B) Other departments, agencies, or enti-

ties, including the following:
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“(1) The Central Intelligence Agency.

“(1) The Department of Defense.
“(111) The Department of the Treasury.
“tiv) The National Counterterrorism

Center.

“(v) The National Security Agency.

“(vi) The Department of Justice.

“(vir) The Department of State.

“(viir) Any other relevant agency or
department.

“(2) EXPERTISE OF DETAILEES.—The Secretary
of Homeland Security, in cooperation with the head
of each agency, department, or other entity referred to
m paragraph (1), shall ensure that the detailees pro-
vided to the Center under such paragraph include an
adequate number of personnel who are—

“(A) intelligence analysts or special agents
with demonstrated experience related to hwman
smuggling, trafficking in  persons, or terrorist
travel; and

“(B) personnel with experience in the areas
of—

“(1) consular affairs;
“(1n) counterterrorism;

“(111) erimanal law enforcement;
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“(w) intelligence analysis;

“(v) prevention and detection of docu-
ment fraud;

“(v1) border inspection;

“(vir) immigration enforcement; or

“(vitr) human trafficking and com-
bating severe forms of trafficking in per-
SONS.

“(3) ENHANCED PERSONNEL MANAGEMENT.—
“(A) INCENTIVES FOR SERVICE IN CERTAIN
POSITIONS.—

“(1) IN GENERAL.—The Secretary of
Homeland Security, and the heads of other
relevant agencies, shall prescribe requlations
or promulgate personnel policies to provide
mcentives for service on the staff of the Cen-
ter, particularly for serving terms of at
least two years duration.

“(it) FORMS OF INCENTIVES.—Incen-
tives under clause (i) may include financial
mcentives, bonuses, and such other awards
and incentives as the Secretary and the
heads of other relevant agencies, consider

appropriate.
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“(B) ENHANCED PROMOTION FOR SERVICE
AT THE CENTER.—Notwithstanding any other
provision of law, the Secretary of Homeland Se-
curity, and the heads of other relevant agencies,
shall ensure that personnmel who are assigned or
detailed to service at the Center shall be consid-
eved for promotion at rates equivalent to or bet-
ter than similarly situated personnel of such
agencies who are not so assigned or detailed, ex-
cept that this subparagraph shall not apply in
the case of personnel who are subject to the pro-
visions of the Foreign Service Act of 1980.

“(f) ADMINISTRATIVE SUPPORT AND FUNDING.—The
Secretary of Homeland Security shall provide to the Cen-
ter the administrative support and funding required for its
maintenance, including funding for personnel, leasing of
office space, supplies, equipment, technology, training, and
travel expenses necessary for the Center to carry out its
Sfunctions.”.

(b) REPORT.—Subsection (g) of section 7202 of the
Intelligence Reform and Terrorism Prevention Act of 2004,
as redesignated by subsection (a)(2), s amended to read
as follows:

“(9) REPORT.—
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“(1) INITIAL REPORT.—Not later than 180 days
after December 17, 2004, the President shall transmait
to Congress a report regarding the implementation of
this section, including a description of the staffing
and resource needs of the Center.

“(2) FoLLow-ur REPORT.—Not later than 180
days after the date of the enactment of the Imple-
menting Recommendations of the 9/11 Commaission
Act of 2007, the President shall transmait to Congress
a report regarding the operation of the Center and the
actwvities carried out by the Center, including a de-
seription of—

“(A) the roles and responsibilities of each
agency or department that is participating in
the Center;

“(B) the mechanisms used to share informa-
tion among each such agency or department;

“(C) the personnel provided to the Center by
each such agency or department;

“(D) the type of information and reports
being disseminated by the Center;

“(E) any efforts by the Center to create a
centralized Federal Government database to store
mformation related to unlawful travel of foreign

nationals, wncluding a description of any such
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database and of the manner in which informa-
tion utilized in such a database would be col-
lected, stored, and shared;

“(F) how each agency and department shall
utilize its resources to ensure that the Center uses
mtelligence to focus and drive its efforts;

“(Q) efforts to consolidate networked sys-
tems for the Center;

“(H) the mechanisms for the sharing of
homeland security information from the Center
to the Office of Intelligence and Analysis, includ-
g how such sharing shall be consistent with
section 1016(D);

“(I) the ability of participating personnel
wm the Center to freely access necessary databases
and share information regarding issues related
to human smuggling, trafficking in persons, and
terrorist travel;

“(J) how the assignment of personnel to the
Center 1s incorporated into the civil service ca-
reer path of such personnel; and

“(K) cooperation and coordination efforts,
meluding any memorandums of understanding,

among participating agencies and departments
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regarding issues related to human smuggling,
trafficking in persons, and terrorist travel.”.

(¢) COORDINATION WITH THE OFFICE OF INTEL-
LIGENCE AND ANALYSIS.—Section 7202 of the Intelligence
Reform and Terrorism Prevention Act of 2004 is amended
by adding after subsection (h), as redesignated by sub-
section (a)(2), the following new subsection:

“(1) COORDINATION WITH THE OFFICE OF INTEL-
LIGENCE AND ANALYSIS.—The Office of Intelligence and
Analysis, i coordination with the Center, shall submit to
relevant State, local, and tribal law enforcement agencies
periodic reports regarding terrorist threats related to
human smuggling, human trafficking, and terrorist trav-
el.”.

(d) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary of Home-
land Security $20,000,000 for fiscal year 2008 to carry
out section 7202 of the Intelligence Reform and Terrorism
Prevention Act of 2004, as amended by this section.

SEC. 722. ENHANCEMENTS TO THE TERRORIST TRAVEL
PROGRAM.

Section 7215 of the Intelligence Reform and Ter-

rorism Prevention Act of 2004 (6 U.S.C. 123) is amended

to read as follows:
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“SEC. 7215. TERRORIST TRAVEL PROGRAM.

“la) REQUIREMENT TO KESTABLISH.—Not later than
90 days after the date of the enactment of the Imple-
menting Recommendations of the 9/11 Commission Act of
2007, the Secretary of Homeland Security, in consultation
with the Director of the National Counterterrorism Center
and consistent with the strategy developed wunder section
7201, shall establish a program to oversee the implementa-
tion of the Secretary’s responsibilities with respect to ter-
rovist travel.

“(b) HEAD OF THE PROGRAM.—The Secretary of
Homeland Security shall designate an official of the De-
partment of Homeland Security to be responsible for car-
rying out the program. Such official shall be—

“(1) the Assistant Secretary for Policy of the De-
partment of Homeland Security; or

“(2) an official appointed by the Secretary who
reports directly to the Secretary.

“(c) DUTIES.—The official designated under sub-
section (D) shall assist the Secretary of Homeland Security
m vmproving the Department’s ability to prevent terrorists
from entering the United States or remaining in the
Unated States undetected by—

“(1) developing relevant strategies and policies;
“(2) reviewing the effectiveness of existing pro-

grams and recommending improvements, if necessary;
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“(3) making recommendations on budget requests
and on the allocation of funding and personnel;

“(4) ensuring effective coordination, with respect
to policies, programs, planning, operations, and dis-
semanation of intelligence and information related to
terrorist travel—

“(A) among appropriate subdivisions of the
Department of Homeland Security, as deter-
mined by the Secretary and including—

“(r) Unated States Customs and Border

Protection;

“(1n) Unated States Immigration and

Customs Enforcement;

“(11) United States Citizenship and

Immigration Services;

“(w) the Transportation Security Ad-
manmistration; and

“(v) the United States Coast Guard;
and

“(B) between the Department of Homeland
Security and other appropriate Federal agencies;
and
“(5) serving as the Secretary’s primary point of

contact with the National Counterterrorism Center for

mmplementing mitiatiwes related to terrovist travel
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and ensuring that the recommendations of the Center

related to terrorist travel are carried out by the De-

partment.

“(d) REPORT.—Not later than 180 days after the date
of the enactment of the Implementing Recommendations of
the 9/11 Commission Act of 2007, the Secretary of Home-
land Security shall submat to the Commaittee on Homeland
Security and Governmental Affairs of the Senate and the
Commattee on Homeland Security of the House of Rep-
resentatives a report on the implementation of this sec-
tion.”.

SEC. 723. ENHANCED DRIVER’S LICENSE.

Section 7209(b)(1) of the Intelligence Reform and
Terrorism Prevention Act of 2004 (8 U.S.C. 1185 note) is
amended—

(1) wn subparagraph (B)—

(A) in clause (vi), by striking “and” at the
end;

(B) in clause (vii), by striking the period at
the end and inserting *; and’; and

(C) by adding at the end the following new
clause:

“(vitr) the signing of a memorandum
of agreement to initiate a pilot program

with not less than one State to determine if
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an enhanced driver’s license, which is ma-

chine-readable and tamper proof, not valid

for certification of citizenship for any pur-
pose other than admaission into the United

States from Canada or Mexico, and issued

by such State to an individual, may permit

the individual to use the driver’s license to
meet the documentation requirements under
subparagraph (A) for entry into the Unaited

States from Canada or Mexico at land and

sea ports of entry.”; and
(2) by adding at the end the following new sub-

paragraph:

“(C) REPORT.—Not later than 180 days
after the mitiation of the pilot program de-
seribed in subparagraph (B)(viiv), the Secretary
of Homeland Security and the Secretary of State
shall submit to the appropriate congressional
committees a report which inecludes—

“(1) an analysis of the vmpact of the
pilot program on national security;

“(11) recommendations on how to ex-
pand the pilot program to other States;

“(i1)  any  appropriate  statutory

changes to facilitate the expansion of the
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pilot program to additional States and to
citizens of Canada;
“tw) a plan to screen individuals par-
ticipating i the pilot program against
United States terrorist watch lists; and
“(v) a recommendation for the type of
machine-readable technology that should be
used 1 enhanced driver’s licenses, based on
mdwidual privacy considerations and the
costs and feasibility of incorporating any
new technology into existing driver’s li-
censes.”.
SEC. 724. WESTERN HEMISPHERE TRAVEL INITIATIVE.
Before the Secretary of Homeland Security publishes
a final rule in the Federal Register implementing section
7209 of the Intelligence Reform and Terrorism Prevention
Act of 2004 (Public Law 108-458; 8 U.S.C. 1185 note)—
(1) the Secretary of Homeland Security shall
complete a cost-benefit analysis of the Western Hemi-
sphere Travel Initiative, authorized under such sec-
ton 7209; and
(2) the Secretary of State shall develop proposals
Jor reducing the execution fee charged for the passport
card, proposed at 71 Fed. Reg. 60928-32 (October 17,

2006), including the use of mobile application teams,
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during implementation of the land and sea phase of
the Western Hemisphere Travel Initiative, in order to
encourage United States citizens to apply for the
passport card.
SEC. 725. MODEL PORTS-OF-ENTRY.
(a) IN GENERAL.—The Secretary of Homeland Secu-
rity shall—

(1) establish a model ports-of-entry program for
the purpose of providing a more efficient and wel-
coming international arrival process in order to fa-
cilitate and promote business and tourist travel to the
Unated States, while also improving security; and

(2) implement the program initially at the 20
United States international airports that have the
highest number of foreign visitors arriving annually
as of the date of the enactment of this Act.

(b) PROGRAM FELEMENTS.—The program shall in-
clude—

(1) enhanced queue management in the Federal
Inspection Services area leading up to primary in-
spection;

(2) assistance for foreign travelers once they have
been admitted to the United States, in consultation,
as appropriate, with relevant governmental and non-

governmental entities; and
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(3) anstructional videos, in KEnglish and such
other languages as the Secretary determines appro-
priate, in the Federal Inspection Services area that
explain the United States inspection process and fea-
ture national, regional, or local welcome videos.

(¢c) ADDITIONAL CUSTOMS AND BORDER PROTECTION
OFFICERS FOR HIGH-VOLUME PORTS.—Subject to the
avarlability of appropriations, not later than the end of
fiscal year 2008 the Secretary of Homeland Security shall
employ not fewer than an additional 200 Customs and
Border Protection officers over the number of such posi-
tions for which funds were appropriated for the proceeding
fiscal year to address staff shortages at the 20 Unaited
States international airports that have the highest number
of foreign wvisitors arriving annually as of the date of the
enactment of this Act.

Subtitle D—Miscellaneous
Provisions
SEC. 731. REPORT REGARDING BORDER SECURITY.

(a) IN GENERAL.—Not later than 180 days after the
date of the enactment of this Act, the Secretary of Home-
land Security shall submit to Congress a report regarding
ongoing initiatives of the Department of Homeland Secu-
rity to improve security along the northern border of the

United States.
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(b) CONTENTS.—The report submitted under sub-
section (a) shall—

(1) address the vulnerabilities along the northern
border of the Unated States; and

(2) provide recommendations to address such
vulnerabilities, including required resources needed to
protect the northern border of the United States.

(¢) GOVERNMENT ACCOUNTABILITY OFFICE.—Not
later than 270 days after the date of the submission of the
report under subsection (a), the Comptroller General of the
United States shall submit to Congress a report that—

(1) reviews and comments on the report under
subsection (a); and
(2) provides recommendations regarding any ad-
ditional actions necessary to protect the northern bor-
der of the United States.
TITLE VIII—PRIVACY AND CIVIL
LIBERTIES

SEC. 801. MODIFICATION OF AUTHORITIES RELATING TO
PRIVACY AND CIVIL LIBERTIES OVERSIGHT
BOARD.
(a) MODIFICATION OF AUTHORITIES.—Section 1061
of the National Security Intelligence Reform Act of 2004

(5 U.S.C. 601 note) is amended to read as follows:
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“SEC. 1061. PRIVACY AND CIVIL LIBERTIES OVERSIGHT

BOARD.

“(a) IN GENERAL.—There 1is established as an inde-
pendent agency within the executive branch a Privacy and
Covil Liberties Oversight Board (rveferred to in this section
as the ‘Board’).

“(b) FINDINGS.—Consistent with the report of the Na-
tional Commassion on Terrorist Attacks Upon the United
States, Congress makes the following findings:

“(1) In conducting the war on terrorism, the
Government may need additional powers and may
need to enhance the use of its existing powers.

“(2) This shift of power and authority to the
Government calls for an enhanced system of checks
and balances to protect the precious liberties that are
vital to our way of life and to ensure that the Govern-
ment uses its powers for the purposes for which the
powers were given.

“(3) The National Commission on Terrorist At-
tacks Upon the United States correctly concluded that
“The choice between security and liberty 1is a false
choice, as nothing is more likely to endanger Amer-
1ca’s liberties than the success of a terrorist attack at
home. Our history has shown wus that insecurity
threatens liberty. Yet, of our liberties are curtailed, we

lose the values that we are struggling to defend.’.
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“(¢) PURPOSE.—The Board shall—

“(1) analyze and review actions the executive
branch takes to protect the Nation from terrorism, en-
suring that the need for such actions is balanced with
the need to protect privacy and civil liberties; and

“(2) ensure that Uiberty concerns are appro-
priately considered in the development and 1mple-
mentation of laws, requlations, and policies related to
efforts to protect the Nation against terrorism.

“(d) FUNOTIONS.—

“(1) ADVICE AND COUNSEL ON POLICY DEVELOP-

MENT AND IMPLEMENTATION.—The Board shall—

“(A4) review proposed legislation, regula-
tions, and policies related to efforts to protect the
Nation from terrorism, including the develop-
ment and adoption of information sharing
guidelines under subsections (d) and (f) of sec-
tion 1016;

“(B) review the implementation of new and
existing legislation, requlations, and policies re-
lated to efforts to protect the Nation from ter-
rorism, ncluding the implementation of infor-
mation sharing guidelines under subsections (d)

and (f) of section 1016;
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“(C) adwvise the President and the depart-

ments, agencies, and elements of the executive
branch to ensure that privacy and civil liberties
are appropriately considered in the development
and implementation of such legislation, regula-
tions, policies, and guidelines; and

“(D) wn providing advice on proposals to
retain or enhance a particular governmental
power, consider whether the department, agency,
or element of the executive branch has estab-
lished—

“(1) that the need for the power is bal-
anced with the need to protect privacy and
civil liberties;

“(1n) that there 1s adequate supervision
of the use by the executive branch of the
power to ensure protection of privacy and
cuvil Liberties; and

“(111) that there are adequate guide-
lines and oversight to properly confine its
use.

“(2) OVErSIGHT.—The Board shall continually
review—
“(A) the regulations, policies, and proce-

dures, and the implementation of the requlations,
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policies, and procedures, of the departments,
agencies, and elements of the executive branch re-
lating to efforts to protect the Nation from ter-
rorism to ensure that privacy and civil liberties
are protected;

“(B) the information sharing practices of
the departments, agencies, and elements of the
executive branch relating to efforts to protect the
Nation from terrorism to determine whether they
appropriately protect privacy and civil liberties
and adhere to the information sharing guidelines
1ssued or developed under subsections (d) and (f)
of section 1016 and to other governing laws, reg-
ulations, and policies regarding privacy and
cwil liberties; and

“(C) other actions by the executive branch
relating to efforts to protect the Nation from ter-
rorism to determine whether such actions—

“(1) appropriately protect privacy and
civil hiberties; and
“(11) are consistent with governing
laws, regulations, and policies regarding
privacy and civil liberties.
“(3) RELATIONSHIP WITH PRIVACY AND CIVIL

LIBERTIES OFFICERS.—The Board shall—
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“(A) recerwve and review reports and other
mformation from privacy officers and civil lib-
erties officers under section 1062;

“(B) when appropriate, make recommenda-
tions to such privacy officers and civil liberties
officers regarding their activities; and

“(C) when appropriate, coordinate the ac-
twvities of such privacy officers and civil liberties
officers on relevant interagency matters.

“(4) TESTIMONY.—The members of the Board
shall appear and testify before Congress upon request.
“(e) REPORTS.—

“(1) IN GENERAL.—The Board shall—

“(A) receive and review reports from pri-
vacy officers and civil liberties officers under sec-
tion 1062; and

“(B) periodically submit, not less than
semaannually, reports—

“()(I) to the appropriate commaittees
of Congress, including the Committee on the
Judiciary of the Senate, the Commattee on
the Judiciary of the House of Representa-
tives, the Committee on Homeland Security
and Governmental Affairs of the Senate, the

Commattee on Homeland Security of the
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House of Representatives, the Commattee on

Oversight and Government Reform of the

House of Representatives, the Select Com-

mittee on Intelligence of the Senate, and the

Permanent Select Committee on Intelligence

of the House of Representatives; and

“(II) to the President; and
“(1n) which shall be in unclassified

Jorm to the greatest extent possible, with a

classified annex where necessary.

“(2) CONTENTS.—Not less than 2 reports sub-
mitted each year under paragraph (1)(B) shall in-
clude—

“(A) a description of the major activities of
the Board during the preceding period;

“(B) information on the findings, conclu-
sions, and recommendations of the Board result-
g from its advice and oversight functions
under subsection (d);

“(C) the minority views on any findings,
conclusions, and recommendations of the Board
resulting from its advice and oversight functions
under subsection (d);

“(D) each proposal reviewed by the Board
under subsection (d)(1) that—
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“(1) the Board advised against tvmple-

mentation; and
“(11) notwithstanding such aduvice, ac-
tions were taken to implement; and
“(E) for the preceding period, any requests
submitted wunder subsection (g)(1)(D) for the
1ssuance of subpoenas that were modified or de-
nied by the Attorney General.
“(f) INFORMING THE PUBLIC.—The Board shall—
“(1) make its reports, including its reports to
Congress, available to the public to the greatest extent
that is consistent with the protection of classified in-
Jormation and applicable law; and
“(2) hold public hearings and otherwise inform
the public of its actwvities, as appropriate and n a
manner consistent with the protection of classified in-
Jormation and applicable law.
“(g) ACCESS TO INFORMATION.—

“(1)  AUTHORIZATION.

If determined by the

Board to be necessary to carry out its responsibilities
under this section, the Board is authorized to—

“(A) have access from any department,

agency, or element of the executive branch, or

any Federal officer or employee of any such de-

partment, agency, or element, to all relevant
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records, reports, audits, reviews, documents, pa-
pers, recommendations, or other relevant mate-
rial, including classified information consistent
with applicable law;

“(B) interview, take statements from, or
take public testimony from personnel of any de-
partment, agency, or element of the executive
branch, or any Federal officer or employee of
any such department, agency, or element;

“(C) request information or assistance from
any State, tribal, or local government; and

“(D) at the direction of a majority of the
members of the Board, submit a written request
to the Attorney General of the United States that
the Attorney General require, by subpoena, per-
sons (other than departments, agencies, and ele-
ments of the executive branch) to produce any
relevant information, documents, reports, an-
swers, records, accounts, papers, and other docu-
mentary or testimonial evidence.

“(2) REVIEW OF SUBPOENA REQUEST.—

“(A) IN GENERAL.—Not later than 30 days
after the date of receipt of a request by the Board
under paragraph (1)(D), the Attorney General
shall—
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“(1) 1ssue the subpoena as requested; or
“(1n) provide the Board, in writing,
with an explanation of the grounds on
which the subpoena request has been modi-
fied or denied.
“(B) NOTIFICATION.—If a subpoena request

18 modified or denied wunder subparagraph

(A)(i1), the Attorney General shall, not later

than 30 days after the date of that modification

or denial, notify the Commattee on the Judiciary
of the Senate and the Commattee on the Judici-
ary of the House of Representatives.

“(3) KENFORCEMENT OF SUBPOENA.—In the case
of contumacy or failure to obey a subpoena issued
pursuant to paragraph (1)(D), the United States dis-
trict court for the judicial district in which the sub-
poenaed person resides, 1s served, or may be found
may 1ssue an order requiring such person to produce
the evidence required by such subpoena.

“(4) AGENCY COOPERATION.—Whenever informa-
tion or assistance requested under subparagraph (A)
or (B) of paragraph (1) 1s, in the judgment of the
Board, unreasonably refused or not provided, the
Board shall report the circumstances to the head of

the department, agency, or element concerned without
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delay. The head of the department, agency, or element
concerned shall ensure that the Board 1s given access
to the information, assistance, material, or personnel
the Board determines to be necessary to carry out its
Junctions.

“(h) MEMBERSHIP.—

“(1) MEMBERS.—The Board shall be composed of
a full-time chairman and 4 additional members, who
shall be appointed by the President, by and with the
advice and consent of the Senate.

“(2) QUALIFICATIONS.—Members of the Board
shall be selected solely on the basis of their profes-
swonal qualifications, achievements, public stature, ex-
pertise in civil liberties and privacy, and relevant ex-
perience, and without regard to political affiliation,
but in no event shall more than 3 members of the
Board be members of the same political party. The
President shall, before appointing an individual who
18 not a member of the same political party as the
President, consult with the leadership of that party,
if any, wn the Senate and House of Representatives.

“(3) INCOMPATIBLE OFFICE.—An indiidual ap-
pointed to the Board may not, while serving on the

Board, be an elected official, officer, or employee of
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the Federal Government, other than in the capacity
as a member of the Board.

“(4) TErRM.—Each member of the Board shall
serve a term of 6 years, except that—

“(A) a member appointed to a term of office
after the commencement of such term may serve
under such appointment only for the remainder
of such term; and

“(B) upon the expiration of the term of of-
fice of a member, the member shall continue to
serve until the member’s successor has been ap-
pointed and qualified, except that no member
may serve under this subparagraph—

“(1) for more than 60 days when Con-
gress is in session unless a nomination to

Jill the vacancy shall have been submatted to

the Senate; or

“(1n) after the adjournment sine die of
the sesston of the Senate in which such
nomination is submaitted.

“(5) QUORUM AND MEETINGS.—The Board shall
meet upon the call of the chavrman or a majority of
its members. Three members of the Board shall con-
stitute a quorum.

“(1) COMPENSATION AND TRAVEL KEXPENSES.—
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“(1) COMPENSATION.—

“tA) CHAIRMAN.—The chairman of the

Board shall be compensated at the rate of pay

payable for a position at level III of the Execu-

tiwe Schedule under section 5314 of title 5,

United States Code.

“(B) MEMBERS.—FKach wmember of the

Board shall be compensated at a rate of pay

payable for a position at level IV of the Execu-

tiwe Schedule under section 5315 of title 5,

United States Code, for each day during which

that member is engaged in the actual perform-

ance of the duties of the Board.

“(2) TRAVEL EXPENSES.—Members of the Board
shall be allowed travel expenses, including per diem
m lew of subsistence, at rates authorized for persons
employed intermittently by the Government under
section 5703(b) of title 5, Unated States Code, while
away from thewr homes or regular places of business
m the performance of services for the Board.

“01) STAFF.—

“(1) APPOINTMENT AND COMPENSATION.—The
chaivrman of the Board, in accordance with rules
agreed upon by the Board, shall appoint and fix the

compensation of a full-time executive director and
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such other personnel as may be necessary to enable
the Board to carry out its functions, without regard
to the provisions of title 5, United States Code, gov-
erning appointments in the competitive service, and
without regard to the provisions of chapter 51 and
subchapter Il of chapter 53 of such title relating to
classification and General Schedule pay rates, except
that no rate of pay fixed under this subsection may
exceed the equivalent of that payable for a position at
level V of the Executive Schedule under section 5316
of title 5, Unated States Code.

“(2) DETAILEES.—Any Federal employee may
be detailed to the Board without reimbursement from
the Board, and such detailee shall retain the rights,
status, and privileges of the detailee’s reqular employ-
ment without interruption.

“(3) CONSULTANT SERVICES.—The Board may
procure the temporary or intermittent services of ex-
perts and consultants in accordance with section 3109
of title 5, United States Code, at rates that do not ex-
ceed the daily rate paid a person occupying a posi-
tron at level IV of the Executive Schedule under sec-
tion 5315 of such title.

“(k) SECURITY CLEARANCES.—
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“(1) IN GENERAL—The appropriate depart-
ments, agencies, and elements of the executive branch
shall cooperate with the Board to expeditiously pro-
vide the Board members and staff with appropriate
security clearances to the extent possible under exist-
g procedures and requirements.

“(2) RULES AND PROCEDURES.—After consulta-
tion with the Secretary of Defense, the Attorney Gen-
eral, and the Director of National Intelligence, the
Board shall adopt rules and procedures of the Board
Jor physical, communications, computer, document,
personnel, and other security relating to carrying out
the functions of the Board.

“(1) TREATMENT AS AGENCY, NOT AS ADVISORY COM-
MITTEE.—The Board—

“(1) 1s an agency (as defined in section 551(1)
of title 5, United States Code); and

“(2) 1s mot an advisory committee (as defined in
section 3(2) of the Federal Advisory Commaittee Act (5
US.C. App.)).

“(m) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated to carry out this section
amounts as follows:

“(1) For fiscal year 2008, $5,000,000.

“(2) For fiscal year 2009, $6,650,000.
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“(3) For fiscal year 2010, $8,300,000.
“(4) For fiscal year 2011, $10,000,000.
“(5) For fiscal year 2012 and each subsequent
fiscal year, such sums as may be necessary.”.

(b) SECURITY RULES AND PROCEDURES.—The Pri-
vacy and Civil Liberties Oversight Board shall promptly
adopt the security rules and procedures required under sec-
tion 1061(k)(2) of the National Security Intelligence Re-
Jorm Act of 2004 (as added by subsection (a) of this sec-
tion).

(¢) TRANSITION PROVISIONS.—

( 1 ) TREATMENT OF INCUMBENT MEMBERS OF

THE PRIVACY AND CIVIL LIBERTIES OVERSIGHT

BOARD.—

(A) CONTINUATION OF SERVICE.—Any indi-
vidual who 1s a member of the Privacy and Civil
Liberties Oversight Board on the date of enact-
ment of this Act may continue to serve on the
Board until 180 days after the date of enactment
of this Act.

(B) TERMINATION OF TERMS.—The term of
any indwidual who s a member of the Privacy
and Cwil Liberties Oversight Board on the date
of enactment of this Act shall terminate 180 days
after the date of enactment of this Act.
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(2) APPOINTMENTS.—
(A) IN GENERAL.—The President and the
Senate shall take such actions as necessary for
the President, by and with the advice and con-
sent of the Senate, to appoint members to the
Privacy and Ciwvil Liberties Oversight Board as
constituted under the amendments made by sub-
section (a) in a timely manner to provide for the
continuing operation of the Board and orderly
mmplementation of this section.
(B) DESIGNATIONS.—In wmaking the ap-
pointments described under subparagraph (A) of
the first members of the Privacy and Ciuvil Lib-
erties Oversight Board as constituted under the
amendments made by subsection (a), the Presi-
dent shall provide for the members to serve terms
of 2, 3, 4, 5, and 6 years beginning on the effec-
twe date described under subsection (d)(1), with
the term of each such member to be designated by
the President.
(d) EFFECTIVE DATE.—

(1) IN GENERAL—The amendments made by
subsection (a) and subsection (b) shall take effect 180
days after the date of enactment of this Act.
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(2) TRANSITION PROVISIONS.—Subsection (c)
shall take effect on the date of enactment of this Act.
SEC. 802. DEPARTMENT PRIVACY OFFICER.
Section 222 of the Homeland Security Act of 2002 (6
U.S.C. 142) is amended—
(1) by inserting “(a) APPOINTMENT AND RE-
SPONSIBILITIES.—" before “The Secretary’; and
(2) by adding at the end the following:
“(b) AurHORITY TO INVESTIGATE.—
“(1) IN GENERAL.—The senior official appointed
under subsection (a) may—

“(A) have access to all records, reports, au-
dits, reviews, documents, papers, recommenda-
tions, and other materials available to the De-
partment that relate to programs and operations
with respect to the responsibilities of the senior
official under thas section;

“(B) make such investigations and reports
relating to the adminmistration of the programs
and operations of the Department as are, in the
sentor official’s judgment, necessary or desirable;

“(C) subject to the approval of the Sec-
retary, require by subpoena the production, by
any person other than a Federal agency, of all

mformation,  docwments,  reports,  answers,
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records, accounts, papers, and other data and

documentary evidence necessary to performance

of the responsibilities of the senior official under
this section; and

“(D) administer to or take from any person
an oath, affirmation, or affidavit, whenever nec-
essary to performance of the responsibilities of
the senior official under this section.

“(2) ENFORCEMENT OF SUBPOENAS.—Any sub-
poena issued under paragraph (1)(C) shall, wn the
case of contumacy or refusal to obey, be enforceable by
order of any appropriate United States district court.

“(3) EFFECT OF 0ATHS.—Any oath, affirmation,
or affidavit administered or taken under paragraph
(1)(D) by or before an employee of the Privacy Office
designated for that purpose by the senior official ap-
pointed under subsection (a) shall have the same force
and effect as if administered or taken by or before an
officer having a seal of office.

“(¢) SUPERVISION AND COORDINATION.—

“(1) IN GENERAL.—The senior official appointed
under subsection (a) shall—

“(A) report to, and be under the general su-

pervision of, the Secretary; and
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“(B) coordinate activities with the Inspector
General of the Department in order to avoid du-
plication of effort.

“(2) COORDINATION WITH THE INSPECTOR GEN-
ERAL.—

“(A) IN GENERAL.—FEuxcept as provided in
subparagraph (B), the senior official appointed
under subsection (a) may investigate any matter
relating to possible violations or abuse con-
cerning the administration of any program or
operation of the Department relevant to the pur-
poses under this section.

“(B) COORDINATION.—

“(1) REFERRAL.—DBefore initiating
any nvestigation described under subpara-
graph (A), the senior official shall refer the
matter and all related complaints, allega-
tions, and information to the Inspector
General of the Department.

“(11) DETERMINATIONS AND NOTIFICA-
TIONS BY THE INSPECTOR GENERAL.—

“(I) IN GENERAL.—Not later than

30 days after the receipt of a matter

referred under clause (1), the Inspector

General shall—
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“laa) make a determination
regarding whether the Inspector

General intends to initiate an

audit or mvestigation of the mat-

ter referred under clause (1); and
“(bb) notify the semior offi-
ciral of that determination.

“(II) INVESTIGATION NOT INITI-
ATED.—If the Inspector General noti-
fies the senior official under subclause
(I)(bb) that the Inspector General in-
tended to initiate an audit or inves-
tigation, but does mnot initiate that
audit or wmvestigation within 90 days
after providing that notification, the
Inspector General shall further notify
the senior official that an audit or in-
vestigation was not initiated. The fur-
ther notification under this subclause
shall be made not later than 3 days
after the end of that 90-day period.
“(1i1) INVESTIGATION BY SENIOR OFFI-

CIAL.—The senior official may investigate a

matter referred under clause (1) if—
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“(1) the Inspector General notifies

the senior  offictal  under  clause
(11)(1)(bb) that the Inspector General
does not intend to initiate an audit or
estigation relating to that matter;
or
“(II) the Inspector General pro-
vides a  further notification under
clause (11)(Il) relating to that matter.
“(iv) PRIVACY TRAINING.—Any em-
ployee of the Office of Inspector General
who audits or investigates any matter re-
ferred under clause (v) shall be required to
recewe adequate traiming on privacy laws,
rules, and regulations, to be provided by an
entity approved by the Inspector General in
consultation with the senior official ap-
pointed under subsection (a).

“(d) NOTIFICATION TO CONGRESS ON REMOVAL—If
the Secretary removes the senior official appointed under
subsection (a) or transfers that senior official to another
position or location within the Department, the Secretary
shall—

“(1) promptly submit a written notification of

the removal or transfer to Houses of Congress; and



241

“(2) include in any such notification the reasons
Jor the removal or transfer.
“(e) REPORTS BY SENIOR OFFICIAL TO CONGRESS.—
The senior official appointed under subsection (a) shall—
“(1) submat reports directly to the Congress re-
garding performance of the responsibilities of the sen-
wr official under this section, without any prior com-
ment or amendment by the Secretary, Deputy Sec-
retary, or any other officer or employee of the Depart-
ment or the Office of Management and Budget; and
“(2) inform the Commattee on Homeland Secu-
rity and Governmental Affairs of the Senate and the
Jommattee on Homeland Security of the House of
Representatives not later than—

“t4) 30 days after the Secretary dis-
approves the senior official’s request for a sub-
poena  under subsection (b)(1)(C) or the Sec-
retary substantively modifies the requested sub-
poenda; or

“(B) 45 days after the senior official’s re-
quest for a subpoena under subsection (b)(1)(C),
of that subpoena has not evther been approved or

disapproved by the Secretary.”.
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SEC. 803. PRIVACY AND CIVIL LIBERTIES OFFICERS.

(a) IN GENERAL.—RSection 1062 of the National Secu-
rity Intelligence Reform Act of 2004 (title I of Public Law
108—458; 118 Stat. 3688) is amended to read as follows:
“SEC. 1062. PRIVACY AND CIVIL LIBERTIES OFFICERS.

“la) DESIGNATION AND FUNCTIONS.—The Attorney
General, the Secretary of Defense, the Secretary of State,
the Secretary of the Treasury, the Secretary of Health and
Human Services, the Secretary of Homeland Security, the
Director of National Intelligence, the Dirvector of the Cen-
tral Intelligence Agency, and the head of any other depart-
ment, agency, or element of the executive branch designated
by the Privacy and Civil Liberties Oversight Board under
section 1061 to be appropriate for coverage under this sec-
tion shall designate not less than 1 senior officer to serve
as the principal advisor to—

“(1) assist the head of such department, agency,
or element and other officials of such department,
agency, or element in appropriately considering pri-
vacy and ciil liberties concerns when such officials
are proposing, developing, or vmplementing laws, reg-
ulations, policies, procedures, or guidelines related to
efforts to protect the Nation against terrorism;

“(2) periodically imvestigate and review depart-
ment, agency, or element actions, policies, procedures,

guidelines, and related laws and their implementa-
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tion to ensure that such department, agency, or ele-
ment 1s adequately considering privacy and civil lib-
erties in its actions;

“(3) ensure that such department, agency, or ele-
ment has adequate procedures to receive, investigate,
respond to, and redress complaints from individuals
who allege such department, agency, or element has
violated their privacy or civnl liberties; and

“(4) i providing advice on proposals to retain
or enhance a particular governmental power the offi-
cer shall consider whether such department, agency,
or element has established—

“(A) that the need for the power is balanced
with the need to protect privacy and civil lb-
erties;

“(B) that there 1is adequate supervision of
the use by such department, agency, or element
of the power to ensure protection of privacy and
cwil liberties; and

“(C) that there are adequate guidelines and
oversight to properly confine its use.

“(b) EXCEPTION TO DESIGNATION AUTHORITY.—

“(1) PRIVACY OFFICERS.—In any department,

agency, or element referred to in subsection (a) or des-

wnated by the Privacy and Civil Liberties Oversight
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Board, which has a statutorily created privacy officer,
such officer shall perform the functions specified in
subsection (a) with respect to privacy.

“(2) CrviL, LIBERTIES OFFICERS.—In any de-
partment, agency, or element referred to in subsection
(a) or designated by the Board, which has a statu-
torily created civil liberties officer, such officer shall
perform the functions specified in subsection (a) with

respect to civil liberties.

“(c) SUPERVISION AND COORDINATION.—Each pri-

vacey officer or civil liberties officer described in subsection

(a) or (b) shall—

“(1) report directly to the head of the depart-
ment, agency, or element concerned; and

“(2) coordinate thewr activities with the Inspector
General of such department, agency, or element to
avoid duplication of effort.

“(d) AGENCY COOPERATION.—The head of each de-

partment, agency, or element shall ensure that each pri-

vacy officer and civil liberties officer—

“(1) has the information, material, and resources
necessary to fulfill the functions of such officer;
“(2) 1s advised of proposed policy changes;

“(3) 1s consulted by decision makers; and
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“(4) 1s gwen access to material and personnel
the officer determines to be necessary to carry out the
Junctions of such officer.

“le) REPRISAL FOR MAKING COMPLAINT.—No action
constituting a reprisal, or threat of reprisal, for making a
complaint or for disclosing information to a privacy offi-
cer or civil liberties officer described in subsection (a) or
(b), or to the Privacy and Civil Liberties Oversight Board,
that indicates a possible violation of privacy protections or
civil hiberties wn the admanmistration of the programs and
operations of the Federal Government relating to efforts to
protect the Nation from terrorvism shall be taken by any
Federal employee in a position to take such action, unless
the complaint was made or the information was disclosed
with the knowledge that it was false or with willful dis-
regard for ats truth or falsity.

“(f) PERIODIC REPORTS.—

“(1) IN GENERAL.—The privacy officers and
civil liberties officers of each department, agency, or
element referred to or described in subsection (a) or
(b) shall periodically, but not less than quarterly, sub-
mit a report on the activities of such officers—

“(A4)(1) to the appropriate committees of

Congress, including the Commattee on the Judici-

ary of the Senate, the Committee on the Judici-
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ary of the House of Representatives, the Com-

mittee on Homeland Security and Governmental

Affairs of the Senate, the Commattee on QOver-

sight and Government Reform of the House of

Representatives, the Select Commattee on Intel-

ligence of the Senate, and the Permanent Select

Commattee on Intelligence of the House of Rep-

resentatives;

“(11) to the head of such department, agen-
cy, or element; and

“(iir) to the Privacy and Civil Liberties
Oversight Board; and

“(B) which shall be in unclassified form to
the greatest extent possible, with a classified
annex where necessary.

“(2) CONTENTS.—Each report submitted under
paragraph (1) shall include information on the dis-
charge of each of the functions of the officer concerned,
mcluding—

“(A) information on the number and types
of reviews undertaken;
“(B) the type of advice provided and the re-

sponse given to such advice;
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“(C) the number and nature of the com-
plaints received by the department, agency, or
element concerned for alleged violations; and

“(D) a summary of the disposition of such
complaints, the reviews and inquiries conducted,
and the impact of the activities of such officer.

“(g) INFORMING THE PUBLIC.—FEach privacy officer
and civl liberties officer shall—

“(1) make the reports of such officer, including
reports to Congress, available to the public to the
greatest extent that is consistent with the protection
of classified information and applicable law; and

“(2) otherwise inform the public of the activities
of such officer, as appropriate and in a manner con-
sistent with the protection of classified information
and applicable law.

“(h) SAvINGS CLAUSE.—Nothing in this section shall
be construed to limit or otherwise supplant any other au-
thorities or responsibilities provided by law to privacy of-
ficers or civil liberties officers.”.

(b) CLERICAL AMENDMENT.—The table of contents for
the Intelligence Reform and Terrorism Prevention Act of
2004 (Public Law 108-458) is amended by striking the
item relating to section 1062 and inserting the following

new tem:

“Sec. 1062. Privacy and ciwvil liberties officers.”.
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SEC. 804. FEDERAL AGENCY DATA MINING REPORTING ACT

OF 2007.
(a) SHORT TrrLE—This section may be cited as the
“Federal Agency Data Mining Reporting Act of 2007
(b) DEFINITIONS.—In this section:

(1) Data MINING.—The term “data mining”
means a program involving pattern-based queries,
searches, or other analyses of 1 or more electronic
databases, where—

(A) a department or agency of the Federal
Government, or a non-Federal entity acting on
behalf of the Federal Government, is conducting
the queries, searches, or other analyses to dis-
cover or locate a predictive pattern or anomaly
mdicative of terrorist or crimanal activity on the
part of any indiwvidual or individuals;

(B) the queries, searches, or other analyses
are not subject-based and do not use personal
wdentifiers of a specific individual, or inputs as-
sociated with a specific individual or group of
mdividuals, to retrieve information from the
database or databases; and

(C) the purpose of the queries, searches, or

other analyses is not solely—
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(i) the detection of fraud, waste, or
abuse in a Government agency or program;
or
(1) the security of a Government com-
puter system.

(2) DATABASE.—The term “database” does not
celude telephone directories, news reporting, infor-
mation publicly available to any member of the pub-
lic without payment of a fee, or databases of judicial
and administrative opinions or other legal research
sources.

(¢) REPORTS ON DATA MINING ACTIVITIES BY FED-
ERAL AGENCIES.—

(1) REQUIREMENT FOR REPORT.—The head of
each department or agency of the Federal Government
that 1s engaged 1n any activity to use or develop data
manang shall submit a report to Congress on all such
activities of the department or agency under the juris-
diction of that official. The report shall be produced
m coordination with the priwacy officer of that de-
partment or agency, if applicable, and shall be made
available to the public, except for an annex described
m subparagraph (C).

(2) CONTENT OF REPORT.—Kach report sub-

mitted under subparagraph (A) shall include, for each
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activity to use or develop data mining, the following
mformation:

(A) A thorough description of the data min-
mg actwvity, its goals, and, where appropriate,
the target dates for the deployment of the data
mining activity.

(B) A thorough description of the data main-
g technology that is being used or will be used,
mcluding the basis for determining whether a
particular pattern or anomaly 1s indicative of
terrorist or criminal activity.

(C) A thorough description of the data
sources that are being or will be used.

(D) An assessment of the efficacy or likely
efficacy of the data mining activity in providing
accurate information consistent with and valu-
able to the stated goals and plans for the use or
development of the data mining activity.

(E) An assessment of the impact or likely
vmpact of the implementation of the data mining
activity on the privacy and civil liberties of in-
dwrduals, including a thorough description of
the actions that are being taken or will be taken
with regard to the property, privacy, or other

rights or privileges of any indwidual or individ-
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uals as a result of the implementation of the
data mining activity.

(F) A list and analysis of the laws and reg-
ulations that govern the information being or to
be collected, reviewed, gathered, analyzed, or used
m conjunction with the data mining activity, to
the extent applicable wn the context of the data
mining activity.

(G) A thorough discussion of the policies,
procedures, and guidelines that are in place or
that are to be developed and applied i the use
of such data mining activity in order to—

(1) protect the privacy and due process
rights of indwiduals, such as redress proce-
dures; and

(11) ensure that only accurate and com-
plete anformation 1s collected, reviewed,
gathered, analyzed, or used, and guard
against any harmful consequences of poten-
tial imaccuracies.

(3) ANNEX.—

(A) IN GENERAL.—A report under subpara-
graph (A) shall include in an annex any nec-
essary—

(1) classified information;



252

(11) law enforcement sensitive informa-
tion,

(111) proprietary business information;
or

(1) trade secrets (as that term 1is de-
fined n section 1839 of title 18, United
States Code).

(B) AVAILABILITY.—Any annex described in
clause (1)—

(1) shall be available, as appropriate,
and consistent with the National Security
Act of 1947 (50 U.S.C. 401 et seq.), to the
Commattee on Homeland Security and Gov-
ernmental Affavrs, the Commaittee on the Ju-
diciary, the Select Commattee on Intel-
ligence, the Commattee on Appropriations,
and the Commaittee on Banking, Housing,
and Urban Affairs of the Senate and the
Commattee on Homeland Security, the Com-
mattee on the Judiciary, the Permanent Se-
lect Committee on Intelligence, the Com-
mittee on Appropriations, and the Com-
mittee on Financial Services of the House of

Representatives; and
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(11) shall not be made available to the
public.
(4) TIME FOR REPORT.—Kach report required
under subparagraph (A) shall be—
(A) submatted not later than 180 days after
the date of enactment of this Act; and
(B) updated not less frequently than annu-
ally thereafter, to include any activity to use or
develop data mining engaged in after the date of
the prior report submatted under subparagraph
(A).
TITLE IX—PRIVATE SECTOR
PREPAREDNESS
SEC. 901. PRIVATE SECTOR PREPAREDNESS.

(a) IN GENERAL.—Title V of the Homeland Security
Act of 2002 (6 US.C. 311 et seq.), as amended by section
409, s further amended by adding at the end the fol-
lowing:

“SEC. 523. GUIDANCE AND RECOMMENDATIONS.

“(a) IN GENERAL.—Consistent with their responsibil-
wties and authorities under law, as of the day before the
date of the enactment of this section, the Administrator
and the Assistant Secretary for Infrastructure Protection,

m consultation with the private sector, may develop guid-
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ance or recommendations and identify best practices to as-
sist or foster action by the private sector in—

“(1) wdentifying potential hazards and assessing
risks and vmpacts;

“(2) matigating the impact of a wide variety of
hazards, including weapons of mass destruction;

“(3) managing necessary emergency prepared-
ness and response resources;

“(4) developing mutual aid agreements;

“(5) developing and maintaining emergency pre-
paredness and response plans, and associated oper-
ational procedures;

“(6) developing and conducting training and ex-
ercises to support and evaluate emergency prepared-
ness and response plans and operational procedures;

“(7) developing and conducting training pro-
grams for security guards to implement emergency
preparedness and response plans and operations pro-
cedures; and

“(8) developing procedures to respond to requests
Jor ainformation from the media or the public.

“(b) ISSUANCE AND PROMOTION.

Any guidance or
recommendations developed or best practices identified
under subsection (a) shall be—

“(1) issued through the Administrator; and
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“(2) promoted by the Secretary to the private
sector.

“(c) SMALL BUSINESS CONCERNS.—In developing
guidance or recommendations or identifying best practices
under subsection (a), the Administrator and the Assistant
Secretary for Infrastructure Protection shall take into con-
sideration small business concerns (under the meaning
given that term in section 3 of the Small Business Act (15
U.S.C. 632)), including any need for separate guidance or
recommendations or best practices, as necessary and ap-
propriate.

“(d) RULE OF CONSTRUCTION.—Nothing in this sec-
tion may be construed to supersede any requirement estab-
lished under any other provision of law.

“SEC. 524. VOLUNTARY PRIVATE SECTOR PREPAREDNESS
ACCREDITATION AND CERTIFICATION PRO-
GRAM.

“(a) KSTABLISHMENT.—

“(1) IN GENERAL.—The Secretary, acting

through the officer designated under paragraph (2),

shall establish and implement the voluntary private

sector preparedness accreditation and certification
program in accordance with this section.
“(2) DESIGNATION OF OFFICER.—The Secretary

shall designate an officer responsible for the accredita-
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tion and certification program under this section.
Such officer (hereinafter referred to in this section as
the ‘designated officer’) shall be one of the following:
“(A) The Administrator, based on consider-
ation of—
“(1) the expertise of the Administrator
m o emergency management and prepared-
ness i the United States; and
“(11) the responsibilities of the Admin-
wstrator as the principal advisor to the
President for all matters relating to emer-
gency management in the United States.
“(B) The Assistant Secretary for Infrastruc-
ture Protection, based on consideration of the ex-
pertise of the Assistant Secretary in, and respon-
sibilities for—
“(1) protection of critical infrastruc-
ture;
“(1n) risk assessment methodologies;
and
“(111) anteracting with the private sec-
tor on the issues described in clauses (1) and
(11).
“(C) The Under Secretary for Science and

Technology, based on consideration of the exper-
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tise of the Under Secretary in, and responsibil-

ities associated with, standards.

“(3) COORDINATION.—In carrying oul the ac-
creditation and certification program under this sec-
tion, the designated officer shall coordinate with—

“(A) the other officers of the Department re-
ferred to in paragraph (2), using the expertise
and responsibilities of such officers; and

“(B) the Special Assistant to the Secretary
for the Private Sector, based on consideration of
the expertise of the Special Assistant in, and re-
sponsibilities for, interacting with the private
sector.

“(b) VOLUNTARY PRIVATE SECTOR PREPAREDNESS
STANDARI)S; VOLUNTARY ACCREDITATION AND CERTIFI-
CATION PROGRAM FOR THE PRIVATE SECTOR.—

“(1) ACCREDITATION AND CERTIFICATION PRO-
GrAM.—Not later than 210 days after the date of en-
actment of the Implementing Recommendations of the
9/11 Commassion Act of 2007, the designated officer
shall—

“(A) begin supporting the development and
updating, as necessary, of voluntary prepared-
ness standards through appropriate organiza-

tiwons that coordinate or facilitate the develop-
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ment and use of voluntary consensus standards
and voluntary consensus standards development
organizations; and

“(B) in consultation with representatives of
appropriate organizations that coordinate or fa-
cilitate the development and wuse of voluntary
consensus standards, appropriate voluntary con-
sensus  standards — development — organizations,
each priwvate sector advisory council created
under section 102(f)(4), appropriate representa-
tives of State and local governments, including
emergency management officials, and appro-
priate private sector advisory groups, such as
sector coordinating councils and information
sharing and analysis centers—

“(1) develop and promote a program to
certify the preparedness of private sector en-
tities that voluntarily choose to seek certifi-
cation under the program; and

“(11) amplement the program under
this subsection through any entity with
which the designated officer enters into an
agreement under paragraph (3)(A), which
shall accredit third parties to carry out the

certification process under this section.
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“(2) PROGRAM ELEMENTS.—
“(A) IN GENERAL.—

“(1) PROGRAM.—The program devel-
oped and vmplemented under this subsection
shall assess whether a prwate sector entity
complies with  voluntary  preparedness
standards.

“(11) GUIDELINES.—In developing the
program under this subsection, the des-
wnated officer shall develop guidelines for
the accreditation and certification processes
established under this subsection.

“(B) STANDARDS.—The designated officer,
m  consultation with representatives of appro-
priate organizations that coordinate or facilitate
the development and use of voluntary consensus
standards, representatives of appropriate wvol-
untary consensus standards development organi-
zations, each private sector advisory council cre-
ated under section 102(f)(4), appropriate rep-
resentatives of State and local governments, in-
cluding emergency management officials, and
appropriate private sector advisory groups such
as sector coordinating councils and information

sharing and analysis centers—
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“(1) shall adopt one or more appro-
priate voluntary preparedness standards
that promote preparedness, which may be
taarlored to address the unique nature of var-
wus sectors within the private sector, as
necessary and appropriate, that shall be
used in the acereditation and certification
program under this subsection; and

“(11) after the adoption of one or more
standards under clause (1), may adopt ad-
ditional voluntary preparedness standards
or modify or discontinue the use of vol-
untary preparedness standards for the ac-
creditation and certification program, as
necessary and appropriate to promote pre-
paredness.

“(C') SUBMISSION OF RECOMMENDATIONS.—
In adopting one or more standards under sub-
paragraph (B), the designated officer may re-
cewe recommendations from any entity described
m that subparagraph relating to appropriate
voluntary preparedness standards, including ap-
propriate sector specific standards, for adoption

wn the program.
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“(D) SMALL BUSINESS CONCERNS.—The
designated officer and any entity with which the
designated officer enters into an agreement under
paragraph (3)(A) shall establish separate classi-
fications and methods of certification for small
business concerns (under the meaning given that
term in section 3 of the Small Business Act (15
US.C. 632)) for the program under this sub-
section.

“(KE) CONSIDERATIONS.—In developing and
vmplementing the program under this subsection,
the designated officer shall—

“(1) consider the unique nature of var-
wous sectors within the private sector, in-
cluding preparedness standards, business
continuity standards, or best practices, es-
tablished—

“(I) under any other provision of

Federal law; or

“(I1) by any sector-specific agen-
cy, as defined under Homeland Secu-
rity Presidential Directive-7; and

“(11) coordinate the program, as ap-

propriate, with—
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ESSES.—
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“(1) other Department private sec-
tor related programs; and

“(II) preparedness and business
continuity programs in other Federal
agencies.

ACCREDITATION AND CERTIFICATION PROC-

“(A) AGREEMENT.—

“(1) IN GENERAL.—Not later than 210
days after the date of enactment of the Im-
plementing Recommendations of the 9/11
Commassion Act of 2007, the designated of-
ficer shall enter into one or more agree-
ments with a highly qualified nongovern-
mental entity with experience or expertise
m coordinating and facilitating the devel-
opment and wuse of voluntary consensus
standards and in  managing or imple-
menting accreditation and cevtification pro-
grams for voluntary consensus standards, or
a similarly qualified private sector entity,
to carry out accreditations and oversee the
certification process under this subsection.
An entity entering into an agreement with

the designated officer under this clause
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(hereinafter referred to in this section as a
‘selected entity’) shall not perform certifi-
cations under this subsection.

“(11) CONTENTS.—A selected entity
shall manage the acereditation process and
oversee the certification process in accord-
ance with the program established wunder
this subsection and accredit qualified third
parties to carry out the certification pro-
gram established under this subsection.

“(B) PROCEDURES AND REQUIREMENTX
FOR ACCREDITATION AND CERTIFICATION.—

“(1) IN GENERAL—Any selected entity
shall collaborate to develop procedures and
requirements for the accreditation and cer-
tification processes under this subsection, in
accordance with the program established
under this subsection and guidelines devel-
oped under paragraph (2)(A4)(11).

“(11) CONTENTS AND USE.—The proce-
dures and requirements developed under
clause (1) shall—

“(I) ensure reasonable uniformity

m any accreditation and certification



264

processes if there 1s more than one se-
lected entity; and

“(II) be used by any selected enti-
ty wn conducting accreditations and
overseeing  the certification  process
under this subsection.

“(111) DISAGREEMENT.—Any disagree-
ment among selected entities in developing
procedures under clause (1) shall be resolved
by the designated officer.

“(C) DESIGNATION.—A selected entily may
accredit any qualified third party to carry out
the certification process under this subsection.

“(D) DISADVANTAGED BUSINESS INVOLVE-
MENT.—In accrediting qualified third parties to
carry out the certification process under this
subsection, a selected entity shall ensure, to the
extent practicable, that the third parties include
qualified small, minority, women-owned, or dis-
advantaged business concerns when appropriate.
The term ‘disadvantaged business concern’ means
a small business that is owned and controlled by
socially and economacally disadvantaged indi-
viduals, as defined in section 124 of title 123,

Unated States Code of Federal Regulations.
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“(E) TREATMENT OF OTHER CERTIFI-
JATIONS.—At the request of any entity seeking
certification, any selected entity may consider,
as appropriate, other relevant certifications ac-
quired by the entity seeking certification. If the
selected entity determines that such other certifi-
cations are sufficient to meet the certification re-
quirement or aspects of the certification require-
ment under this section, the selected entity may
gwe credit to the entity seeking certification, as
appropriate, to avoid unnecessarily duplicative
certification requirements.

“(F) THIRD PARTIES.—To be accredited
under subparagraph (C), a third party shall—

“(1) demonstrate that the third party
has the ability to certify private sector enti-
ties wn accordance with the procedures and
requirements developed under subparagraph
(B);

“(11) agree to perform certifications in
accordance with such procedures and re-
quirements;

“(1ir) agree not to have any beneficial
interest i or any direct or indirect control

over—
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“(I) a private sector entity for
which that third party conducts a cer-
tification under this subsection; or
“(II) any organization that pro-
vides preparedness consulting services
to private sector entities;

“(iw) agree not to have any other con-
Jflict of interest with respect to any private
sector entity for which that third party con-
ducts a certification under this subsection;

“(v) maintain Liability insurance cov-
erage at policy limits in accordance with
the requirements developed under subpara-
graph (B); and

“(v1) enter into an agreement with the
selected entity accrediting that third party
to protect any proprietary information of a
private sector entity obtained wunder this
subsection.

“(G) MONITORING.—

“(1) IN GENERAL.—The designated offi-
cer and any selected entity shall regularly
monitor and inspect the operations of any
third party conducting certifications under

this subsection to ensure that the third
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party s complying with the procedures and
requirements established under subpara-
graph (B) and all other applicable require-
ments.

“(11) REVOCATION.—If the designated
officer or any selected entity determines that
a third party 1s not meeting the procedures
or requirements established under subpara-
graph (B), the selected entity shall—

“(I) revoke the accreditation of
that third party to conduct certifi-
cations under this subsection; and

“(II) review any certification con-
ducted by that third party, as nec-
essary and appropriate.

“(4) ANNUAL REVIEW.—

“(A) IN GENERAL.—The designated officer,
m consultation with representatives of appro-
priate organizations that coordinate or facilitate
the development and use of voluntary consensus
standards, appropriate voluntary consensus
standards — development organizations, appro-
priate representatives of State and local govern-
ments, including emergency management offi-

cials, and each private sector advisory council
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created under section 102(f)(4), shall annually

review the voluntary accreditation and certifi-
cation program established under this subsection
to ensure the effectiveness of such program (in-
cluding the operations and management of such
program by any selected entity and the selected
entity’s inclusion of qualified disadvantaged
business concerns under paragraph (3)(D)) and
make 1mprovements and adjustments to the pro-
gram as necessary and appropriate.

“(B) REVIEW OF STANDARDS.—Kach review
under subparagraph (A) shall include an assess-
ment of the voluntary preparedness standard or
standards used wn the program under this sub-
section.

“(5) VOLUNTARY PARTICIPATION.—Certification

under this subsection shall be voluntary for any pri-
vate sector entity.

“(6) PuBLIC LISTING.—The designated officer
shall mawntain and make public a listing of any pri-
vate sector entity certified as being in compliance
with the program established under this subsection, if
that private sector entity consents to such listing.

“(c) RULE OF CONSTRUCTION.—Nothing in this sec-

tion may be construed as—
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“(1) a requirement to replace any preparedness,
emergency response, or business continuity standards,
requirements, or best practices established—

“(A) under any other provision of federal
law; or

“(B) by any sector-specific agency, as those
agencies are defined under Homeland Security

Presidential Directive-7; or

“(2) exemptling any private sector entity seeking
certification or meeting certification requirements
under subsection (b) from compliance with all appli-
cable statutes, requlations, directives, policies, and in-
dustry codes of practice.”.

(b) REPORT TO CONGRESS.—Not later than 210 days
after the date of enactment of this Act, the Secretary shall
submit to the Commattee on Homeland Security and Gov-
ernmental Affairs of the Senate and the Committee on
Homeland Security and the Commaittee on Transportation
and Infrastructure of the House of Representatives a re-
port detailing—

(1) any action taken to implement section 524(b)
of the Homeland Security Act of 2002, as added by
subsection (a), including a discussion of—

(A) the separate methods of classification

and certification for small business concerns
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(under the meaning given that term in section 3
of the Small Business Act (15 U.S.C. 632)) as
compared to other private sector entities; and

(B) whether the separate classifications and
methods of certification for small business con-
cerns are likely to help to ensure that such meas-
ures are not overly burdensome and are adequate
to meet the voluntary preparedness standard or
standards adopted by the program under section
524(b) of the Homeland Security Act of 2002, as
added by subsection (a); and

(2) the status, as of the date of that report, of the

vmplementation of that subsection.

(¢) DEADLINE FOR DESIGNATION OF OFFICER.—The

Secretary of Homeland Security shall designate the officer

as described in section 524 of the Homeland Security Act

of 2002, as added by subsection (a), by not later than 30

days after the date of the enactment of this Act.

(d) DEFINITION.—Section 2 of the Homeland Secu-

rity Act of 2002 (6 U.S.C. 101) is amended by adding at

the end the following:

“(18) The term ‘voluntary preparedness stand-

ards’ means a common set of criteria for prepared-

ness, disaster management, emergency management,

and business continuity programs, such as the Amer-
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wcan  National Standards Institute’s National Fire

Protection Association Standard on Disaster/Emer-

gency Management and Business Continuity Pro-

grams (ANSI/NFPA 1600).”.

(¢) CLERICAL AMENDMENTS.—The table of contents
wm section 1(b) of such Act s further amended by adding
at the end the following:

3. Quidance and recommendations.
4. Voluntary private sector preparedness accreditation and certification
program.”.

“Sec. :
“Sec. :

(f) AUTHORIZATION OF APPROPRIATIONS.—There are

authorized to be appropriated such swms as may be nec-

essary to carry out this section and the amendments made

by this section.

SEC. 902. RESPONSIBILITIES OF THE PRIVATE SECTOR OF-
FICE OF THE DEPARTMENT.

(a) IN GENERAL—Section 102(f) of the Homeland
Security Act of 2002 (6 U.S.C. 112(f)) is amended—

(1) by redesignating paragraphs (8) through (10)
as paragraphs (9) through (11), respectively; and

(2) by inserting after paragraph (7) the fol-
lowing:

“(8) providing information to the private sector
regarding voluntary preparedness standards and the
business justification for preparedness and promoting
to the private sector the adoption of voluntary pre-

paredness standards;”.
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(b) PRIVATE SECTOR ADVISORY COUNCILS.—Section
102(f)(4) of the Homeland Security Act of 2002 (6 U.S.C.
112(f)(4)) s amended—
(1) wn subparagraph (A), by striking “and” at
the end;
(2) an subparagraph (B), by inserting “and”
after the semicolon at the end; and
(3) by adding at the end the following:
“(C) adwise the Secretary on private sector
preparedness issues, including effective methods
Jor—
“(1) promoting voluntary preparedness
standards to the private sector; and
“(11) assisting the private sector in
adopting voluntary preparedness stand-

ards;”.

TITLE X—IMPROVING CRITICAL
INFRASTRUCTURE SECURITY
SEC. 1001. NATIONAL ASSET DATABASE.

(a) IN GENERAL.—Subtitle A of title II of the Home-
land Security Act of 2002, as amended by title V, is fur-
ther amended by adding at the end the following new sec-
tion:

“SEC. 210E. NATIONAL ASSET DATABASE.

“la) ESTABLISHMENT.—
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“(1) NATIONAL ASSET DATABASE.—The Sec-
retary shall establish and maintain a national data-
base of each system or asset that—

“(A) the Secretary, in consultation with ap-
propriate  homeland — security officials of the
States, determines to be vital and the loss, inter-
ruption, incapacity, or destruction of which
would have a negative or debilitating effect on
the economic security, public health, or safety of
the Unated States, any State, or any local gov-
ernment; or

“(B) the Secretary determines 1is appro-
priate for inclusion in the database.

“(2) PRIORITIZED CRITICAL INFRASTRUCTURE
LIST.—In accordance with Homeland Security Presi-
dential Directive-7, as in effect on January 1, 2007,
the Secretary shall establish and maintain a single
classified prioritized list of systems and assets in-
cluded n the database under paragraph (1) that the
Secretary determines would, if destroyed or disrupted,
cause national or regional catastrophic effects.

“(b) USE OF DATABASE.—The Secretary shall use the
database established under subsection (a)(1) wn the develop-
ment and implementation of Department plans and pro-

grams as appropriate.
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“(c) MAINTENANCE OF DATABASE.—

“(1) IN GENERAL.—The Secretary shall main-
tain and annually update the database established
under subsection (a)(1) and the list established under
subsection (a)(2), including—

“(A) establishing data collection guidelines
and providing such guidelines to the appropriate
homeland security official of each State;

“(B) regularly reviewing the guidelines es-
tablished under subparagraph (A), including by
consulting with the appropriate homeland secu-
rity officials of States, to solicit feedback about
the guidelines, as appropriate;

“(C) after providing the homeland security
official of a State with the guidelines under sub-
paragraph (A), allowing the official a reasonable
amount of time to submit to the Secretary any
data submissions recommended by the official for
wmelusion wn the database established under sub-
section (a)(1);

“(D) examining the contents and identi-
Jying any submissions made by such an official
that are described incorrectly or that do not meet
the guidelines established under subparagraph

(A); and
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“(E) providing to the appropriate homeland
security official of each relevant State a list of
submissions identified under subparagraph (D)
for review and possible correction before the Sec-
retary finalizes the decision of which submaissions
will be included in the database established
under subsection (a)(1).

“(2) ORGANIZATION OF INFORMATION IN DATA-
BASE.—The Secretary shall organize the contents of
the database established under subsection (a)(1) and
the list established under subsection (a)(2) as the Sec-
retary determines is appropriate. Any organizational
structure of such contents shall include the categoriza-
tion of the contents—

“(A) according to the sectors listed in Na-
tional Infrastructure Protection Plan developed
pursuant to Homeland Security Presidential Di-
rective-7; and

“(B) by the State and county of their loca-
tion.

“(3) PRIVATE SECTOR INTEGRATION.—The Sec-
retary shall identify and evaluate methods, including
the Department’s Protected Critical Infrastructure In-
Jormation Program, to acquire relevant private sector

wmformation for the purpose of using that information
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to generate any database or list, including the data-
base established under subsection (a)(1) and the list
established under subsection (a)(2).

“(4) RETENTION OF CLASSIFICATION.—The clas-
sification of information requived to be provided to
Congress, the Department, or any other department or
agency under this section by a sector-specific agency,
meluding the assignment of a level of classification of
such information, shall be binding on Congress, the
Department, and that other Federal agency.

“(d) REPORTS.—

“(1) REPORT REQUIRED.—Not later than 180
days after the date of the enactment of the Imple-
menting Recommendations of the 9/11 Commaission
Act of 2007, and annually thereafter, the Secretary
shall submat to the Committee on Homeland Security
and Governmental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of Rep-
resentatives a report on the database established
under subsection (a)(1) and the list established under
subsection (a)(2).

“(2) CONTENTS OF REPORT.—FEach such report

shall include the following:
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“(A) The name, location, and sector classi-
Sication of each of the systems and assets on the
list established under subsection (a)(2).

“(B) The name, location, and sector classi-
fication of each of the systems and assets on such
list that are determined by the Secretary to be
most at risk to terrorism.

“C) Any sigmificant challenges in  com-
piling the list of the systems and assets included
on such list or in the database established under
subsection (a)(1).

“(D) Any significant changes from the pre-
ceding report in the systems and assets included
on such list or in such database.

“(E) If appropriate, the extent to which
such database and such list have been used, indi-
vidually or jowntly, for allocating funds by the
Federal Government to prevent, reduce, mitigate,
or respond to acts of terrorism.

“(F) The amount of coordination between
the Department and the private sector, through
any entity of the Department that meets with
representatives of private sector industries for

purposes of such coordination, for the purpose of



278

ensuring the accuracy of such database and such

list.

“(G)) Any other information the Secretary
deems relevant.

“(3)  CLASSIFIED INFORMATION.—The report
shall be submaitted in unclassified form but may con-
tawn a classified annex.

“(e) INSPECTOR GENERAL STUDY.—By not later than
two years after the date of enactment of the Implementing
Recommendations of the 9/11 Commission Act of 2007, the
Inspector General of the Department shall conduct a study
of the implementation of this section.

“(f) NATIONAL INFRASTRUCTURE PROTECTION CON-
SORTIUM.—The Secretary may establish a consortium to
be known as the ‘National Infrastructure Protection Con-
sortium’. The Consortium may advise the Secretary on the
best way to wdentify, generate, organize, and maintain any
database or list of systems and assets established by the
Secretary, including the database established under sub-
section (a)(1) and the list established under subsection
(a)(2). If the Secretary establishes the National Infrastruc-
ture Protection Consortium, the Consortium may—

“(1) be composed of national laboratories, Fed-
eral agencies, State and local homeland security orga-

nizations, academic institutions, or national Centers
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of Excellence that have demonstrated experience work-

mg with and identifying critical infrastructure and

key resources; and

“(2) provide input to the Secretary on any re-
quest pertaining to the contents of such database or
such list.”.

(b) DEADLINES FOR IMPLEMENTATION AND NOTIFICA-
TION OF CONGRESS.—Not later than 180 days after the
date of the enactment of this Act, the Secretary of Home-
land Security shall submit the first report required under
section 210E(d) of the Homeland Security Act of 2002, as
added by subsection (a).

(¢) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of such Act is further amended by inserting

after the item relating to section 210D the following:

“Sec. 210E. National Asset Database.”.
SEC. 1002. RISK ASSESSMENTS AND REPORT.

(a) RISK ASSESSMENTS.—Section 201(d) of the
Homeland Security Act of 2002 (6 U.S.C. 121(d)) s fur-
ther amended by adding at the end the following new
paragraph:

“(25) To prepare and submit to the Committee
on Homeland Security and Governmental Affairs of
the Senate and the Commaittee on Homeland Security
m the House of Representatives, and to other appro-

priate congressional commattees having jurisdiction
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over the critical infrastructure or key resources, for

each sector identified in the National Infrastructure

Protection Plan, a report on the comprehensive assess-

ments carried out by the Secretary of the critical in-

Sfrastructure and key resources of the Unated States,

evaluating threat, vulnerability, and consequence, as

required under this subsection. Each such report—

“(A) shall contain, if applicable, actions or
countermeasures recommended or taken by the
Secretary or the head of another Federal agency
to address issues vdentified in the assessments;

“(B) shall be required for fiscal year 2007
and each subsequent fiscal year and shall be sub-
mitted not later than 35 days after the last day
of the fiscal year covered by the report; and

“(C) may be classified.”.

(b) REPORT ON INDUSTRY PREPAREDNESS.—Not
later than 6 months after the last day of fiscal year 2007
and each subsequent fiscal year, the Secretary of Home-
land Security, in cooperation with the Secretary of Com-
merce, the Secretary of Transportation, the Secretary of
Defense, and the Secretary of Energy, shall submat to the
Commattee on Banking, Housing, and Urban Affairs and
the Committee on Homeland Security and Governmental

Affairs of the Senate and the Committee on Financial
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Services and the Commattee on Homeland Security of the
House of Representatives a report that details the actions
taken by the Federal Government to ensure, in accordance
with subsections (a) and (¢) of section 101 of the Defense
Production Act of 1950 (50 U.S.C. App. 2071), the pre-
paredness of industry to reduce interruption of critical in-
Sfrastructure and key resowrce operations during an act of
terrorism, natural catastrophe, or other similar national
emergency.

SEC. 1003. SENSE OF CONGRESS REGARDING THE INCLU-
SION OF LEVEES IN THE NATIONAL INFRA-
STRUCTURE PROTECTION PLAN.

It is the sense of Congress that the Secretary should
ensure that levees are included in one of the critical infra-
structure and key resources sectors identified in the Na-

tional Infrastructure Protection Plan.

TITLE XI—ENHANCED DEFENSES
AGAINST WEAPONS OF MASS
DESTRUCTION

SEC. 1101. NATIONAL BIOSURVEILLANCE INTEGRATION
CENTER.
(a) IN GENERAL.—Title III of the Homeland Secu-
rity Act of 2002 (6 U.S.C. et seq.) is amended by adding
at the end the following:
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“SEC. 316. NATIONAL BIOSURVEILLANCE INTEGRATION

CENTER.

“la) ESTABLISHMENT—The Secretary shall establish,
operate, and maintarn a National Biosurveillance Integra-
tion Center (referred to in this section as the ‘NBI(’),
whach shall be headed by a Directing Officer, under an of-
fice or durectorate of the Department that is in existence
as of the date of the enactment of this section.

“(b) PRIMARY MISSION.—The primary mission of the
NBIC s to—

“(1) enhance the capability of the Federal Gov-
ernment to—

“(A) rapidly identify, characterize, localize,
and track a biological event of national concern
by wntegrating and analyzing data relating to
human health, anvmal, plant, food, and environ-
mental monitoring systems (both national and
mternational); and

“(B) disseminate alerts and other informa-
tion to Member Agencies and, in coordination
with (and where possible through) Member Agen-
cies, to agencies of State, local, and tribal gov-
ernments, as appropriate, to enhance the ability
of such agencies to respond to a biological event

of national concern; and
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“(2) oversee development and operation of the
National Biosurveillance Integration System.

“(c) REQUIREMENTS.—The NBIC shall detect, as
early as possible, a biological event of national concern
that presents a risk to the Unated States or the infrastruc-
ture or key assets of the United States, including by—

“(1) consolidating data from all relevant surveil-
lance systems maintained by Member Agencies to de-
tect Diological events of mnational concern across
human, animal, and plant species;

“(2) seeking private sources of surveillance, both
Joreign and domestic, when such sources would en-
hance coverage of eritical surveillance gaps;

“(3) wusing an information technology system
that uses the best available statistical and other ana-
lytical tools to adentify and characterize biological
events of national concern in as close to real-time as
18 practicable;

“(4) providing the infrastructure for such inte-
gration, including information technology systems
and space, and support for personnel from Member
Agencies with sufficient expertise to enable analysis
and interpretation of data;

“(5) working with Member Agencies to create in-

Jormation technology systems that use the minvmum
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amount of patient data necessary and consider pa-
tient confidentiality and privacy issues at all stages
of development and apprise the Privacy Officer of
such efforts; and

“(6) alerting Member Agencies and, in coordina-
tion with (and where possible through) Member Agen-
cies, public health agencies of State, local, and tribal
governments regarding any incident that could de-
velop into a biological event of national concern.
“(d) RESPONSIBILITIES OF THE DIRECTING OFFICER

oF THE NBIC.—

“(1) IN GENERAL.—The Directing Officer of the
NBIC shall—

“tA) on an ongoing basis, monitor the
avarlability and appropriateness of surveillance
systems used by the NBIC and those systems that
could enhance biological situational awareness or
the overall performance of the NBIC;

“(B) on an ongoing basis, review and seek
to improve the statistical and other analytical
methods used by the NBIC;

“(C) recerve and consider other relevant
homeland security information, as appropriate;

and
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“(D) provide technical assistance, as appro-
priate, to all Federal, regional, State, local, and
tribal government entities and private sector en-
tities that contribute data relevant to the oper-
ation of the NBIC.

“(2) ASSESSMENTS.—The Directing Officer of
the NBIC shall—

“(A) on an ongoing basis, evaluate available
data for evidence of a biological event of national
concern; and

“(B) integrate homeland security informa-
tion with NBIC data to provide overall situa-
twonal awareness and determine whether a bio-
logical event of national concern has occurred.
“(3) INFORMATION SHARING.—

“(A) IN GENERAL.—The Directing Officer of
the NBIC shall—

“(1) establish a wmethod of real-time
communication with the National Oper-
ations Center;

“(1n) in the event that a biological
event of national concern 1s detected, notify
the Secretary and disseminate results of
NBIC assessments relating to that biological

event of national concern to appropriate



286

Federal response entities and, in coordina-
tion with relevant Member Agencies, re-
gional, State, local, and tribal governmental
response entities in a timely manner;

“(111) provide any report on NBIC as-
sessments to Member Agencies and, in co-
ordination with relevant Member Agencies,
any affected regional, State, local, or tribal
government, and any private sector entity
considered appropriate that may enhance
the mission of such Member Agencies, gov-
ernments, or entities or the ability of the
Nation to respond to biological events of na-
tional concern; and

“(iw) share NBIC incident or situa-
tronal awareness reports, and other relevant
wmformation, consistent with the informa-
tion sharing environment established under
section 1016 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (6 U.S.C.
485) and any policies, guidelines, proce-
dures, instructions, or standards established
under that section.

“(B) CONSULTATION.—The Duirecting Offi-
cer of the NBIC shall implement the activities
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described in subparagraph (A) consistent with
the policies, guidelines, procedures, instructions,
or standards established under section 1016 of
the Intelligence Reform and Terrorism Preven-
tion Act of 2004 (6 U.S.C. 485) and in consulta-
tion with the Director of National Intelligence,
the Under Secretary for Intelligence and Anal-
ysis, and other offices or agencies of the Federal
Government, as appropriate.
“(e) RESPONSIBILITIES OF THE NBIC MEMBER
AGENCIES.—
“(1) IN GENERAL—EFach Member Agency
shall—

“(A) use its best efforts to integrate bio-
surveillance information into the NBIC, with the
goal of promoting information sharing between
Federal, State, local, and tribal governments to
detect biological events of national concern;

“(B) provide timely information to assist
the NBIC in maintaining biological situational
awareness for accurate detection and response
PUTrPOSes;

“(C) enable the NBIC to receive and use

biosurveillance information from member agen-
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cies to carry out its requirements under sub-

section (c);

“(D) connect the biosurveillance data siys-
tems of that Member Agency to the NBIC data
system under mutually agreed protocols that are
consistent with subsection (¢)(5);

“(E) participate wn the formation of strat-
eqy and policy for the operation of the NBIC
and its information sharing;

“(F) provide personnel to the NBIC under
an wteragency personnel agreement and consider
the qualifications of such personnel necessary to
provide hwman, animal, and environmental data
analysis —and interpretation support to the
NBIC; and

“(G) retain responsibility for the surveil-
lance and intelligence systems of that department
or agency, if applicable.

“(f) ADMINISTRATIVE AUTHORITIES.—

“(1) HIRING OF EXPERTS.—The Directing Offi-
cer of the NBIC shall hire individuals with the nec-
essary expertise to develop and operate the NBIC.

“(2) DETAIL OF PERSONNEL.—Upon the request
of the Directing Officer of the NBIC, the head of any

Federal department or agency may detail, on a reim-
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bursable basis, any of the personnel of that depart-

ment or agency to the Department to assist the NBIC

m carrying out this section.

“(g) NBIC INTERAGENCY WORKING GrROUP.—The D1-
recting Officer of the NBIC shall—

“(1) establish an interagency working group to
facilitate interagency cooperation and to advise the
Directing Officer of the NBIC regarding recommenda-
tions to enhance the biosurveillance capabilities of the
Department; and

“(2) imvite Member Agencies to serve on that
working group.

“(h) RELATIONSHIP TO OTHER DEPARTMENTS AND
AGENCIES.—The authority of the Directing Officer of the
NBIC under this section shall not affect any authority or
responsibility of any other department or agency of the
Federal Government with respect to biosurveillance activi-
ties under any program administered by that department
or agency.

“(1) AUTHORIZATION OF APPROPRIATIONS.—There
are authorized to be appropriated such sums as are nec-
essary to carry out this section.

“(j) DEFINITIONS.—In this section:
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“(1) The terms ‘biological agent’ and ‘toxin’ have
the meanings given those terms in section 178 of title
18, United States Code.

“(2) The term ‘biological event of national con-
cern’ means—

“(A) an act of terrorism involving a biologi-
cal agent or toxin; or

“(B) a natwrally occurring outbreak of an
mfectious disease that may result in a national
eprdemic.

“(3) The term ‘homeland security information’
has the meaning given that term in section 892.

“(4) The term ‘Member Agency’ means any Fed-
erval department or agency that, at the discretion of
the head of that department or agency, has entered a
memorandum of understanding regarding participa-
tion in the NBIC.

“(5) The term ‘Privacy Officer’ means the Pri-
vacy Officer appointed under section 222.”.

(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of the Homeland Security Act of 2002 (6
U.S.C. 101 et seq.) is amended by inserting after the item

relating to section 315 the following:

“Sec. 316. National Biosurveillance Integration Center.”.
(¢) DEADLINE FOR IMPLEMENTATION.—The National

Biosurveillance Integration Center under section 316 of the
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Homeland Security Act, as added by subsection (a), shall

be fully operational by not later than September 30, 2008;

(d) REPORT.—Not later than 180 days after the date
of enactment of this Act, the Secretary of Homeland Secu-
rity shall submat to the Committee on Homeland Security
and Governmental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of Representa-
tiwes an wnterim report on the status of the operations at
the National Biosurviellance Integration Center that ad-
dresses the efforts of the Center to integrate the surveillance
efforts of Federal, State, local, and tribal governments.
When the National Biosurveillance Integration Center is
Sfully operational, the Secretary shall submit to such com-
mittees a final report on the status of such operations.
SEC. 1102. BIOSURVEILLANCE EFFORTS.

The Comptroller General of the United States shall
submit to Congress a report —

(1) describing the state of Federal, State, local,
and tribal government birosurveillance efforts as of the
date of such report;

(2) describing any duplication of effort at the
Federal, State, local, or tribal government level to cre-
ate brosurveillance systems; and

(3) providing the recommendations of the Comp-

troller General regarding—
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(A) the integration of biosurveillance sys-
tems;
(B) the effective use of biosurveillance re-
sources; and
(C) the effective use of the expertise of Fed-
eral, State, local, and tribal governments.
SEC. 1103. INTERAGENCY COORDINATION TO ENHANCE DE-
FENSES AGAINST NUCLEAR AND RADIO-
LOGICAL WEAPONS OF MASS DESTRUCTION.
(a) IN GENERAL—The Homeland Security Act of
2002 (6 U.S.C. 101 et seq.) is amended by inserting after
section 1906, as redesignated by section 104, the following:
“SEC. 1907. JOINT ANNUAL INTERAGENCY REVIEW OF
GLOBAL NUCLEAR DETECTION ARCHITEC-
TURE.
“(a) ANNUAL REVIEW.—
“(1) IN GENERAL.—The Secretary, the Attorney
General, the Secretary of State, the Secretary of De-
fense, the Secretary of Energy, and the Director of
Natiwonal Intelligence shall jointly ensure interagency
coordination on the development and 1mplementation
of the global nuclear detection architecture by ensur-
g that, not less frequently than once each year—
“(A) each relevant agency, office, or enti-

ty—
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“(1) assesses its involvement, support,
and participation in the development, revi-
siton, and implementation of the global nu-
clear detection architecture; and

“(in) examines and evaluates compo-
nents of the global nuclear detection archi-
tecture (including associated strategies and
acquisition plans) relating to the operations
of that agency, office, or entity, to determine
whether such components incorporate and
address current threat assessments, sce-
narios, or intelligence analyses developed by
the Director of National Intelligence or
other agencies regarding threats relating to
nuclear or radiological weapons of mass de-
struction; and
“(B) each agency, office, or entity deploying

or operating any nuclear or radiological detec-
tiwon technology under the global nuclear detec-
tion architecture—

“(1) evaluates the deployment and op-
eration of nuclear or radiological detection
technologies under the global nuclear detec-
tion architecture by that agency, office, or

entity;
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“(11) identifies performance deficiencies
and operational or technical deficiencies in
nuclear or radiological  detection  tech-
nologies deployed under the global nuclear
detection architecture; and

“(111) assesses the capacity of that
agency, office, or entity to vimplement the re-
sponsibilities of that agency, office, or entity
under the global nuclear detection architec-
ture.

“(2) TreEcHNOLOGY.—Not less frequently than
once each wyear, the Secretary shall examine and
evaluate the development, assessment, and acquisition
of radiation detection technologies deployed or imple-
mented in support of the domestic portion of the glob-
al nuclear detection architecture.

“(b) ANNUAL REPORT ON JOINT INTERAGENCY RE-
VIEW,—

“(1) IN GENERAL.—Not later than March 31 of
each year, the Secretary, the Attorney General, the
Secretary of State, the Secretary of Defense, the Sec-
retary of Energy, and the Director of National Intel-
ligence, shall jointly submit a report regarding the
vmplementation of this section and the results of the

reviews required under subsection (a) to—
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“(A) the President;

“(B) the Committee on Appropriations, the
Committee on Armed Services, the Select Com-
mattee on Intelligence, and the Commattee on
Homeland Security and Governmental Affairs of
the Senate; and

“(C) the Commattee on Appropriations, the
Commattee on Armed Services, the Permanent
Select Commattee on Intelligence, the Commattee
on Homeland Security, and the Committee on
Science and Technology of the House of Rep-

resentatives.

“(2) ForM.—The annual report submitted under
paragraph (1) shall be submitted in unclassified form
to the maximum extent practicable, but may include
a classified annex.

“(c) DEFINITION.—In this section, the term ‘global
nuclear detection architecture’ means the global nuclear de-
tection architecture developed under section 1902.”.

(b) CLERICAL AMENDMENT.—The table of contents in
section 1(b) of the Homeland Security Act of 2002 (6
U.S.C. 101 note) is amended by inserting after the item
relating to section 1906, as added by section 104, the fol-

lowing:

“Sec. 1907. Joint annual interagency review of global nuclear detection architec-
ture.”.
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SEC. 1104. INTEGRATION OF DETECTION EQUIPMENT AND

TECHNOLOGIES.

(a) RESPONSIBILITY OF SECRETARY.—The Secretary
of Homeland Security shall have responsibility for ensur-
g that domestic chemical, biological, radiological, and
nuclear detection equipment and technologies are inte-
grated, as appropriate, with other border security systems
and detection technologies.

(b) REPORT.—Not later than 6 months after the date

of enactment of this Act, the Secretary shall submit a re-
port to Congress that contains a plan to develop a depart-
mental technology assessment process to determine and cer-
tify the technology readiness levels of chemacal, biological,
radiological, and nuclear detection technologies before the
Jull deployment of such technologies within the Unaited
States.
TITLE XII—TRANSPORTATION
SECURITY PLANNING AND IN-
FORMATION SHARING

SEC. 1201. DEFINITIONS.
For purposes of this title, the following terms apply:
(1) DEPARTMENT.—The term  “Department”
means the Department of Homeland Security.
(2) SECRETARY.—The term “Secretary” means

the Secretary of Homeland Security.
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SEC. 1202. TRANSPORTATION SECURITY STRATEGIC PLAN-

NING.

(a) IN GENERAL—RSection 114(t)(1)(B) of title 49,
Unated States Code, is amended to read as follows:

“(B) transportation modal security plans
addressing  security  risks, including threats,
vulnerabilities, and consequences, for aviation,
railroad, ferry, highway, wmaritime, pipeline,
public  transportation, over-the-road bus, and
other transportation infrastructure assets.”.

(b) CONTENTS OF THE NATIONAL STRATEGY FOR
TRANSPORTATION SECURITY.—Section 114(t)(3) of such
title is amended—

(1) wn subparagraph (B), by inserting *, based
on risk assessments conducted or recewved by the Sec-
retary of Homeland Security (including assessments
conducted under the Implementing Recommendations
of the 9/11 Commassion Act of 2007 after “risk based
priovities”;

(2) in subparagraph (D)—

(A4) by striking “and local” and inserting
“local, and tribal”; and

(B) by striking “private sector cooperation
and participation” and inserting “cooperation

and participation by private sector entities, in-
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cluding  nonprofit  employee labor organiza-
tions,”’;
(3) in subparagraph (E)—

(A4) by striking “response” and inserting
“prevention, response,”; and

(B) by inserting “and threatened and exe-
cuted acts of terrorism outside the United States
to the extent such acts affect United States trans-
portation systems” before the period at the end;

(4) in subparagraph (F), by adding at the end

the following: “Transportation security research and

development projects shall be based, to the extent

practicable, on such priorvitization. Nothing in the

preceding sentence shall be construed to requirve the

termination of any research or development project

mitiated by the Secretary of Homeland Security or

the Secretary of Transportation before the date of en-

actment of the Implementing Recommendations of the

9/11 Commassion Act of 2007.7; and

(5) by adding at the end the following:

“(6)) A 3- and 10-year budget for Federal
transportation  security  programs that —will
achieve the priorities of the National Strategy

Jor Transportation Security.
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“C(H) Methods for Ulinking the individual

transportation modal security plans and the pro-
grams contained therein, and a plan for address-
mg the security needs of intermodal transpor-
tation.

“(I) Transportation modal security plans
described in paragraph (1)(B), including oper-
ational recovery plans to expedite, to the maux-
mmum extent practicable, the return to operation
of an adversely affected transportation system
Jollowing a major terrorist attack on that system
or other incident. These plans shall be coordi-
nated with the resumption of trade protocols re-
quired under section 202 of the SAFE Port Act
(6 US.C. 942) and the National Maritime
Transportation Security Plan required under
section 70103(a) of title 46.”.

(¢c)  PERIODIC  PROGRESS  REPORTS.—Section
114(t)(4) of such title 1s amended—
(1) wn subparagraph (C)—

(A) in clause (1) by inserting “, including
the transportation modal security plans” before
the period at the end; and

(B) by striking clause (i1) and inserting the
Jollowing:
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“(11) CONTENT.—Each progress report
submatted under this subparagraph shall in-
clude, at a minvmum, the following:

“(I) Recommendations for im-
proving and implementing the Na-
tional Strategy for Transportation Se-
curity and the transportation modal
and intermodal security plans that the
Secretary of Homeland Security, in
consultation with the Secretary of
Transportation, considers appropriate.

“(II) An accounting of all grants
for transportation security, including
grants and contracts for research and
development, awarded by the Secretary
of Homeland Security in the most re-
cent fiscal year and a description of
how such grants accomplished the goals
of the National Strategy for Transpor-
tation Security.

“(II1) An accounting of all—

“laa) funds requested in the

President’s budget submaitted pur-

suant to section 1105 of title 31
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Jor the most recent fiscal year for
transportation security, by mode;

“(bb) personnel working on
transportation security by mode,
mceluding the number of contrac-
tors; and

“lcc) nformation on the
turnover an  the previous year
among senior staff of the Depart-
ment of Homeland Security, in-
cluding component agencies, work-
g on  transportation  security
issues. Such information shall in-
clude the number of employees
who have permanently left the of-
fice, agency, or area in which they
worked, and the amount of time
that they worked for the Depart-
ment.

“(vir)  WRITTEN  EXPLANATION — OF
TRANSPORTATION SECURITY ACTIVITIES NOT
DELINEATED IN THE NATIONAL STRATEGY
FOR TRANSPORTATION SECURITY.—At the
end of each fiscal year, the Secretary of

Homeland Security shall submat to the ap-
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propriate congressional commattees a writ-
ten explanation of any Federal transpor-
tation security actiwity that is inconsistent
with the National Strategy for Transpor-
tation Security, including the amount of
funds to be expended for the activity and
the number of personnel involved.”; and

(2) by striking subparagraph (E) and inserting

the following:

“(E) APPROPRIATE CONGRESSIONAL COM-
MITTEES DEFINED.—In this subsection, the term
‘appropriate congressional commattees’ means the
Commattee on Transportation and Infrastructure
and the Committee on Homeland Security of the
House of Representatives and the Commattee on
Commerce, Science, and Transportation, the
Committee on Homeland Security and Govern-
mental Affairs, and the Committee on Banking,

Housing, and Urban Affairs of the Senate.”.

(d) PRIORITY STATUS.—Section 114(1)(5)(B) of such

title 1s amended—

and

(1) in clause (i11), by striking “and” at the end;

(2) by redesignating clause (iv) as clause (v);

(3) by inserting after clause (i1v) the following:
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“(iw) the transportation sector specific
plan  required under Homeland Security
Presidential Directive 7; and”.

(¢) COORDINATION AND PLAN DISTRIBUTION.—Sec-
tion 114(t) of such title 1s amended by adding at the end
the following:

“(6) COORDINATION.—In carrying out the re-
sponsibilities under this section, the Secretary of
Howmeland Security, wn coordination with the Sec-
retary of Transportation, shall consult, as appro-
priate, with Federal, State, and local agencies, tribal
governments, private sector entities (including non-
profit employee labor organizations), institutions of
hagher learning, and other entities.

“(7) PLAN DISTRIBUTION.—The Secretary of
Homeland Security shall make available and appro-
priately publicize an unclassified version of the Na-
tional Strategy for Transportation Security, includ-
mg its  component transportation modal security
plans, to Federal, State, regional, local and tribal au-
thorities, transportation system owners or operators,
private sector stakeholders, including nonprofit em-
ployee labor organizations representing transpor-
tation employees, institutions of higher learning, and

other appropriate entities.”.
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SEC. 1203. TRANSPORTATION SECURITY INFORMATION

SHARING.

(a) IN GENERAL—RSection 114 of title 49, United
States Code, is amended by adding at the end the fol-
lowing:

“(u)  TRANSPORTATION SECURITY INFORMATION
SHARING PLAN.—

“(1) DEFINITIONS.—In this subsection:

“(A) APPROPRIATE CONGRESSIONAL COM-
MITTEES.—The term ‘appropriate congressional
committees’ has the meaning given that term in
subsection (1).

“(B) PrLAN—The term ‘Plan’ means the
Transportation Security Information Sharing
Plan established under paragraph (2).

“(C)  PUBLIC AND  PRIVATE  STAKE-
HOLDERS.—The term ‘public and private stake-
holders” means Federal, State, and local agencies,
tribal governments, and appropriate private en-
tities, including nonprofit employee labor orga-
nizations representing transportation employees.

“(D) SECRETARY~—The term ‘Secretary’
means the Secretary of Homeland Security.

“(E) TRANSPORTATION SECURITY INFORMA-
TION.—The term ‘transportation security infor-

mation” means information relating to the risks
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to transportation modes, including aviation,

public transportation, railvoad, ferry, highway,

maritime, pipeline, and over-the-road bus trans-
portation, and may include specific and general
wtelligence products, as appropriate.

“(2) ESTABLISHMENT OF PLAN.—The Secretary
of Homeland Security, in consultation with the pro-
gram manager of the information sharing environ-
ment established under section 1016 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (6
URS.C. 485), the Secretary of Transportation, and
public and private stakeholders, shall establish a
Transportation Security Information Sharing Plan.
In establishing the Plan, the Secretary shall gather
mput on the development of the Plan from private
and public stakeholders and the program manager of
the anformation sharing environment established
under section 1016 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (6 U.S.C. 485).

“(3) PURPOSE OF PLAN.—The Plan shall pro-
mote sharing of transportation security information
between the Department of Homeland Security and
public and private stakeholders.

“(4) CONTENT OF PLAN.—The Plan shall in-

clude—
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“(A) a description of how intelligence ana-
lysts within the Department of Homeland Secu-
rity will coordinate thewr activities within the
Department and with other Federal, State, and
local agencies, and tribal governments, including
coordination with existing modal information
sharing centers and the center described in sec-
tion 1410 of the Implementing Recommendations
of the 9/11 Commassion Act of 2007;

“(B) the establishment of a point of contact,
which may be a single point of contact within
the Department of Homeland Security, for each
mode of transportation for the sharing of trans-
portation security information with public and
private stakeholders, including an explanation
and jgustification to the appropriate congres-
stonal commaittees if the point of contact estab-
lished pursuant to this subparagraph differs
Jrom the agency within the Department that has
the primary authority, or has been delegated
such authority by the Secretary, to requlate the
security of that transportation mode;

“(C) a reasonable deadline by which the

Plan will be implemented; and
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“(D) a description of resource needs for ful-
Sfilling the Plan.

“(5) COORDINATION WITH INFORMATION SHAR-
ING .—The Plan shall be—

“(A) wmplemented in coordination, as ap-
propriate, with the program manager for the in-
Jormation sharing environment established under
section 1016 of the Intelligence Reform and Ter-
rorism Prevention Act of 2004 (6 U.S.C. 485);
and

“(B) consistent with the establishment of the
mformation sharing environment and any poli-
cies, guidelines, procedures, instructions, or
standards established by the President or the
program manager for the implementation and
management of the information sharing environ-
ment.

“(6) REPORTS TO CONGRESS.—

“(A) IN GENERAL—Not later than 150
days after the date of enactment of this sub-
section, and annually thereafter, the Secretary
shall submit to the appropriate congressional
commattees, a report containing the Plan.

“(B) ANNUAL REPORT—Not later than 1

year after the date of enactment of this sub-
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section, the Secretary shall submit to the appro-
priate congressional committees a report on up-
dates to and the implementation of the Plan.
“(7) SURVEY AND REPORT.—

“(A) IN GENERAL—The Comptroller Gen-
eral of the United States shall conduct a biennial
survey of the satisfaction of recipients of trans-
portation intelligence reports disseminated under
the Plan.

“(B) INFORMATION SOUGHT.—The survey
conducted under subparagraph (A) shall seek in-
Jormation about the quality, speed, regularity,
and classification of the transportation security
mformation products disseminated by the De-
partment of Homeland Security to public and
private stakeholders.

“(C) REPORT.—Not later than 1 year after
the date of the enactment of the Implementing
Recommendations of the 9/11 Commassion Act of
2007, and every even nwmbered year thereafter,
the Comptroller General shall submit to the ap-
propriate congressional commattees, a report on
the results of the survey conducted under sub-

paragraph (A). The Comptroller General shall
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also provide a copy of the report to the Sec-

retary.

“(8) SECURITY CLEARANCES.—The Secretary
shall, to the greatest extent practicable, take steps to
expedite the security clearances needed for designated
public and private stakeholders to receive and obtain
access to classified iformation distributed under this
section, as appropriate.

“(9) CLASSIFICATION OF MATERIAL.—The Sec-
retary, to the greatest extent practicable, shall provide
designated public and private stakeholders with trans-
portation security information in an unclassified for-
mat.”.

(b) CONGRESSIONAL OVERSIGHT OF SECURITY AS-
SURANCE FOR PUBLIC AND PRIVATE STAKEHOLDERS.—

(1) IN GENERAL—Except as provided in para-
graph (2), the Secretary shall provide a semiannual
report to the Committee on Homeland Security and
Governmental Affavrs, the Committee on Commerce,
Science, and Transportation, and the Commaittee on
Banking, Housing, and Urban Affairs of the Senate
and the Committee on Homeland Security and the
Committee on Transportation and Infrastructure of

the House of Representatives that includes—
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(A) the number of public and private stake-
holders who were provided with each report;
(B) a description of the measures the Sec-
retary has taken, under section 114(u)(7) of title

49, United States Code, as added by this section,

or otherwise, to ensure proper treatment and se-

curity for any classified information to be shared
with the public and private stakeholders under
the Plan; and

(C) an explanation of the reason for the de-
nial of transportation security information to
any stakeholder who had previously received such
mformation.

(2) NO REPORT REQUIRED IF NO CHANGES IN
STAKEHOLDERS.—The Secretary is not required to
provide a semiannual report under paragraph (1) if
no stakeholders have been added to or removed from
the group of persons with whom transportation secu-
rity information 1s shared under the plan since the
end of the period covered by the last preceding semi-

annual report.
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SEC. 1204. NATIONAL DOMESTIC PREPAREDNESS CONSOR-
TIUM.

(a) IN GENERAL.—The Secretary is authorized to es-
tablish, operate, and maintain a National Domestic Pre-
paredness Consortium within the Department.

(b) MEMBERS.—Members of the National Domestic
Preparedness Consortium shall consist of—

(1) the Center for Domestic Preparedness;

(2) the National Energetic Materials Research
and Testing Center, New Mexico Institute of Mining
and Technology;

(3) the National Center for Biomedical Research
and Training, Lowistana State University;

(4) the National Emergency Response and Res-
cue Training Center, Texas A&CM University;

(5) the National Exercise, Test, and Training
Center, Nevada Test Site;

(6) the Transportation Technology Center, Incor-
porated, in Pueblo, Colorado; and

(7) the National Disaster Preparedness Training
Jenter, University of Hawaini.

(¢) DUTIES.—The National Domestic Preparedness
Consortium shall identify, develop, test, and deliver train-
mg to State, local, and tribal emergency response pro-
viders, provide on-site and mobile traiming at the perform-

ance and management and planning levels, and facilitate
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the delivery of training by the training partners of the De-
partment.
(d) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary—
(1) for the Center for Domestic Preparedness—
(A) $57,000,000 for fiscal year 2008;
(B) $60,000,000 for fiscal year 2009;
(C) $63,000,000 for fiscal year 2010; and
(D) $66,000,000 for fiscal year 2011; and
(2) for the National Energetic Materials Re-
search and Testing Center, the National Center for
Biomedical Research and Training, the National
Emergency Response and Rescue Training Center, the
National Exercise, Test, and Training Center, the
Transportation Technology Center, Incorporated, and
the National Disaster Preparedness Training Center
each—
(A) $22,000,000 for fiscal year 2008;
(B) $23,000,000 for fiscal year 2009;
(C) $24,000,000 for fiscal year 2010; and
(D) $25,500,000 for fiscal year 2011.
() SAVINGS PROVISION.—From the amounts appro-
priated pursuant to this section, the Secretary shall ensure
that future amounts provided to each of the following enti-

ties are not less than the amounts provided to each such
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entity for participation in the Consortium in fiscal year
2007:

(1) the Center for Domestic Preparedness;

(2) the National Energetic Materials Research
and Testing Center, New Mexico Institute of Mining
and Technology;

(3) the National Center for Biomedical Research
and Training, Lowistana State University;

(4) the National Emergency Response and Res-
cue Training Center, Texas A&M University; and

(5) the National Exercise, Test, and Training
Center, Nevada Test Site.

SEC. 1205. NATIONAL TRANSPORTATION SECURITY CENTER
OF EXCELLENCE.

(a) ESTABLISHMENT.—The Secretary shall establish a
National Transportation Security Center of Kaxcellence to
conduct research and education activities, and to develop
or provide professional security training, including the
traiming of transportation employees and transportation
professionals.

(b) DESIGNATION.—The Secretary shall select one of
the institutions identified in subsection (c) as the lead in-
stitution responsible for coordinating the National Trans-
portation Security Center of Excellence.

(¢) MEMBER INSTITUTIONS.—
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(1) CONSORTIUM.—The institution of higher edu-
cation selected wunder subsection (D) shall execute
agreements with the other institutions of higher edu-
cation dentified in thas subsection and other institu-
tions designated by the Secretary to develop a consor-
tium to assist in accomplishing the goals of the Cen-
ter.

(2) MEMBERS.—The National Transportation
Security Center of Excellence shall consist of—

(A) Texas Southern University in Houston,
Texas;

(B) the National Transit Institute at Rut-
gers, The State University of New Jersey;

(C) Tougaloo College;

(D) the Connecticut Transportation Insti-
tute at the University of Connecticut;

(E) the Homeland Security Management
Institute, Long Island University;

(F) the Mack-Blackwell National Rural
Transportation Study Center at the University
of Arkansas; and

(G) any additional institutions or facilities
designated by the Secretary.

(3) CERTAIN INCLUSIONS.—To the extent prac-

ticable, the Secretary shall ensure that an appropriate
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number of any additional consortium colleges or uni-

versities designated by the Secretary under this sub-

section are Historically Black Colleges and Univer-

sitres, Hispanic Serving Institutions, and Indian

Tribally Controlled Colleges and Universities.

(d) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to carry out this section—

(1) $18,000,000 for fiscal year 2008;

(2) $18,000,000 for fiscal year 2009;

(3) $18,000,000 for fiscal year 2010; and

(4) $18,000,000 for fiscal year 2011.

SEC. 1206. IMMUNITY FOR REPORTS OF SUSPECTED TER-
RORIST ACTIVITY OR SUSPICIOUS BEHAVIOR
AND RESPONSE.
(a) IMMUNITY FOR REPORTS OF SUSPECTED TER-
RORIST ACTIVITY OR SUSPICIOUS BEHAVIOR.—

(1) IN GENERAL.—Any person who, in good faith
and based on objectively reasonable suspicion, makes,
or causes to be made, a voluntary report of covered
activity to an authorized official shall be 1mmune
Jrom civil liability under Federal, State, and local
law for such report.

(2) FALSE REPORTS.—Paragraph (1) shall not

apply to any report that the person knew to be false
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or was made with reckless disregard for the truth at
the time that person made that report.
(b) IMMUNITY FOR RESPONSE.—

(1) IN GENERAL.—Any authorized official who
observes, or recewes a report of, covered activity and
takes reasonable action in good faith to respond to
such actwity shall have qualified 1mmunity from
civil liability for such action, consistent with applica-
ble law in the relevant jurisdiction. An authorized of-
ficial as defined by subsection (d)(1)(A) not entitled
to assert the defense of qualified immunity shall nev-
ertheless be immune from civil liability under Fed-
eral, State, and local law if such authorized official
takes reasonable action, in good faith, to respond to
the reported activity.

(2) SAVINGS CLAUSE.—Nothing wn this sub-
section shall affect the ability of any authorized offi-
cial to assert any defense, privilege, or immunity that
would otherwise be available, and this subsection shall
not be construed as affecting any such defense, privi-
lege, or immunity.

(¢c) ATTORNEY FEES AND COSTS.—Any person or au-
thorized official found to be vmmune from civnl Liability
under this section shall be entitled to recover from the

plantiff all reasonable costs and attorney fees.
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(d) DEFINITIONS.—In this section:

(1) AUTHORIZED OFFICIAL—The term “author-
1zed official” means—

(A4) any employee or agent of a passenger
transportation system or other person with re-
sponsibilities relating to the security of such sys-
tems;

(B) any officer, employee, or agent of the
Department of Homeland Security, the Depart-
ment of Transportation, or the Department of
Justice with responsibilities relating to the secu-
rity of passenger transportation systems; or

(C) any Federal, State, or local law enforce-
ment officer.

(2) COVERED ACTIVITY.—The term “covered ac-
twity” means any suspicious transaction, activity, or
occurrence that involves, or is directed against, a pas-
senger transportation system or vehicle or its pas-
sengers indicating that an individual may be engag-
mg, or preparing to engage, in a violation of law re-
lating to—

(A4) a threat to a passenger transportation

system or passenger safety or security; or
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(B) an act of terrorism (as that term is de-
Sfined in section 3077 of title 18, Unated States
Code).

(3) PASSENGER TRANSPORTATION.—The term
“passenger transportation” means—

(A) public transportation, as defined in sec-
tion 5302 of title 49, United States Code;

(B) over-the-road bus transportation, as de-
SJined in title XV of this Act, and school bus
transportation;

(C) antercity passenger rail transportation
as defined in section 24102 of title 49, United
States Code;

(D) the transportation of passengers on-
board a passenger wvessel as defined in section
2101 of title 46, Unated States Code;

(E) other regularly scheduled waterborne
transportation service of passengers by vessel of
at least 20 gross tons; and

(F) air transportation, as defined in section
40102 of title 49, Unated States Code, of pas-
Sengers.

(4) PASSENGER TRANSPORTATION SYSTEM.—The
term “‘passenger transportation system”™ means an en-

tity or entities organized to provide passenger trans-
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portation using vehicles, including the infrastructure
used to provide such transportation.
(5) VEHICLE.—The term “vehicle” has the mean-
g given to that term in section 1992(16) of title 18,
United States Code.
(¢) EFFECTIVE DATE.—This section shall take effect
on October 1, 2006, and shall apply to all activities and

clavms occurring on or after such date.

TITLE XIII—TRANSPORTATION
SECURITY ENHANCEMENTS
SEC. 1301. DEFINITIONS.

For purposes of this title, the following terms apply:

(1) APPROPRIATE CONGRESSIONAL — COMMIT-
TEES.—The term “appropriate congressional commait-
tees” means the Commaittee on Commerce, Science,
and Transportation, the Committee on Banking,
Housing, and Urban Affairs, and the Committee on
Homeland Security and Governmental Affairs of the
Senate and the Committee on Homeland Security and
the Commattee on Transportation and Infrastructure
of the House of Representatives.

(2) DEPARTMENT.—The term “Department”
means the Department of Homeland Security.

(3) SECRETARY.—The term “Secretary” means

the Secretary of Homeland Security.
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(4) STATE.—The term “State” means any one of
the 50 States, the District of Columbia, Puerto Rico,
the Northern Mariana Islands, the Virgin Islands,
Guam, American Samoa, and any other territory or
possesston of the United States.

(5) TERRORISM.—The term “terrorism”™ has the
meaning that term has in section 2 of the Homeland
Security Act of 2002 (6 U.S.C. 101).

(6) UNITED STATES.—The term “Unated States”
means the 50 States, the District of Columbia, Puerto
Rico, the Northern Mariana Islands, the Virgin Is-
lands, Guam, American Samoa, and any other terri-
tory or possession of the United States.

SEC. 1302. ENFORCEMENT AUTHORITY.

(a) IN GENERAL.—RSection 114 of title 49, United
States Code, as amended by section 1203 of this Act, is
Sfurther amended by adding at the end the following:

“(v) ENFORCEMENT OF REGULATIONS AND ORDERS
OF THE SECRETARY OF HOMELAND SECURITY.—

“(1) APPLICATION OF SUBSECTION.

“(A) IN GENERAL.—This subsection applies
to the enforcement of regulations prescribed, and
orders issued, by the Secretary of Homeland Se-
curity under a provision of chapter 701 of title

46 and under a provision of this title other than
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a provision of chapter 449 (in this subsection re-
ferred to as an ‘applicable provision of this
title’).

“(B) VIOLATIONS OF CHAPTER 449.—The
penalties for violations of requlations prescribed
and orders issued by the Secretary of Homeland
Security under chapter 449 of this title are pro-
vided under chapter 463 of this title.

“(C) NONAPPLICATION TO CERTAIN VIOLA-
TIONS.—

“(1) Paragraphs (2) through (5) do not
apply to wviolations of regulations pre-
seribed, and orders issued, by the Secretary
of Homeland Security under a provision of
this title—

“(I) wvolving the transportation
of personnel or shipments of materials
by contractors where the Department of
Defense has assumed control and re-
sponsibility;

“(II) by a member of the armed
Jorces of the United States when per-

Jormang official duties; or
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“(I11) by a civilian employee of
the Department of Defense when per-
Jorming official duties.
“(i1) Violations described in subclause

(1), (II), or (I1I) of clause (1) shall be sub-

ject to penalties as determined by the Sec-

retary of Defense or the Secretary’s des-
1gnee.
“(2) CIVIL PENALTY.—

“(A) IN GENERAL.—A person is liable to the
United States Government for a civil penalty of
not more than $10,000 for a violation of a regu-
lation prescribed, or order issued, by the Sec-
retary of Homeland Security under an applica-
ble provision of this title.

“(B) REPEAT VIOLATIONS.—A separate vio-
lation occurs under this paragraph for each day
the violation continues.

“(3) ADMINISTRATIVE IMPOSITION OF CIVIL PEN-
ALTIES.—

“(A) IN GENERAL.—The Secretary of Home-
land Security may 1mpose a civil penalty for a
violation of a regulation preseribed, or order

wssued, under an applicable provision of this



323
title. The Secretary shall give written notice of
the finding of a violation and the penalty.

“(B) SCOPE OF CIVIL ACTION.—In a civil

action to collect a civil penalty imposed by the
Secretary under this subsection, a court may not
re-examine issues of liability or the amount of
the penalty.

“(C) JURrISDICTION.—The district courts of
the United States shall have exclusive jurisdic-
tion of civil actions to collect a civil penalty vm-
posed by the Secretary under this subsection 1f—

“(1) the amount in controversy is more
than—

“(1) $400,000, if the violation was
commatted by a person other than an
mdividual or small business concern;
or

“(II) $50,000 if the violation was
committed by an individual or small
business concern;

“(i1) the action s in rem or another
action i rem based on the same violation

has been brought; or
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“(111) another action has been brought
Jor an injunction based on the same viola-
tion.

“(D) MAXIMUM PENALTY.~—The maximum
cwil penalty the Secretary administratively may
vmpose under this paragraph 1s—

“(v) $400,000, if the wviolation was
committed by a person other than an indi-
vidual or small business concern; or

“(11) $50,000, of the violation was com-
mitted by an individual or small business
concern.

“(E) NOTICE AND OPPORTUNITY TO RE-
QUEST HEARING.—Before 1mposing a penalty
under this section the Secretary shall provide to
the person against whom the penalty 1s to be 1m-
posed—

“(1) written notice of the proposed pen-
alty; and

“(11) the opportunity to request a hear-
mg on the proposed penalty, if the Sec-
retary recewes the request not later than 30
days after the date on which the person re-
cerves notice.

“(4) COMPROMISE AND SETOFF.—
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“(A) The Secretary may compromaise the
amount of a ciwil penalty imposed under this
subsection.

“(B) The Government may deduct the
amount of a ciunl penalty imposed or com-
promised under this subsection from amounts it
owes the person liable for the penalty.

“(5) INVESTIGATIONS AND PROCEEDINGS.—
Chapter 461 shall apply to investigations and pro-
ceedings brought under this subsection to the same ex-
tent that it applies to investigations and proceedings
brought with respect to aviation security duties des-
wnated to be carried out by the Secretary.

“(6) DEFINITIONS.—In this subsection:

“(A) PERSON.—The term ‘person’ does not
melude—
“(1) the Unated States Postal Service;
or
“(11) the Department of Defense.

“(B) SMALL BUSINESS CONCERN.—The
term ‘small business concern’ has the meaning
gwen that term in section 3 of the Small Busi-
ness Act (15 U.S.C. 632).

“(7) ENFORCEMENT TRANSPARENCY.—
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“(A) IN GENERAL.—Not later than Decem-
ber 31, 2008, and annually thereafter, the Sec-
retary shall—

“(1) provide an annual summary to
the public of all enforcement actions taken
by the Secretary under this subsection; and

“(11) include 1 each such summary the
docket number of each enforcement action,
the type of alleged violation, the penalty or
penalties proposed, and the final assessment
amount of each penalty.

“(B) KELECTRONIC  AVAILABILITY.—FEach
summary under this paragraph shall be made
available to the public by electronic means.

“(C) RELATIONSHIP TO THE FREEDOM OF
INFORMATION ACT AND THE PRIVACY ACT.—
Nothing in this subsection shall be construed to
require disclosure of information or records that
are exempt from disclosure under sections 552 or
552a of title 5.

“(D) ENFORCEMENT GUIDANCE.—Not later
than 180 days after the enactment of the Imple-
menting Recommendations of the 9/11 Commis-

sion Act of 2007, the Secretary shall provide a
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report to the public describing the enforcement
process established under this subsection.”.

(b) CONFORMING AMENDMENT.—Section 46301(a)(4)
of title 49, Unated States Code, s amended by striking “or
another requirement under this title admanistered by the
Under Secretary of Transportation for Security’.

SEC. 1303. AUTHORIZATION OF VISIBLE INTERMODAL PRE-
VENTION AND RESPONSE TEAMS.

(a) IN GENERAL.—The Secretary, acting through the
Administrator of the Transportation Security Administra-
tion, may develop Visible Intermodal Prevention and Re-
sponse (referred to in this section as “VIPR”) teams to
augment the security of any mode of transportation at any
location within the Unated States. In forming a VIPR
team, the Secretary—

(1) may use any asset of the Department, includ-

g Federal air marshals, surface transportation secu-

rity inspectors, canine detection teams, and advanced

screening technology;
(2) may determine when a VIPR team shall be
deployed, as well as the duration of the deployment;
(3) shall, prior to and during the deployment,
consult with local security and law enforcement offi-
cials wn the jurisdiction where the VIPR team 1s or

will be deployed, to develop and agree upon the ap-
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propriate operational protocols and provide relevant

mformation about the mission of the VIPR team, as

appropriate; and

(4) shall, prior to and during the deployment,
consult with all transportation entities directly af-
fected by the deployment of a VIPR team, as appro-
priate, including railroad carriers, air carriers, air-
port owners, over-the-road bus operators and terminal
owners and operators, motor carriers, public trans-
portation agencies, owners or operators of highways,
port operators and facility owners, vessel owners and
operators and pipeline operators.

(b) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary to carry out
this section such sums as necessary for fiscal years 2007
through 2011.

SEC. 1304. SURFACE TRANSPORTATION SECURITY INSPEC-
TORS.

(a) IN GENERAL.—The Secretary, acting through the
Admanistrator of the Transportation Security Administra-
tion, 1s authorized to train, employ, and utilize surface
transportation security inspectors.

(b) MISSION.

The Secretary shall use surface trans-
portation security inspectors to assist surface transpor-

tation carriers, operators, owners, entities, and facilities to
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enhance their security against terrorvist attack and other
security threats and to assist the Secretary in enforcing
applicable surface transportation security regulations and
durectives.

(¢c) AUTHORITIES.—Surface transportation security
mspectors employed pursuant to this section shall be au-
thorized such powers and delegated such responsibilities as
the Secretary determines appropriate, subject to subsection
(e).

(d) REQUIREMENTS.—The Secretary shall require
that surface transportation security inspectors have rel-
evant transportation experience and other security and in-
spection qualifications, as determined appropriate.

(e) LIMITATIONS.—

(1) INSPECTORS.—Surface transportation in-
spectors shall be prohibited from issuing fines to pub-

lic transportation agencies, as defined in title XIV,

Jor violations of the Department’s requlations or or-

ders except through the process described in para-

graph (2).

(2) CviL. PENALTIES.—The Secretary shall be
prohibited from assessing civil penalties against pub-

lic transportation agencies, as defined in title XIV,

Jor violations of the Department’s requlations or or-

ders, except in accordance with the following:
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(A) In the case of a public transportation
agency that 1s found to be in violation of a regu-
lation or order issued by the Secretary, the Sec-
retary shall seek correction of the wviolation
through a written notice to the public transpor-
tation agency and shall give the public transpor-
tation agency reasonable opportunity to correct
the violation or propose an alternative means of
compliance acceptable to the Secretary.

(B) If the public transportation agency does
not correct the violation or propose an alter-
native means of compliance acceptable to the
Secretary within a reasonable time period that
1s specified in the written notice, the Secretary
may take any action authorized in section 114
of title 49, United States Code, as amended by
this Act.

(3) LIMITATION ON SECRETARY.—The Secretary
shall not initiate civnl enforcement actions for viola-
tions of adminmistrative and procedural requirements
pertaining to the application for, and expenditure of,
Junds awarded under transportation security grant
programs under this Act.

(f) NUMBER OF INSPECTORS.—The Secretary shall

employ up to a total of—
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(1) 100 surface transportation security inspec-

tors in fiscal year 2007;

(2) 150 surface tramsportation security inspec-

tors i fiscal year 2008;

(3) 175 surface tramsportation security inspec-
tors in fiscal year 2009; and
(4) 200 surface tramsportation security inspec-

tors in fiscal years 2010 and 2011.

(9) COORDINATION.—The Secretary shall ensure that
the massion of the surface transportation security inspec-
tors is consistent with any relevant risk assessments re-
quired by this Act or completed by the Department, the
modal plans required under section 114(t) of title 49,
United States Code, the Memorandum of Understanding
between the Department and the Department of Transpor-
tation on Roles and Responsibilities, dated September 28,
2004, and any and all subsequent annexes to this Memo-
randum of Understanding, and other relevant documents
setting forth the Department’s transportation security
strateqy, as appropriate.

(h) CONSULTATION.—The Secretary shall periodically
consult with the surface transportation entities which are
or may be inspected by the surface transportation security
mspectors, including, as appropriate, railroad carriers,

over-the-road bus operators and terminal owners and oper-
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ators, motor carriers, public transportation agencies, own-
ers or operators of highways, and pipeline operators on—
(1) the inspectors’ duties, responsibilities, au-

thorities, and maission; and
(2) strategies to improve transportation security
and to ensure compliance with transportation secu-

rity requirements.

(i) REPORT.—Not later than September 30, 2008, the
Department of Homeland Security Inspector General shall
transmit a report to the appropriate congressional com-
mattees on the performance and effectiveness of surface
transportation security inspectors, whether there is a need
Jor additional inspectors, and other recommendations.

(1)) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary to carry out
this section—

(1) $11,400,000 for fiscal year 2007;
(2) $17,100,000 for fiscal year 2008;
(3) $19,950,000 for fiscal year 2009;
(4) $22,800,000 for fiscal year 2010; and
(5) $22,800,000 for fiscal year 2011
SEC. 1305. SURFACE TRANSPORTATION SECURITY TECH-
NOLOGY INFORMATION SHARING.

(a) IN GENERAL.—
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(1) INFORMATION SHARING.—The Secretary, in
consultation with the Secretary of Transportation,
shall establish a program to provide appropriate in-
Jormation that the Department has gathered or devel-
oped on the performance, use, and testing of tech-
nologies that may be used to enhance railroad, public
transportation, and surface transportation security to
surface transportation entities, including railroad
carriers, over-the-road bus operators and terminal
owners and operators, motor carriers, public trans-
portation agencies, owners or operators of highways,
pipeline operators, and State, local, and tribal gov-
ernments that provide security assistance to such en-
tities.

(2) DESIGNATION OF QUALIFIED ANTITERRORISM
TECHNOLOGIES.—The Secretary shall include in such
mformation provided in paragraph (1) whether the
technology 1s designated as a qualified antiterrorism
technology under the Support Anti-terrorism by Fos-
tering Effective Technologies Act of 2002 (Public Law
107-296), as appropriate.

(b) PURPOSE.—The purpose of the program is to as-
sist eligible grant recipients under this Act and others, as

appropriate, to purchase and use the best technology and
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equipment available to meet the security needs of the Na-
tion’s surface transportation system.

(¢c) COORDINATION.—The Secretary shall ensure that
the program established wunder this section makes use of
and 1s consistent with other Department technology test-
g, information sharing, evaluation, and standards-set-
ting programs, as appropriate.

SEC. 1306. TSA PERSONNEL LIMITATIONS.

Any statutory limitation on the number of employees
wm the Transportation Security Administration does not
apply to employees carrying out this title and titles XII,
XIV, and XV.

SEC. 1307. NATIONAL EXPLOSIVES DETECTION CANINE
TEAM TRAINING PROGRAM.

(a) DEFINITIONS.—For purposes of this section, the
term “‘explosives detection canine team” means a canine
and a canine handler that are trained to detect explosives,
radiological materials, chemical, nuclear or biological
weapons, or other threats as defined by the Secretary.

(b) IN GENERAL.—

(1) INCREASED cArPACITY.—Not later than 180
days after the date of enactment of this Act, the Sec-
retary of Homeland Security shall—

(A) begin to increase the number of explo-

swes detection canine teams certified by the



335

Transportation Security Administration for the

purposes of transportation-related security by up

to 200 canine teams annually by the end of

2010; and

(B) encourage State, local, and tribal gov-
ernments and private owners of high-risk trans-
portation facilities to strengthen security through
the use of highly trained explosives detection ca-
nine teams.

(2) EXPLOSIVES DETECTION CANINE TEAMS.—
The Secretary of Homeland Security shall increase
the number of explosives detection canine teams by—

(A) using the Transportation Security Ad-
manastration’s National Explosives Detection Ca-
nine Team Training Center, including expand-
mg and upgrading existing facilities, procuring
and breeding additional canines, and increasing
staffing and oversight commensurate with the in-
creased traiming and deployment capabilities;

(B) partnering with other Federal, State, or
local agencies, nonprofit organizations, univer-
sities, or the private sector to increase the train-

g capacity for canine detection teams;

(C) procuring explosives detection canines

trained by nonprofit organizations, universities,



336

or the private sector provided they are trained in

a manner consistent with the standards and re-

quirements developed pursuant to subsection (c)

or other criteria developed by the Secretary; or

(D) a combination of subparagraphs (A),

(B), and (C), as appropriate.

(¢) STANDARDS FOR KXPLOSIVES DETECTION CANINE
TEAMS.—

(1) IN GENERAL.—Based on the feasibility in
meeting the ongoing demand for quality explosives de-
tection canine teams, the Secretary shall establish cri-
teria, including canine traiming curricula, perform-
ance standards, and other requirements approved by
the  Transportation Security Administration nec-
essary to ensure that explosives detection canine
teams trawned by mnonprofit organizations, univer-
sities, and private sector entities are adequately
trained and maintained.

(2)  EXPANSION.—In developing and imple-
menting such curriculum, performance standards,
and other requirements, the Secretary shall—

(A4) coordinate with key stakeholders, in-
cluding international, Federal, State, and local

officials, and private sector and academic enti-
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ties to develop best practice guidelines for such a

standardized program, as appropriate;

(B) require that explosives detection canine
teams trained by monprofit organizations, uni-
versities, or private sector entities that are used
or made available by the Secretary be trained
consistent with specific travming criteria devel-
oped by the Secretary; and

(C) review the status of the private sector
programs on at least an annual basis to ensure
compliance with training curricula, performance
standards, and other requirements.

(d) DEPLOYMENT.—The Secretary shall—

(1) use the additional explosives detection canine
teams as part of the Department’s efforts to strength-
en security across the Nation’s transportation net-
work, and may use the canine teams on a more lim-
ited basis to support other homeland security mis-
sions, as determined appropriate by the Secretary;

(2) make available explosives detection canine
teams to all modes of transportation, for high-risk
areas or to address specific threats, on an as-needed
basis and as otherwise determined appropriate by the

Secretary;
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(3) encourage, but not require, any transpor-
tation facility or system to deploy TSA-certified ex-
plosives detection canine teams developed under this
section; and

(4) consider specific needs and training require-
ments for explosives detection canine teams to be de-
ployed across the Nation’s transportation network, in-
cluding n venues of multiple modes of transpor-
tation, as appropriate.

(¢) CANINE PROCUREMENT.—The Secretary, acting
through the Administrator of the Transportation Security
Admanistration, shall work to ensure that explosives detec-
tion canine teams are procured as efficiently as possible
and at the best price, while maintaining the needed level
of quality, including, if appropriate, through increased do-
mestic breeding.

(f) StuDY.—Not later than 1 year after the date of
enactment of this Act, the Comptroller General shall report
to the appropriate congressional commattees on the utiliza-
tion of explosives detection canine teams to strengthen se-
curity and the capacity of the national explosive detection

canine team program.

(9) AUTHORIZATION.—There are authorized to be ap-

propriated to the Secretary such sums as may be necessary
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to carry out this section for fiscal years 2007 through
2011.
SEC. 1308. MARITIME AND SURFACE TRANSPORTATION SE-
CURITY USER FEE STUDY.

(a) IN GENERAL—The Secretary of Homeland Secu-
rity shall conduct a study of the need for, and feasibility
of, establishing a system of maritime and surface transpor-
tation-related user fees that may be imposed and collected
as a dedicated revenue source, on a temporary or con-
linuing basis, to provide necessary funding for legitimate
vmprovements to, and maintenance of, maritime and sur-
Jface transportation security, including vessel and facility
plans required under section 70103(c) of title 46, Unated
States Code. In developing the study, the Secretary shall
consult with maritime and surface transportation carriers,
shippers, passengers, facility owners and operators, and
other persons as determined by the Secretary. Not later
than 1 year after the date of the enactment of this Act, the
Secretary shall submit a report to the appropriate congres-
stonal committees that contains—

(1) the results of the study;
(2) an assessment of the annual sources of fund-

g collected through maritime and surface transpor-

tation at ports of entry and a detailed description of

the distribution and use of such funds, including the
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amount and percentage of such sources that are dedi-
cated to vmprove and maintain security;

(3) an assessment of—

(A) the fees, charges, and standards imposed
on Unated States ports, port terminal operators,
shippers, carriers, and other persons who use
Unated States ports of entry compared with the
fees and charges imposed on Canadian and
Mexican ports, Canadian and Mexican port ter-
minal operators, shippers, carriers, and other
persons who use Canadian or Mexican ports of
entry; and

(B) the vmpact of such fees, charges, and
standards on the competitiveness of United
States ports, port terminal operators, railroad
carriers, motor carriers, pipelines, other trans-
portation modes, and shippers;

(4) the private efforts and investments to secure
maritime and surface transportation modes, includ-
mg those that are operational and those that are
planned; and

(5) the Secretary’s recommendations based upon
the study, and an assessment of the consistency of
such recommendations with the international obliga-

trons and commatments of the United States.
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(b) DEFINITIONS.—In this section:

(1) PorT OF ENTRY.—The term “port of entry”
means any port or other facility through which for-
eign goods are permitted to enter the customs terri-
tory of a country under official supervision.

(2)  MARITIME AND  SURFACE  TRANSPOR-
TATION.—The term “maritime and surface transpor-
tation” includes ocean borne and vehicular transpor-
tation.

SEC. 1309. PROHIBITION OF ISSUANCE OF TRANSPOR-
TATION SECURITY CARDS TO CONVICTED FEL-
ONS.
(a) IN GENERAL.—Section 70105 of title 46, United
States Code, 1s amended—

(1) wn subsection (b)(1), by striking “decides that
the indwvidual poses a security risk under subsection
(c)” and inserting “determines under subsection (c)
that the individual poses a security risk”; and

(2) in subsection (c¢), by amending paragraph
(1) to read as follows:

“(1) DISQUALIFICATIONS.—

“(A) PERMANENT DISQUALIFYING CRIMINAL

OFFENSES.—HExcept as provided wunder para-

graph (2), an individual s permanently dis-

qualified from being issued a biometric transpor-
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tation security card under subsection (b) if the
mdwidual  has been convicted, or found not
guilty by reason of insanity, in a cwilian or
mailitary jurisdiction of any of the following felo-
nies:
“(1) Espionage or conspiracy to com-
mit espronage.
“(11) Sedition or conspiracy to commit
sedition.
“(111) Treason or conspiracy to commit
treason.
“(iv) A Federal crime of terrorism (as
defined n section 2332b(g) of title 18), a
crime under a comparable State law, or
conspiracy to commat such crime.
“(v) A crime involving a transpor-
ation security incident.
tat 1 dent
“(vi) Improper transportation of a
hazardous material wn violation of section
of title 49, or a comparable State
5104 title 49 ble Stat
law.
“(vir) Unlawful possession, use, sale,
dustribution,  manufacture, purchase, re-
ceipt, transfer, shipment, transportation,

delwery, import, export, or storage of, or
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dealing in, an explosive or explosive device.
In this clause, an explosive or explosive de-
vice includes—
“(I) an explosive (as defined in

sections 232(5) and 844(j) of title 18);

“(II) explosive materials (as de-
fined in subsections (c) through (f) of
section 841 of title 18); and

“(I11) a destructive device (as de-
fined in 921(a)(4) of title 18 or section

5845(f) of the Internal Revenue Code of

1986).

“(viir) Murder.

“(ix) Making any threat, or wmali-
ciously conveying false information know-
g the same to be false, concerning the de-
liwverance, placement, or detonation of an
explosive or other lethal device in or against
a place of public use, a State or other gov-
ernment facility, a public transportation
system, or an infrastructure facility.

“(x) A violation of chapter 96 of title
18, popularly known as the Racketeer Influ-
enced and Corrupt Organizations Act, or a

comparable State law, if one of the predi-
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cate acts found by a jury or admaitted by the

defendant consists of one of the crimes listed

i this subparagraph.

“(x1) Attempt to commit any of the
crimes listed in clauses (v) through (1v).

“(x1r) Conspiracy or attempt to com-
mit any of the crimes described in clauses
(v) through ().

“(B) INTERIM DISQUALIFYING CRIMINAL OF-
FENSES.—Except as provided under paragraph
(2), an indwidual 1s disqualified from being
wssued a biometric transportation security card
under subsection (b) if the individual has been
convicted, or found not guilty by reason of in-
sanity, during the 7-year period ending on the
date on which the individual applies for such
card, or was released from incarceration during
the 5-year period ending on the date on which
the indwidual applies for such card, of any of
the following felonies:

“(1)  Unlawful possession, use, sale,
manufacture, purchase, distribution, re-
ceipt, transfer, shipment, transportation,
delwery, import, export, or storage of, or

dealing i, a firearm or other weapon. In
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this clause, a firearm or other weapon in-
cludes—

“(1) firearms (as defined in sec-
tion 921(a)(3) of title 18 or section
5845(a) of the Internal Revenue Code
of 1986); and

“(II) vtems contained on the U.S.
Munitions Import List under section
447.21 of title 27, Code of Federal Reg-
ulations.

“(11) Extortion.

“(111) Dishonesty, fraud, or misrepre-
sentation, including identity  fraud and
money laundering if the money laundering
18 related to a crime described in this sub-
paragraph or subparagraph (A). In this
clause, welfare fraud and passing bad
checks do not constitute dishonesty, fraud,
or masrepresentation.

“(iv) Bribery.

“(v) Smuggling.

“(vi) Immigration violations.

“(vir) Distribution of, possession with
wmtent to distribute, or importation of a

controlled substance.
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“(viir) Arson.

“(ix) Kidnaping or hostage taking.

“(x) Rape or aggravated sexual abuse.

“(xr) Assault with intent to kill.

“(x11) Robbery.

“(x11) Conspiracy or attempt to com-
mit any of the crimes listed in this sub-
paragraph.

“(xw) Fraudulent entry into a seaport
m violation of section 1036 of title 18, or
a comparable State law.

“(xv) A violation of the chapter 96 of
title 18, popularly known as the Racketeer
Influenced and Corrupt Organizations Act
or a comparable State law, other than any
of the wviolations listed wn  subparagraph
(A)(x).

“(C) UNDER WANT, WARRANT, OR INDICT-
MENT.—An applicant who 1is wanted, or under
mdictment, in any cwilian or military jurisdic-
tion for a felony listed in paragraph (1)(A), is
disqualified from being issued a biometric trans-
portation security card under subsection (b)
until the want or warrant is released or the in-

dictment 1s dismassed.
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“(D) OTHER POTENTIAL DISQUALIFICA-
TIONS.—Except as provided wunder subpara-
graphs (A) through (C), an individual may not
be denived a transportation security card under
subsection (b) unless the Secretary determines
that indiwidual—

“(1) has been convicted within the pre-
ceding 7-year period of a felony or found
not guilty by reason of insanity of a fel-
ony—

“(I) that the Secretary believes
could cause the indiwvidual to be a ter-
rovism security risk to the United
States; or

“(II) for causing a severe trans-
portation security incident;

“(11) has been released from incarcer-
ation within the preceding 5-year period for
committing a felony described in clause (1);

“(1ir) may be denied admaission to the
Unated States or removed from the United
States under the Immaigration and Nation-
ality Act (8 U.S.C. 1101 et seq.); or

“(w) otherwise poses a terrorism secu-

rity risk to the United States.
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“CE)  MODIFICATION OF LISTED  OF-
FENSES.—The Secretary may, by rulemaking,
add to or modify the list of disqualifying crimes
described in paragraph (1)(B).”.

SEC. 1310. ROLES OF THE DEPARTMENT OF HOMELAND SE-
CURITY AND THE DEPARTMENT OF TRANS-
PORTATION.

The Secretary of Homeland Security is the principal
Federal official responsible for transportation security. The
roles and responsibilities of the Department of Homeland
Security and the Department of Transportation in car-
rying out this title and titles XII, XIV, and XV are the
roles and responsibilities of such Departments pursuant to
the Aviation and Transportation Security Act (Public
Law 107-71); the Intelligence Reform and Terrorism Pre-
vention Act of 2004 (Public Law 108-458); the National
Infrastructure Protection Plan required by Homeland Se-
curity Presidential Directive 7; The Homeland Security
Act of 2002; The National Response Plan; Executive Order
13416:  Strengthening Surface Transportation Security,
dated December 5, 2006; the Memorandum of Under-
standing between the Department and the Department of
Transportation on Roles and Responsibilities, dated Sep-

tember 28, 2004 and any and all subsequent annexes to
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this Memorandum of Understanding; and any other rel-

evant agreements between the two Departments.

TITLE XIV—PUBLIC
TRANSPORTATION SECURITY

SEC. 1401. SHORT TITLE.
This title may be cited as the “National Transit Sys-
tems Security Act of 2007
SEC. 1402. DEFINITIONS.
For purposes of this title, the following terms apply:
(1) APPROPRIATE CONGRESSIONAL — COMMIT-
TEES.—The term “appropriate congressional commait-
tees” means the Commattee on Banking, Housing, and
Urban Affavrs, and the Committee on Homeland Se-
curity and Governmental Affairs of the Senate and
the Committee on Homeland Security and the Com-
mittee on Transportation and Infrastructure of the
House of Representatives.
(2) DEPARTMENT.—The term  “Department”
means the Department of Homeland Security.
(3) DISADVANTAGED BUSINESSES CONCERNS.—
The term “disadvantaged business concerns” means
small businesses that are owned and controlled by so-
cially and economically disadvantaged indiwviduals as
defined in section 124, title 13, Code of Federal Regu-

lations.



SEC.

350

(4) FRONTLINE EMPLOYEE.—The term ‘‘frontline
employee” means an employee of a public transpor-
tation agency who 1s a transit vehicle driver or oper-
ator, dispatcher, maintenance and maintenance sup-
port employee, station attendant, customer service em-
ployee, security employee, or transit police, or any
other employee who has direct contact with riders on
a reqular basis, and any other employee of a public
transportation agency that the Secretary determines
should receive security travning under section 1408.

(5) PUBLIC TRANSPORTATION AGENCY.—The
term “public transportation agency” means a pub-
licly owned operator of public transportation eligible
to receive Federal assistance under chapter 53 of title
49, United States Code.

(6) SECRETARY.—The term “Secretary” means
the Secretary of Homeland Security.

1403. FINDINGS.
Congress finds that—

(1) 182 public transportation systems throughout
the world have been primary targets of terrorist at-
tacks;

(2) more than 6,000 public transportation agen-

cies operate in the United States;
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(3) people wuse public transportation vehicles
33,000,000 times each day;

(4) the Federal Transit Administration has in-
vested $93,800,000,000 since 1992 for construction
and 1mprovements;

(5) the Federal investment in transit security
has been sufficient; and

(6) greater Federal investment in transit secu-
rity improvements per passenger boarding s nec-
essary to better protect the American people, given
transit’s vital tmportance in creating mobility and
promoting our Nation’s economyy.

SEC. 1404. NATIONAL STRATEGY FOR PUBLIC TRANSPOR-
TATION SECURITY.

(a) NATIONAL STRATEGY.—Not later than 9 months
after the date of enactment of this Act and based upon the
previous and ongoing security assessments conducted by
the Department and the Department of Transportation,
the Secretary, consistent with and as required by section
114(t) of title 49, United States Code, shall develop and
vmplement the modal plan for public transportation, enti-
tled the “National Strategy for Public Transportation Se-
curity”.

(b) PURPOSE.—
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(1) GUIDELINES.—In developing the National
Strategy for Public Transportation Security, the Sec-
retary shall establish guidelines for public transpor-
tation security that—

(A) minimize security threats to public
transportation systems; and

(B) maximize the abilities of public trans-
portation systems to mitigate damage resulting
from terrorist attack or other major incident.

(2) ASSESSMENTS AND CONSULTATIONS.—In de-
veloping the National Strategy for Public Transpor-
tation Security, the Secretary shall—

(A) wuse established and ongoing public
transportation security assessments as the basis
of the National Strategy for Public Transpor-
tation Security; and

(B) consult with all relevant stakeholders,
mceluding public transportation agencies, non-
profit labor organizations representing public
transportation employees, emergency responders,
public safety officials, and other relevant parties.

(¢c) CONTENTS.—In the National Strategy for Public
Transportation Security, the Secretary shall describe
prioritized goals, objectives, policies, actions, and schedules

to vmprove the security of public transportation.
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(d) RESPONSIBILITIES.—The Secretary shall include
i the National Strategy for Public Transportation Secu-
rity a description of the roles, responsibilities, and au-
thorities of Federal, State, and local agencies, tribal gov-
ernments, and appropriate stakeholders. The plan shall
also include—

(1) the wdentification of, and a plan to address,
gaps and unnecessary overlaps in the roles, respon-
sibilities, and authorities of Federal agencies; and

(2) a process for coordinating existing or future
security strategies and plans for public transpor-
tation, including the National Infrastructure Protec-
tion  Plan required by Homeland Security Presi-
dential Directive 7; Kxecutive Order No. 13416:
Strengthening Surface Transportation Security dated
December 5, 2006; the Memorandum of Under-
standing between the Department and the Depart-
ment of Transportation on Roles and Responsibilities
dated September 28, 2004; and subsequent annexes
and agreements.

(¢) ADEQUACY OF KXISTING PLANS AND STRATE-
GIES.—In developing the National Strategy for Public
Transportation Security, the Secretary shall use relevant
existing risk assessments and strategies developed by the

Department or other Federal agencies, including those de-
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veloped or implemented pursuant to section 114(t) of title
49, Unated States Code, or Homeland Security Presi-
dential Directive 7.

(f) FUNDING.—There is authorized to be appropriated
to the Secretary to carry out this section $2,000,000 for
fiscal year 2008.

SEC. 1405. SECURITY ASSESSMENTS AND PLANS.

(a) PUBLIC TRANSPORTATION SECURITY ASSESS-
MENTS.—

(1) SUBMISSION.—Not later than 30 days after
the date of enactment of this Act, the Administrator
of the Federal Transit Administration of the Depart-
ment of Transportation shall submait all public trans-
portation security assessments and all other relevant
mformation to the Secretary.

(2) SECRETARIAL REVIEW.—Not later than 60
days after recewving the submission under paragraph
(1), the Secretary shall review and augment the secu-
rity assessments received, and conduct additional se-
curity assessments as necessary to ensure that at a
minimum, all high risk public transportation agen-
cies, as determined by the Secretary, will have a com-
pleted security assessment.

(3) CONTENT.—The Secretary shall ensure that

each completed security assessment includes—
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(A) identification of critical assets, infra-
structure, and systems and their vulnerabilities;
and
(B) identification of any other security
weaknesses, including weaknesses in emergency
response planning and employee training.

(b) BUS AND RURAL PUBLIC TRANSPORTATION SYS-
TEMS.—Not later than 180 days after the date of enact-
ment of this Act, the Secretary shall—

(1) conduct security assessments, based on a rep-
resentative sample, to determine the specific needs
of—

(A4) local bus-only public transportation
systems; and

(B) public transportation systems that re-
cewve funds under section 5311 of title 49, Unated

States Code; and

(2) make the representative assessments available
Jor use by svmilarly situated systems.

(¢) SECURITY PLANS.—

(1) REQUIREMENT FOR PLAN.—

(A) HiGH RISKE AGENCIES.—The Secretary
shall require public transportation agencies de-
termined by the Secretary to be at high risk for

terrorism to develop a comprehensive security
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plan. The Secretary shall provide technical as-
sistance and guidance to public transportation
agencies 1n preparing and implementing secu-
rity plans under this section.

(B) OTHER AGENCIES.—Provided that no
public transportation agency that has not been
designated high risk shall be required to develop
a security plan, the Secretary may also establish
a security program for public transportation
agencies not designated high risk by the Sec-
retary, to assist those public transportation
agencies which request assistance, including—

(1) guidance to assist such agencies in
conducting security assessments and pre-
paring and implementing security plans;
and

(1t) a process for the Secretary to re-
view and approve such assessments and
plans, as appropriate.

(2) CONTENTS OF PLAN.—The Secretary shall
ensure that security plans include, as appropriate—

(A4) a prioritized list of all items included
wm the public transportation agency’s security as-

sessment that have not yet been addressed;
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(B) a detailed list of any additional capital
and operational improvements identified by the
Department or the public transportation agency
and a certification of the public transportation
agency’s technical capacity for operating and
maimmtaiming any security equipment that may
be wdentified wn such list;

(C) specific procedures to be implemented or
used by the public transportation agency in re-
sponse to a terrovist attack, including evacuation
and passenger communication plans and appro-
priate evacuation and communication measures
Jor the elderly and indwiduals with disabilities;

(D) a coordinated response plan that estab-
lishes procedures for appropriate interaction
with State and local law enforcement agencies,
emergency responders, and Federal officials in
order to coordinate security measures and plans
Jor response in the event of a terrorist attack or
other major incident;

(E) a strategy and timeline for conducting
training under section 1408;

(F) plans for providing redundant and
other appropriate backup systems necessary to

ensure the continued operation of critical ele-
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ments of the public transportation system in the

event of a terrorist attack or other major inci-

dent;

(G) plans for providing service capabilities
throughout the system in the event of a terrorist
attack or other major incident in the city or re-
gion which the public transportation system
serves;

(H) methods to mitigate damage within a
public transportation system in case of an attack
on the system, including a plan for communica-
tion and coordination with emergency respond-
ers; and

(1) other actions or procedures as the Sec-
retary determines are appropriate to address the
security of the public transportation system.

(3) REVIEW.—Not later than 6 months after re-
cewving the plans required under this section, the Sec-
retary shall—

(A) review each security plan submitted;

(B) require the public transportation agen-
cy to make any amendments needed to ensure
that the plan meets the requirements of this sec-

tion; and
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(C) approve any security plan that meets
the requirements of this section.

(4) EXEMPTION.—The Secretary shall not re-

quire a public transportation agency to develop a se-

curity plan under paragraph (1) if the agency does

not receive a grant under section 1406.

(5) Warver.—The Secretary may waive the ex-
emption provided in paragraph (4) to require a pub-
lic transportation agency to develop a security plan
under paragraph (1) in the absence of grant funds
under section 1406 if not less than 3 days after mak-
g the determination the Secretary provides the ap-
propriate congressional commattees and the public
transportation agency written notification detailing
the need for the security plan, the reasons grant fund-
g has not been made available, and the reason the
agency has been designated high risk.

(d) CoONSISTENCY WITH OTHER PLANS.—The Sec-
retary shall ensure that the security plans developed by
public transportation agencies under this section are con-
sistent with the security assessments developed by the De-
partment and the National Strategy for Public Transpor-
tation Security developed under section 1404.

(¢) UPDATES.—Not later than September 30, 2008,

and annually thereafter, the Secretary shall—
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(1) update the security assessments referred to in
subsection (a);

(2) update the security improvement priorities
required under subsection (f); and

(3) require public transportation agencies to up-
date the security plans required under subsection (c)
as appropriate.

(f) SECURITY IMPROVEMENT PRIORITIES.—

(1) IN GENERAL.—Beginning in fiscal year 2008
and each fiscal year thereafter, the Secretary, after
consultation with management and nonprofit em-
ployee labor organizations representing public trans-
portation employees as appropriate, and with appro-
priate State and local officials, shall utilize the infor-
mation developed or received in this section to estab-
lish security improvement priorities unique to each
mdwidual public transportation agency that has been
assessed.

(2) ALLOCATIONS.—The Secretary shall use the
security improvement priovities established in para-
graph (1) as the basis for allocating risk-based grant
Junds under section 1406, unless the Secretary notifies
the appropriate congressional commattees that the

Secretary has determined an adjustment is necessary
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to respond to an urgent threat or other significant

national security factors.

(9) SHARED FACILITIES.—The Secretary shall en-
courage the development and 1mplementation of coordi-
nated assessments and security plans to the extent a public
transportation agency shares facilities (such as tunnels,
bridges, stations, or platforms) with another public trans-
portation agency, a freight or passenger railroad carrier,
or over-the-road bus operator that are geographically close

or otherwise co-located.

(h) NONDISCLOSURE OF INFORMATION.

(1) SUBMISSION OF INFORMATION TO CON-
GRESS.—Nothing in this section shall be construed as
authorizing the withholding of any information from
Congress.

(2) DISCLOSURE OF INDEPENDENTLY FUR-
NISHED INFORMATION.—Nothing in this section shall
be construed as affecting any authority or obligation
of a Federal agency to disclose any record or informa-
tion that the Federal agency obtains from a public

transportation agency under any other Federal law.

(i) DETERMINATION.—In response to a petition by a
public transportation agency or at the discretion of the
Secretary, the Secretary may recognize existing procedures,

protocols, and standards of a public transportation agency
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that the Secretary determines meet all or part of the re-
quirements of this section regarding security assessments
or security plans.
SEC. 1406. PUBLIC TRANSPORTATION SECURITY ASSIST-
ANCE.

(a) SECURITY ASSISTANCE PROGRAM.—

(1) IN GENERAL—The Secretary shall establish
a program for making grants to eligible public trans-
portation agencies for security improvements de-
sceribed wn subsection (b).

(2) ELIGIBILITY.—A public transportation agen-
cy 1s eligible for a grant under this section if the Sec-
retary has performed a security assessment or the
agency has developed a security plan under section
1405. Grant funds shall only be awarded for permis-
sible uses under subsection (b) to—

(A) address items included n a security as-
sessment; or
(B) further a security plan.

(b) USES OF FUNDS.—A recipient of a grant under
subsection (a) shall use the grant funds for one or more of
the following:

(1) Capital uses of funds, including—

(A) tunnel protection systems;
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(B) perimeter protection systems, including
access control, installation of improved lighting,
fencing, and barricades;

(C) redundant critical operations control
systems;

(D) chemical, biological, radiological, or ex-
plosive detection systems, including the acquisi-
tion of canines used for such detection;

(E) surveillance equipment;

(F) communications equipment, including
mobile service equipment to provide access to
wireless Enhanced 911 (E911) emergency serv-
1ces i an underground fixed guideway system;

(G) emergency response equipment, includ-
g personal protective equipment;

(H) fire suppression and decontamination
equipment;

(1) global positioning or tracking and recov-
ery equipment, and other automated-vehicle-loca-
tor-type system equipment;

(J) evacuation vmprovements;

(K) purchase and placement of bomb-resist-
ant trash cans throughout public transportation
Jacilities, including subway exits, entrances, and

tunnels;
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(L) capital costs associated with security
awareness, security preparedness, and security
response training, including training under sec-
tion 1408 and exercises under section 1407;

(M) security vmprovements for public trans-
portation systems, including extensions thereto,
m final design or under construction;

(N) security improvements for stations and
other public transportation infrastructure, in-
cluding stations and other public transportation
mfrastructure owned by State or local govern-
ments; and

(0) other capital security vmprovements de-
termined appropriate by the Secretary.

(2) Operating uses of funds, including—

(A4) security training, including training
under section 1408 and training developed by
mstitutions of higher education and by nonprofit
employee labor organizations, for public trans-
portation employees, including frontline employ-
ees;

(B) live or simulated exercises under section
1407:

(C) public awareness campaigns for en-

hanced public transportation security;
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(D) canine patrols for chemacal, radio-
logical, biological, or explosives detection;

(E) development of security plans under
section 1405;

(F) overtime reimbursement including reim-
bursement of State, local, and tribal govern-
ments, for costs for enhanced security personnel
during significant national and international
public events;

(G) operational costs, including revmburse-
ment of State, local, and tribal governments for
costs for personnel assigned to full-time or part-
tvme security or counterterrorism duties related
to public transportation, provided that this ex-
pense totals no more than 10 percent of the total
grant funds received by a public transportation
agency in any 1 year; and

(H) other operational security costs deter-
mined appropriate by the Secretary, excluding
routine, ongoing personnel costs, other than those
set forth in this section.

(¢) DEPARTMENT OF HOMELAND SECURITY RESPON-
SIBILITIES.—In carrying out the responsibilities under

subsection (a), the Secretary shall—
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(1) determine the requirements for recipients of
grants under this section, including application re-
quirements;

(2) pursuant to subsection (a)(2), select the re-
cipients of grants based solely on risk; and

(3) pursuant to subsection (D), establish the pri-
orities for which grant funds may be used under this
section.

(d) DISTRIBUTION OF GRANTS.—Not later than 90
days after the date of enactment of this Act, the Secretary
and the Secretary of Transportation shall determine the
most effective and efficient way to distribute grant funds
to the reciprents of grants determined by the Secretary
under subsection (a). Subject to the determination made by
the Secretaries, the Secretary may transfer funds to the
Secretary of Transportation for the purposes of disbursing
funds to the grant recipient.

(¢) SUBJECT TO CERTAIN TERMS AND CONDITIONS.—
Except as otherwise specifically provided in this section, a
grant provided under this section shall be subject to the
terms and conditions applicable to a grant made under
section 5307 of title 49, United States Code, as in effect
on January 1, 2007, and such other terms and conditions

as are determined necessary by the Secretary.
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(f) LiMITATION ON USES OF FUNDS.—Grants made
under this section may not be used to make any State or
local government cost-sharing contribution under any
other Federal law.

(9) ANNUAL REPORTS.—Each recipient of a grant
under this section shall report annually to the Secretary
on the use of the grant funds.

(h) QUIDELINES.—Before distribution of funds to re-
cipients of grants, the Secretary shall issue guidelines to
ensure that, to the extent that recipients of grants under
this section use contractors or subcontractors, such recipi-
ents shall use small, minority, women-owned, or disadvan-
taged business concerns as contractors or subcontractors to
the extent practicable.

(i) COORDINATION WITH STATE HOMELAND SECU-
RITY PLANS.—In establishing security improvement prior-
ities under section 1405 and in awarding grants for cap-
wtal security improvements and operational security im-
provements under subsection (b), the Secretary shall act
consistently with relevant State homeland security plans.

(1)) MULTISTATE TRANSPORTATION SYSTEMS.—In
cases in which a public transportation system operates in
more than one State, the Secretary shall give appropriate
consideration to the risks of the entire system, including

those portions of the States into which the system crosses,
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m establishing security improvement priorities under sec-
tion 1405 and in awarding grants for capital security im-
provements and operational security improvements under
subsection (D).

(k) CONGRESSIONAL NOTIFICATION.—Not later than 3
days before the award of any grant under this section, the
Secretary shall notify stmultaneously, the appropriate con-
gressional committees of the intent to award such grant.

(1) RETURN OF MISSPENT GRANT FUNDS.—The Sec-
retary shall establish a process to require the return of any
masspent grant funds received under this section deter-
maned to have been spent for a purpose other than those
specified in the grant award.

(m) AUTHORIZATION OF APPROPRIATIONS.—

(1) There are authorized to be appropriated to
the Secretary to make grants under this section—

(A) such sums as are necessary for fiscal
year 2007;

(B) $650,000,000 for fiscal year 2008, ex-
cept that not more than 50 percent of such funds
may be wused for operational costs under sub-
section (b)(2);

(C) $750,000,000 for fiscal year 2009, ex-

cept that not more than 30 percent of such funds
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may be used for operational costs under sub-

section (D)(2);

(D) $900,000,000 for fiscal year 2010, ex-
cept that not more than 20 percent of such funds
may be used for operational costs under sub-
section (b)(2); and

(E) $1,100,000,000 for fiscal year 2011, ex-
cept that not more than 10 percent of such funds
may be used for operational costs under sub-
section (b)(2).

(2) PERIOD OF AVAILABILITY.—Sums appro-
priated to carry out this section shall remain avail-
able until expended.

(3) WAIVER.—The Secretary may waive the lim-
itation on operational costs specified in  subpara-
graphs (B) through (E) of paragraph (1) if the Sec-
retary determines that such a wavver 1s required in
the interest of national security, and if the Secretary
provides a written justification to the appropriate
congressional committees prior to any such action.

(4) EFFECTIVE DATE.—Funds provided for fiscal
year 2007 transit security grants under Public Law
110-28 shall be allocated based on security assess-
ments that are in existence as of the date of enact-

ment of this Act.
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SEC. 1407. SECURITY EXERCISES.

(a) IN GENERAL.—The Secretary shall establish a
program for conducting security exercises for public trans-
portation agencies for the purpose of assessing and im-
proving the capabilities of entities described in subsection
(b) to prevent, prepare for, mitigate against, respond to,
and recover from acts of terrorism.

(b) COVERED ENTITIES.—Entities to be assessed
under the program shall include—

(1) Federal, State, and local agencies and tribal
governments;

(2) public transportation agencies;

(3) governmental and nongovernmental emer-
gency response providers and law enforcement per-
sonnel, including transit police; and

(4) any other organization or entity that the
Secretary determines appropriate.

(¢c) REQUIREMENTS.—The Secretary shall ensure that
the program—

(1) requires, for public transportation agencies
which the Secretary deems appropriate, exercises to be
conducted that are—

(A) scaled and tailored to the needs of spe-
cific public transportation systems, and include
taking into account the needs of the elderly and

mdividuals with disabilities;
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(B) live;

(C) coordinated with appropriate officials;

(D) as realistic as practicable and based on
current sk assessments, including credible
threats, vulnerabilities, and consequences;

(E) inclusive, as appropriate, of frontline
employees and managers; and

(F) consistent with the National Incident
Management System, the National Response
Plan, the National Infrastructure Protection
Plan, the National Preparedness Guidance, the
National Preparedness Goal, and other such na-
tional imaitiatives;

(2) provides that exercises described in para-
graph (1) will be—

(A) evaluated by the Secretary against clear
and consistent performance measures;

(B) assessed by the Secretary to learn best
practices, which shall be shared with appropriate
Federal, State, local, and tribal officials, govern-
mental and nongovernmental emergency response
providers, law enforcement personnel, including
railroad and transit police, and appropriate

stakeholders; and
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(C) followed by remedial action by covered
entities in response to lessons learned;

(3) 1nvolves individuals in neighborhoods around
the anfrastructure of a public transportation system;
and

(4) assists State, local, and tribal governments
and public transportation agencies i designing, im-
plementing, and evaluating exercises that conform to
the requirements of paragraph (2).

(d) NATIONAL EXERCISE PROGRAM.—The Secretary
shall ensure that the exercise program developed under sub-
section (a) is a component of the National Exercise Pro-
gram established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109-
295; 6 U.S.C. 748).

(¢) FERRY SYSTEM KEXEMPTION—This section does
not apply to any ferry system for which drills are required
to be conducted pursuant to section 70103 of title 46,
United States Code.

SEC. 1408. PUBLIC TRANSPORTATION SECURITY TRAINING
PROGRAM.

(a) IN GENERAL.—Not later than 90 days after the
date of enactment of this Act, the Secretary shall develop
and ssue detailed interim final regulations, and not later

than 1 year after the date of enactment of this Act, the
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Secretary shall develop and issue detailed final regula-
tions, for a public transportation security training pro-
gram to prepare public transportation employees, includ-
g frontline employees, for potential security threats and
conditions.

(b) CONSULTATION.—The Secretary shall develop the
wmterim final and final regulations under subsection (a) in
consultation with—

(1) appropriate law enforcement, fire service, se-
curity, and terrorism experts;

(2) representatives of public transportation agen-
cies; and

(3) nonprofit employee labor organizations rep-
resenting public transportation employees or emenr-
gency response personnel.

(¢) PROGRAM ELEMENTS.—The interim final and
Sfinal regulations developed under subsection (a) shall re-
quire security traiming programs to include, at a min-
vmum, elements to address the following:

(1) Determination of the seriousness of any oc-
currence or threat.

(2) Crew and passenger communication and co-
ordination.

(3) Appropriate responses to defend oneself, in-

cluding using nonlethal defense devices.



374

(4) Use of personal protective devices and other
protective equipment.

(5) Evacuation procedures for passengers and
employees, including individuals with disabilities and
the elderly.

(6) Training related to behavioral and psycho-
logical understanding of, and responses to, terrorist
meidents, including the ability to cope with hijacker
behavior, and passenger responses.

(7) Lave situational training exercises regarding
varous threat conditions, including tunnel evacu-
ation procedures.

(8) Recognition and reporting of dangerous sub-
stances and suspicious packages, persons, and Ssitua-
tions.

(9) Understanding security incident procedures,
mceluding procedures for communicating with govern-
mental and nongovernmental emergency response pro-
viders and for on scene interaction with such emer-
gency response providers.

(10) Operation and wmaintenance of security
equipment and systems.

(11) Other security training activities that the
Secretary deems appropriate.

(d) REQUIRED PROGRAMS.—
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(1) DEVELOPMENT AND SUBMISSION TO SEC-
RETARY.—Not later than 90 days after a public
transportation agency meets the requirements under
subsection (e), each such public transportation agency
shall develop a security training program in accord-
ance with the requlations developed under subsection
(a) and submit the program to the Secretary for ap-
proval.

(2) APPROVAL.—Not later than 60 days after re-
cewing a security travning program proposal under
this subsection, the Secretary shall approve the pro-
gram or require the public transportation agency that
developed the program to make any revisions to the
program that the Secretary determines necessary for
the program to meet the requirements of the regula-
tions. A public transportation agency shall respond to
the Secretary’s comments within 30 days after receiv-
g them.

(3) TRAINING.—Not later than 1 year after the
Secretary approves a security training program pro-
posal in accordance with this subsection, the public
transportation agency that developed the program
shall complete the traiming of all employees covered

under the program.
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(4) UPDATES OF REGULATIONS AND PROGRAM

REVISIONS.—The Secretary shall periodically review
and update, as appropriate, the training requlations
wssued under subsection (a) to reflect new or changing
security threats. Each public transportation agency
shall revise its traiming program accordingly and
provide additional trarming as necessary to its work-
ers within a reasonable time after the regulations are
updated.

() APPLICABILITY.—A public transportation agency
that receives a grant award under this title shall be re-
quired to develop and implement a security training pro-
gram pursuant to this section.

(f) LONG-TERM TRAINING REQUIREMENT.—Any pub-
lic transportation agency required to develop a security
traiming program pursuant to this section shall provide
routine and ongoing training for employees covered under
the program, regardless of whether the public transpor-
tation agency receives subsequent grant awards.

(9) NATIONAL TRAINING PrOGRAM.—The Secretary
shall ensure that the training program developed under
subsection (a) s a component of the National Training
Program established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109-
295; 6 U.S.C. 748).
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(h) FErRrRY EXEMPTION.—This section shall not apply
to any ferry system for which training is required to be
conducted pursuant to section 70103 of title 46, United
States Code.

(1) REPORT.—Not later than 2 years after the date of
wssuance of the final regulation, the Comptroller General
shall review implementation of the training program, in-
cluding interviewing a representative sample of public
transportation agencies and employees, and report to the
appropriate congressional committees, on the number of re-
views conducted and the results. The Comptroller General
may submit the report in both classified and redacted for-
mats as necessary.

SEC. 1409. PUBLIC TRANSPORTATION RESEARCH AND DE-
VELOPMENT.

(a) ESTABLISHMENT OF RESEARCH AND DEVELOP-

MENT PROGRAM.—The Secretary shall carry out a research
and development program through the Homeland Security
Advanced Research Projects Agency in the Science and
Technology Directorate and in  consultation with the
Transportation Security Administration and with the
Federal Transit Administration, for the purpose of im-
proving the security of public transportation systems.

(b) GRANTS AND CONTRACTS AUTHORIZED.—The

Secretary shall award grants or contracts to public or pri-
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vate entities to conduct research and demonstrate tech-
nologies and methods to reduce and deter terrorist threats
or matigate damages resulting from terrorist attacks
against public transportation systems.
(¢) USE OF FUNDS.—Grants or contracts awarded
under subsection (a)—

(1) shall be coordinated with activities of the
Homeland Security Advanced Research Projects Agen-
cy; and

(2) may be used to—

(A) research chemical, biological, radio-
logical, or explosive detection systems that do not
significantly impede passenger access;

(B) research imaging technologies;

(C) conduct product evaluations and test-
ing;

(D) 1mprove security and redundancy for
eritical communications, electrical power, and
computer and train control systems;

(E) develop technologies for securing tun-
nels, transit bridges and aerial structures;

(F) research technologies that mitigate dam-
ages in the event of a cyber attack; and

(G) research other technologies or methods

Jor reducing or deterring terrorist attacks
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against public transportation systems, or maiti-

gating damage from such attacks.

(d) Privacy AND Crvin, RiGarSs AND Crvin LiB-
ERTIES ISSUES.—

(1) CONSULTATION.—In carrying out research
and development projects under this section, the Sec-
retary shall consult with the Chief Privacy Officer of
the Department and the Officer for Civil Rights and
Ciovil Liberties of the Department, as appropriate,
and 1 accordance with section 222 of the Homeland
Security Act of 2002 (6 U.S.C. 142).

(2) PRIVACY IMPACT ASSESSMENTS.—In accord-
ance with sections 222 and 705 of the Homeland Se-
curtty Act of 2002 (6 U.S.C. 142; 345), the Chief Pri-
vacy Officer shall conduct privacy impact assessments
and the Officer for Ciuvil Rights and Civil Liberties
shall conduct reviews, as appropriate, for research
and development initiatives developed under this sec-
tion.

(¢) REPORTING REQUIREMENT.—FEach entity that is
awarded a grant or contract under this section shall report
annually to the Department on the use of grant or contract
Junds recerved under this section to ensure that the awards
made are expended in accordance with the purposes of this

title and the priorities developed by the Secretary.
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(f) COORDINATION.—The Secretary shall ensure that
the research is consistent with the priorities established in
the National Strategy for Public Transportation Security
and 1s coordinated, to the extent practicable, with other
Federal, State, local, tribal, and private sector public
transportation, railroad, commuter railroad, and over-the-
road bus research initiatives to leverage resources and
avoid unnecessary duplicative efforts.

(9) RETURN OF MISSPENT GRANT OR CONTRACT
FUNDS.—If the Secretary determines that a grantee or
contractor used any portion of the grant or contract funds
recewved under this section for a purpose other than the al-
lowable uses specified under subsection (c), the grantee or
contractor shall return any amount so used to the Treas-
ury of the United States.

(h) AUTHORIZATION OF APPROPRIATIONS.—There are
authorized to be appropriated to the Secretary to make
grants under this section—

(1) such sums as necessary for fiscal year 2007;
(2) $25,000,000 for fiscal year 2008;

(3) $25,000,000 for fiscal year 2009;

(4) $25,000,000 for fiscal year 2010; and

(5) $25,000,000 for fiscal year 2011.
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SEC. 1410. INFORMATION SHARING.

(a) INTELLIGENCE SHARING.—The Secretary shall
ensure that the Department of Transportation receives ap-
propriate and timely notification of all credible terrorist
threats against public transportation assets in the United
States.

(b) INFORMATION SHARING ANALYSIS CENTER.—

(1) AUTHORIZATION.—The Secretary shall pro-
vide for the reasonable costs of the Information Shar-

g and Analysis Center for Public Transportation

(referred to in this subsection as the “ISAC”).

(2) PARTICIPATION.—The Secretary—

(A) shall require public transportation
agencies that the Secretary determines to be at
high risk of terrovist attack to participate in the
ISAC;

(B) shall encourage all other public trans-
portation agencies to participate in the ISAC;

(C) shall encourage the participation of
nonprofit  employee labor organizations rep-
resenting public transportation employees, as ap-
propriate; and

(D) shall not charge a fee for participating
w the ISAC.

(¢) REPORT.—The Comptroller General shall report,

not less than 3 years after the date of enactment of this
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Act, to the appropriate congressional committees, as to the
value and efficacy of the ISAC along with any other public
transportation information-sharing programs ongoing at
the Department. The report shall include an analysis of
the user satisfaction of public transportation agencies on
the state of information-sharing and the value that each
system provides the user, the costs and benefits of all cen-
ters and programs, the coordination among centers and
programs, how each center or program contributes to im-
plementing the information sharing plan under section
1203, and analysis of the extent to which the ISAC s du-
plicative with the Department’s information-sharing pro-
gram.
(d) AUTHORIZATION.—
(1) IN GENERAL.—There are authorized to be ap-
propriated to the Secretary to carry out this section—
(A) $600,000 for fiscal year 2008;
(B) $600,000 for fiscal year 2009;
(C) $600,000 for fiscal year 2010; and
(D) such sums as may be necessary for
2011, provided the report required in subsection
(¢) of this section has been submatted to Congress.
(2) AVAILABILITY OF FUNDS.—Such swms shall

remain available until expended.
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SEC. 1411. THREAT ASSESSMENTS.

Not later than 1 year after the date of enactment of
this Act, the Secretary shall complete a name-based secu-
rity background check against the consolidated terrorist
watchlist and an immagration status check for all public
transportation frontline employees, svmilar to the threat
assessment screening program requirved for facility employ-
ees and longshoremen by the Commandant of the Coast
Guard under Coast Guard Notice USCG-2006-24189 (71
Fed. Reg. 25066 (April 8, 20006)).

SEC. 1412. REPORTING REQUIREMENTS.

(a) ANNUAL REPORT TO CONGRESS.—

(1) IN GENERAL.—Not later than March 31st of
each year, the Secretary shall submit a report, con-
taining the information described in paragraph (2),
to the appropriate congressional commattees.

(2) CONTENTS.—The report submatted wunder
paragraph (1) shall include—

(A) a description of the implementation of
the provisions of this title;

(B) the amount of funds appropriated to
carry out the provisions of this title that have
not been expended or obligated;

(C) the National Strategy for Public Trans-

portation Security required under section 1404;
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(D) an estimate of the cost to implement the
National Strategy for Public Transportation Se-
curity which shall break out the aggregated total
cost of meeded capital and operational security
vmprovements for fiscal years 2008—-2018; and
(E) the state of public transportation secu-

rity in the United States, which shall include de-
tailing the status of security assessments, the
progress being made around the country in de-
veloping priorvitized lists of security improve-
ments necessary to make public transportation
Jacilities and  passengers more  secure, the
progress being made by agencies in developing
security plans and how those plans differ from
the security assessments and a priorvitized list of
security vmprovements being compiled by other
agencies, as well as a random sample of an equal
number of large- and small-scale projects cur-
rently underway.

(3) FOrRMAT—The Secretary may submit the re-
port in both classified and redacted formats if the
Secretary determines that such action s appropriate
or necessary.

(b) ANNUAL REPORT TO GOVERNORS.—
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(1) IN GENERAL.—Not later than March 31 of
each year, the Secretary shall submit a report to the
Governor of each State with a public transportation
agency that has received a grant under this Act.

(2) CONTENTS.—The report submatted wunder
paragraph (1) shall specify—

(A) the amount of grant funds distributed
to each such public transportation agency; and
(B) the use of such grant funds.
SEC. 1413. PUBLIC TRANSPORTATION EMPLOYEE PROTEC-
TIONS.

(a) IN GENERAL.—A public transportation agency, a
contractor or a subcontractor of such agency, or an officer
or employee of such agency, shall not discharge, demote,
suspend, reprimand, or in any other way discriminate
against an employee if such diserimination 1s due, n
whole or in part, to the employee’s lawful, good faith act
done, or percewved by the employer to have been done or
about to be done—

(1) to provide information, directly cause infor-
mation to be provided, or otherwise directly assist in
any nvestigation regarding any conduct which the
employee reasonably believes constitutes a violation of
any Federal law, rule, or regulation relating to public

transportation safety or security, or fraud, waste, or
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abuse of Federal grants or other public funds intended
to be used for public transportation safety or security,
if the information or assistance is provided to or an
wmvestigation stemmang from the provided informa-
tion is conducted by—

(A) a Federal, State, or local requlatory or
law enforcement agency (including an office of
the Inspector General under the Inspector Gen-
eral Act of 1978 (5 U.S.C. App.; Public Law 95—
452);

(B) any Member of Congress, any Com-
mittee of Congress, or the Government Account-
ability Office; or

(C) a person with supervisory authority
over the employee or such other person who has
the authority to wnvestigate, discover, or terma-
nate the misconduct;

(2) to refuse to violate or assist in the violation
of any Federal law, rule, or regulation relating to
public transportation safety or security;

(3) to file a complaint or directly cause to be
brought a proceeding related to the enforcement of this
section or to testify in that proceeding;

(4) to cooperate with a safety or security inves-

tigation by the Secretary of Transportation, the Sec-
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retary of Homeland Security, or the National Trans-
portation Safety Board; or
(5) to furnish information to the Secretary of
Transportation, the Secretary of Homeland Security,
the National Transportation Safety Board, or any
Federal, State, or local requlatory or law enforcement
agency as to the facts relating to any accident or in-
cident resulting in injury or death to an individual
or damage to property occurring in connection with
public transportation.

(b) HAZARDOUS SAFETY OR SECURITY (CONDI-

TIONS.—(1) A public transportation agency, or a con-

tractor or a subcontractor of such agency, or an officer or

employee of such agency, shall not discharge, demote, sus-

pend, reprimand, or in any other way discriminate

against an employee for—

(A) reporting a hazardous safety or security con-
dition;

(B) refusing to work when confronted by a haz-
ardous safety or security condition related to the per-
Jormance of the employee’s duties, if the conditions
described in paragraph (2) exist; or

(C) refusing to authorize the use of any safety-
or security-related equipment, track, or structures, if

the employee s responsible for the inspection or re-
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parr of the equipment, track, or structures, when the
employee believes that the equipment, track, or struc-
tures are in a hazardous safety or security condition,
of the conditions described in paragraph (2) of this
subsection exist.
(2) A refusal 1is protected under paragraph (1)(B)
and (C) if—

(A) the refusal is made in good faith and no rea-
sonable alternative to the refusal is available to the
employee;

(B) a reasonable individual in the circumstances
then confronting the employee would conclude that—

(1) the hazardous condition presents an 1m-

minent danger of death or serious injury; and
(11) the wrgency of the situation does not
allow sufficient time to eliminate the danger

without such refusal; and

(C) the employee, where possible, has notified the pub-
lic transportation agency of the existence of the hazardous
condition and the intention not to perform further work,
or not to authorize the use of the hazardous equipment,
track, or structures, unless the condition 1s corrected 1rmme-
dvately or the equipment, track, or structures are repaired

properly or replaced.
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(3) In this subsection, only subsection (b)(1)(A) shall
apply to security personnel, including transit police, em-
ployed or utilized by a public transportation agency to
protect riders, equipment, assets, or facilities.
(¢) ENFORCEMENT ACTION.—

(1) FILING AND NOTIFICATION.—A person who
believes that he or she has been discharged or other-
wise discriminated against by any person in viola-
tion of subsection (a) or (b) may, not later than 180
days after the date on which such violation occurs,
file (or have any person file on his or her behalf) a
complaint with the Secretary of Labor alleging such
discharge or discrimination. Upon receipt of a com-
plaint filed under this paragraph, the Secretary of
Labor shall notify, in writing, the person named in
the complaint and the person’s employer of the filing
of the complaint, of the allegations contained in the
complaint, of the substance of evidence supporting the
complaint, and of the opportunities that will be af-
Jorded to such person under paragraph (2).

(2) INVESTIGATION; PRELIMINARY ORDER.—

(A) IN GENERAL.—Not later than 60 days
after the date of receipt of a complaint filed
under paragraph (1) and after affording the per-

son named wn the complaint an opportunity to
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submit to the Secretary of Labor a written re-
sponse to the complaint and an opportunity to
meet with a representative of the Secretary of
Labor to present statements from witnesses, the
Secretary of Labor shall conduct an investiga-
tion and determine whether there is reasonable
cause to believe that the complaint has merit and
notify, in writing, the complainant and the per-
son alleged to have commatted a violation of sub-
section (a) or (b) of the Secretary of Labor’s
Sfindings. If the Secretary of Labor concludes that
there 1s a reasonable cause to believe that a vio-
lation of subsection (a) or (b) has occurred, the
Secretary of Labor shall accompany the Sec-
retary of Labor’s findings with a preliminary
order providing the relief prescribed by para-
graph (3)(B). Not later than 30 days after the
date of notification of findings under this para-
graph, either the person alleged to have com-
mitted the violation or the complainant may file
objections to the findings or preliminary order,
or both, and request a hearing on the record. The
filing of such objections shall not operate to stay
any rewnstatement remedy contained in the pre-

Liminary order. Such hearings shall be conducted
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expeditiously. If a hearing is not requested in
such 30-day period, the preliminary order shall
be deemed a final order that is not subject to ju-
dicial review.
(B) REQUIREMENTS.—

(1) REQUIRED SHOWING BY COMPLAIN-
ANT.—The Secretary of Labor shall dismaiss
a complaint filed under this subsection and
shall not conduct an investigation otherwise
required under subparagraph (A) unless the
complainant makes a prima facie showing
that any behavior described in subsection
(a) or (b) was a contributing factor in the
unfavorable personnel action alleged in the
complaint.

(11) SHOWING BY EMPLOYER.—Not-
withstanding a finding by the Secretary of
Labor that the complainant has made the
showing required under clause (1), no inves-
tigation otherwise requirved under para-
graph (A) shall be conducted if the employer
demonstrates, by clear and convincing evi-
dence, that the employer would have taken
the same unfavorable personnel action n

the absence of that behavior.
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(111) CRITERIA FOR DETERMINATION
BY SECRETARY OF LABOR.—The Secretary
of Labor may determine that a violation of
subsection (a) or (b) has occurred only if the
complainant demonstrates that any behav-
1or described in subsection (a) or (b) was a
contributing factor in the unfavorable per-

sonnel action alleged in the complaint.

(iv) PROHIBITION.—Relief may not be
ordered under paragraph (A) if the em-
ployer demonstrates by clear and con-
vineing evidence that the employer would

have taken the same unfavorable personnel

action in the absence of that behavior.

(3) FINAL ORDER.—

(A) DEADLINE FOR ISSUANCE; SETTLEMENT

AGREEMENTS.—Not later than 120 days after the

date of conclusion of a hearing under paragraph

(2), the Secretary of Labor shall issue a final

order providing the relief prescribed by this

paragraph or denying the complaint. At any

time before issuance of a final order, a pro-

ceeding under this subsection may be terminated

on the basis of a settlement agreement entered

wmto by the Secretary of Labor, the complainant,
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and the person alleged to have commaitted the
violation.

(B) REMEDY.—If, in response to a com-
plaint filed under paragraph (1), the Secretary
of Labor determines that a violation of sub-
section (a) or (b) has occurred, the Secretary of
Labor shall order the person who commatted such
violation to—

(1) take affirmative action to abate the
violation; and
(11) provide the remedies described in

subsection (d).

(C) OrRDER—If an order 1is issued under
subparagraph (B), the Secretary of Labor, at the
request of the complainant, shall assess against
the person against whom the order 1s issued a
sum equal to the aggregate amount of all costs
and expenses (including attorney and expert wit-
ness fees) reasonably incurred, as determined by
the Secretary of Labor, by the complainant for,
or in connection with, bringing the complaint
upon which the order was 1ssued.

(D) FrRIVOLOUS COMPLAINTS.—If the Sec-
retary of Labor finds that a complaint under

paragraph (1) s frivolous or has been brought in
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bad faith, the Secretary of Labor may award to
the prevailing employer reasonable attorney fees
not exceeding $1,000.
(4) REVIEW.—

(A) APPEAL TO COURT OF APPEALS.—Any
person adversely affected or aggrieved by an
order issued under paragraph (3) may obtain re-
view of the order in the Unated States Court of
Appeals for the circuit in which the violation,
with respect to which the order was issued, alleg-
edly occurred or the circuit in which the com-
plainant resided on the date of such violation.
The petition for review must be filed not later
than 60 days after the date of the issuance of the
Sfinal order of the Secretary of Labor. Review
shall conform to chapter 7 of title 5, United
States Code. The commencement of proceedings
under this subparagraph shall not, unless or-
dered by the court, operate as a stay of the order.

(B) LIMITATION ON COLLATERAL ATTACK.—
An order of the Secretary of Labor with respect
to which review could have been obtained under
subparagraph (A) shall not be subject to judicial

review in any criminal or other civil proceeding.
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(5) ENFORCEMENT OF ORDER BY SECRETARY OF
LABOR.—Whenever any person has failed to comply
with an order issued under paragraph (3), the Sec-
retary of Labor may file a civil action in the United
States district court for the district in which the vio-
lation was found to occur to enforce such order. In ac-
tions brought wunder this paragraph, the district
courts shall have jurisdiction to grant all appropriate
relief including, but not limited to, injunctive relief
and compensatory damages.

(6) ENFORCEMENT OF ORDER BY PARTIES.—

(A) COMMENCEMENT OF ACTION.—A person
on whose behalf an order was 1ssued under para-
graph (3) may commence a civil action against
the person to whom such order was issued to re-
quire compliance with such order. The appro-
priate United States district court shall have ju-
risdiction, without regard to the amount in con-
troversy or the citizenship of the parties, to en-
Jorce such order.

(B) ATTORNEY FEES.—The court, in
wssuing any  final order under this paragraph,
may award costs of litigation (including reason-

able attorney and expert wilness fees) to any
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party whenever the court determines such award

18 appropriate.

(7) DE NOVO REVIEW.—With respect to a com-
plaint under paragraph (1), if the Secretary of Labor
has not issued a final decision within 210 days after
the filing of the complaint and if the delay is not due
to the bad faith of the employee, the employee may
bring an original action at law or equity for de novo
review i the appropriate district court of the United
States, which shall have jurisdiction over such an ac-
tion without regard to the amount in controversy,
and which action shall, at the request of either party
to such action, be tried by the court with a jury. The
action shall be governed by the same legal burdens of
proof specified in paragraph (2)(B) for review by the
Secretary of Labor.

(d) REMEDIES.—

(1) IN GENERAL—An employee prevailing in
any action under subsection (¢) shall be entitled to all
relief necessary to make the employee whole.

(2) DAMAGES.—Relief in an action under sub-
section (¢) (including an action described in (¢)(7))

shall imeclude—
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(A) reinstatement with the same seniority
status that the employee would have had, but for
the discrimination;

(B) any backpay, with interest; and

(C) compensatory damages, including com-
pensation for any special damages sustained as
a result of the discrimination, including lhitiga-
tion costs, expert witness fees, and reasonable at-
torney fees.
(3) POSSIBLE RELIEF.—Relief in any action

under subsection (¢) may include punitive damages

m an amount not to exceed $250,000.

(¢) ELECTION OF REMEDIES.—An employee may not
seek protection under both this section and another provi-
ston of law for the same allegedly unlawful act of the pub-
lic transportation agency.

(f) NO PREEMPTION.—Nothing in this section pre-
empts or diminishes any other safequards against dis-
crimination, demotion, discharge, suspension, threats, har-
assment, reprimand, retaliation, or any other manner of
discrimination provided by Federal or State law.

(9) RiGOTS RETAINED BY EMPLOYEE.—Nothing in
this section shall be construed to dvminish the rights,
privileges, or remedies of any employee under any Federal

or State law or under any collective bargaining agreement.



398
The rghts and remedies in this section may not be waived
by any agreement, policy, form, or condition of employ-
ment.
(h) DISCLOSURE OF IDENTITY.—

(1) Except as provided in paragraph (2) of this
subsection, or with the written consent of the em-
ployee, the Secretary of Transportation or the Sec-
retary of Homeland Security may not disclose the
name of an employee who has provided information
described in subsection (a)(1).

(2) The Secretary of Transportation or the Sec-
retary of Homeland Security shall disclose to the At-
torney General the name of an employee described in
paragraph (1) of this subsection if the matter is re-
Jerred to the Attorney General for enforcement. The
Secretary making such disclosure shall provide rea-
sonable advance notice to the affected employee if dis-
closure of that person’s identity or identifying infor-
mation 18 to occur.

(1) PROCESS FOR REPORTING SECURITY PROBLEMS
TO THE DEPARTMENT OF HOMELAND SECURITY.—

(1) ESTABLISHMENT OF PROCESS.—The Sec-
retary shall establish through regulations after an op-
portunity for notice and comment, and provide infor-

mation to the public regarding, a process by which
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any person may submit a report to the Secretary re-
garding public transportation security problems, defi-
ciencies, or vulnerabilities.

(2) ACKNOWLEDGMENT OF RECEIPT.—If a report
submitted under paragraph (1) identifies the person
making the wreport, the Secretary shall respond
promptly to such person and acknowledge receipt of
the report.

(3) STEPS TO ADDRESS PROBLEM.—The Sec-
retary shall review and consider the information pro-
vided n any report submitted under paragraph (1)
and shall take appropriate steps to address any prob-
lems or deficiencies identified.

SEC. 1414. SECURITY BACKGROUND CHECKS OF COVERED
INDIVIDUALS FOR PUBLIC TRANSPORTATION.
(a) DEFINITIONS.—In this section, the following defi-
nitions apply:

(1) SECURITY BACKGROUND CHECK.—The term
“security background check” means reviewing the fol-
lowing for the purpose of identifying individuals who
may pose a threat to transportation security, na-
tional security, or of terrorism:

(A) Relevant criminal history databases.
(B) In the case of an alien (as defined in

section 101 of the Immigration and Nationality
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Act (8 U.S.C. 1101(a)(3))), the relevant data-

bases to determine the status of the alien under

the immagration laws of the United States.

(C) Other relevant information or data-
bases, as determined by the Secretary.

(2) COVERED INDIVIDUAL.—The term “covered
mdividual” means an employee of a public transpor-
tation agency or a contractor or subcontractor of a
public transportation agency.

(b) GUIDANCE.—

(1) Any guidance, recommendations, suggested
action items, or any other widely disseminated vol-
untary action ttem issued by the Secretary to a pub-
lic transportation agency or a contractor or subcon-
tractor of a public transportation agency relating to
performing a security background check of a covered
mdiwvidual shall contain recommendations on the ap-
propriate scope and application of such a security
background check, including the time period covered,
the types of disqualifying offenses, and a redress proc-
ess for adversely impacted covered individuals con-
sistent with subsections (¢) and (d) of this section.

(2) Not later than 60 days after the date of en-
actment of this Act, any guidance, recommendations,

suggested action items, or any other widely dissemi-
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nated voluntary action item issued by the Secretary
prior to the date of enactment of this Act to a public
transportation agency or a contractor or subcon-
tractor of a public transportation agency relating to
performing a security background check of a covered
mdwvidual shall be updated in compliance with para-

graph (b)(1).

(3) If a public transportation agency or a con-
tractor or subcontractor of a public transportation
agency pevforms a security background check on a
covered indwvidual to fulfill guidance issued by the
Secretary under paragraph (1) or (2), the Secretary
shall not consider such guidance fulfilled unless an
adequate redress process as described in subsection (d)
18 provided to covered individuals.

(¢c) REQUIREMENTS.—If the Secretary issues a rule,
requlation or directive requiring a public transportation
agency or contractor or subcontractor of a public transpor-
tation agency to perform a security background check of a
covered indiwvidual, then the Secretary shall prohibit a
public transportation agency or contractor or subcon-
tractor of a public transportation agency from making an
adverse employment decision, including removal or suspen-
ston of the employee, due to such rule, requlation, or direc-

twve with respect to a covered individual unless the public
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transportation agency or contractor or subcontractor of a
public transportation agency determines that the covered
mdwvidual—

(1) has been convicted of, has been found not
guwilty of by reason of insanity, or is under want,
warrant, or indictment for a permanent disqualifying
criminal offense listed in part 1572 of title 49, Code
of Federal Regulations;

(2) was convicted of or found not guilty by rea-
son of msanity of an intervm disqualifying criminal
offense listed in part 1572 of title 49, Code of Federal
Regulations, within 7 years of the date that the public
transportation agency or contractor or subcontractor
of the public transportation agency performs the secu-
rity background check; or

(3) was ncarcerated for an interim disquali-
Jying crimanal offense listed wn part 1572 of title 49,
Code of Federal Regulations, and released from incar-
ceration within 5 years of the date that the public
transportation agency or contractor or subcontractor
of a public transportation agency performs the secu-
rity background check.

(d) REDRESS PROCESS.—If the Secretary issues a
rule, regulation, or directive requiring a public transpor-

tation agency or contractor or subcontractor of a public



403
transportation agency to perform a security background
check of a covered individual, the Secretary shall—

(1) provide an adequate redress process for a
covered individual subjected to an adverse employ-
ment decision, including removal or suspension of the
employee, due to such rule, regulation, or directive
that 1s consistent with the appeals and waiver process
established for applicants for commercial motor vehi-
cle hazardous materials endorsements and transpor-
tation workers at ports, as required by section
70105(c) of title 49, Unated States Code; and

(2) have the authority to order an appropriate
remedy, including rewnstatement of the covered indi-
vidual, should the Secretary determine that a public
transportation agency or contractor or subcontractor
of a public transportation agency wrongfully made
an adverse employment decision regarding a covered
mdwidual pursuant to such rule, requlation, or direc-
tve.

(¢) FALSE STATEMENTS.—A public transportation
agency or a contractor or subcontractor of a public trans-
portation agency may not knowingly masrepresent to an
employee or other relevant person, including an arbiter in-
volved in a labor arbitration, the scope, application, or

meaning of any rules, requlations, directives, or guidance
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wssued by the Secretary related to security background
check requirements for covered individuals when con-
ducting a security background check. Not later than 1 year
after the date of enactment of this Act, the Secretary shall
wssue a requlation that prohibits a public transportation
agency or a contractor or subcontractor of a public trans-
portation agency from knowingly masrepresenting to an
employee or other relevant person, including an arbiter in-
volved in a labor arbitration, the scope, application, or
meaning of any rules, requlations, directives, or guidance
wssued by the Secretary related to security background
check requirements for covered individuals when con-
ducting a security background check.

(f) RIGHTS AND RESPONSIBILITIES.—Nothing in this
section shall be construed to abridge a public transpor-
tation agency’s or a contractor or subcontractor of a public
transportation agency’s rights or responsibilities to make
adverse employment decisions permatted by other Federal,
State, or local laws. Nothing in the section shall be con-
strued to abridge rights and responsibilities of covered in-
dwiduals, a public transportation agency, or a contractor
or subcontractor of a public transportation agency under
any other Federal, State, or local laws or collective bar-

gaining agreement.



405

(9) NO PREEMPTION OF FEDERAL OR STATE LAW.—
Nothing i this section shall be construed to preempt a
Federal, State, or local law that requires criminal history
background checks, immigration status checks, or other
background checks of covered individuals.

(h) STATUTORY CONSTRUCTION.—Nothing in this sec-
tion shall be construed to affect the process for review es-
tablished under section 70105(c) of title 46, United States
Code, ncluding requlations issued pursuant to such sec-
tion.

SEC. 1415. LIMITATION ON FINES AND CIVIL PENALTIES.

(a) INSPECTORS.—Surface transportation inspectors
shall be prohibited from issuing fines to public transpor-
tation agencies for violations of the Department’s regula-
tions or orders except through the process described in sub-
section (D).

(b) CviL, PENALTIES.—The Secretary shall be prohib-
ited from assessing civil penalties against public transpor-
tation agencies for violations of the Department’s regula-
tions or orders, except in accordance with the following:

(1) In the case of a public transportation agency
that 1s found to be in violation of a regulation or
order issued by the Secretary, the Secretary shall seek
correction of the violation through a written notice to

the public transportation agency and shall give the
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public transportation agency reasonable opportunity

to correct the wviolation or propose an alternative

means of compliance acceptable to the Secretary.
(2) If the public transportation agency does not
correct the violation or propose an alternative means

of compliance acceptable to the Secretary within a

reasonable time period that 1s specified in the written

notice, the Secretary may take any action authorized

m section 114 of title 49, United States Code, as

amended by this Act.

(¢) LIMITATION ON SECRETARY.—The Secretary shall
not witiate civil enforcement actions for violations of ad-
maimistrative and procedural requirements pertaining to
the application for and expenditure of funds awarded
under transportation security grant programs under this
tatle.

TITLE XV—SURFACE
TRANSPORTATION SECURITY
Subtitle A—General Provisions

SEC. 1501. DEFINITIONS.

In this title, the following definitions apply:

(1)  APPROPRIATE CONGRESSIONAL — COMMIT-

TEES.—The term “appropriate congressional commit-

tees” means the Commaittee on Commerce, Science,

and Transportation and the Commaittee on Homeland
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Security and Governmental Affairs of the Senate and
the Committee on Homeland Security and the Com-
mittee on Transportation and Infrastructure of the
House of Representatives.

(2) SECRETARY.—The term “Secretary” means
the Secretary of Homeland Security.

(3) DEPARTMENT.—The term  “Department”
means the Department of Homeland Security.

(4) OVER-THE-ROAD BUS.—The term “over-the-
road bus” means a bus characterized by an elevated
passenger deck located over a baggage compartment.

(5) OVER-THE-ROAD BUS FRONTLINE EMPLOY-
EES.—In this section, the term “over-the-road bus
Sfrontline employees” means over-the-road bus drivers,
security personnel, dispatchers, maintenance and
maintenance support personnel, ticket agents, other
terminal employees, and other employees of an over-
the-road bus operator or terminal owner or operator
that the Secretary determines should receive security
traiming under thas title.

(6) RAILROAD FRONTLINE EMPLOYEES.—In this
section, the term  “railroad frontline employees™
means security personnel, dispatchers, locomotive en-
gineers, conductors, trainmen, other onboard employ-

ees, maintenance and maintenance support personnel,
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bridge tenders, and any other employees of railroad
carriers that the Secretary determines should receive
security traiming under this title.

(7) RAILROAD.—The term “railroad” has the
meaning that term has in section 20102 of title 49,
United States Code.

(8) RAILROAD CARRIER.—The term “railroad
carrier” has the meaning that term has in section
20102 of title 49, Unated States Code.

(9) STATE.—The term “State” means any one of
the 50 States, the District of Columbia, Puerto Rico,
the Northern Mariana Islands, the Virgin Islands,
Guam, American Samoa, and any other territory or
possesston of the United States.

(10) TERRORISM.—The term “terrorism” has the
meaning that term has in section 2 of the Homeland
Security Act of 2002 (6 U.S.C. 101).

(11) TRANSPORTATION.—The term “transpor-
tation”, as used with respect to an over-the-road bus,
means the movement of passengers or property by an
over-the-road bus—

(A) in the jurisdiction of the Unaited States
between a place in a State and a place outside
the State (including a place outside the Unaited

States); or
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(B) in a State that affects trade, traffic,
and transportation described in subparagraph

(A).

(12) UNITED STATES.—The term  “United
States” means the 50 States, the District of Columbia,
Puerto Rico, the Northern Mariana Islands, the Vir-
gin Islands, Guam, American Samoa, and any other
territory or possession of the Unated States.

(13) SECURITY-SENSITIVE MATERIAL—The term
“security-sensitive material” means a material, or a
group or class of material, i a particular amount
and form that the Secretary, in consultation with the
Secretary of Transportation, determines, through a
rulemaking with opportunity for public comment,
poses a significant risk to national security while
being transported in commerce due to the potential
use of the material in an act of terrorism. In making
such a designation, the Secretary shall, at a min-
vmum, consider the following:

(A) Class 7 radioactive materials.

(B) Diwision 1.1, 1.2, or 1.3 explosives.

(C) Materials poisonous or toxic by inhala-
tion, wncluding Dwvision 2.3 gases and Division

6.1 materials.
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(D) A select agent or toxin regulated by the

Centers for Disease Control and Prevention
under part 73 of title 42, Code of Federal Regu-
lations.

(14) DISADVANTAGED BUSINESS CONCERNS.—

The term “disadvantaged business concerns” means

small businesses that are owned and controlled by so-

cially and economically disadvantaged individuals as
defined in section 124, of title 13, Code of Federal

Regulations.

(15) AMTRAK.—The term “Amtrak” means the

Natiwonal Railroad Passenger Corporation.

SEC. 1502. OVERSIGHT AND GRANT PROCEDURES.

(a) SECRETARIAL OVERSIGHT.—The Secretary, in co-
ordination with Secretary of Transportation for grants
awarded to Amtrak, shall establish necessary procedures,
mcluding monitoring and audits, to ensure that grants
made under this title are expended in accordance with the
purposes of this title and the priorities and other criteria
developed by the Secretary.

(b) ADDITIONAL AUDITS AND REVIEWS.—The Sec-
retary, and the Secretary of Transportation for grants
awarded to Amtrak, may award contracts to undertake ad-

ditional audits and reviews of the safety, security, procure-
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ment, management, and financial compliance of a recipi-
ent of amounts under this title.

(¢) PROCEDURES FOR GRANT AWARD.—Not later
than 180 days after the date of enactment of this Act, the
Secretary shall prescribe procedures and schedules for the
awarding of grants under this title, including application
and qualification procedures, and a record of decision on
applicant eligibility. The procedures shall include the exe-
cution of a grant agreement between the grant recipient
and the Secretary and shall be consistent, to the extent
practicable, with the grant procedures established under
section 70107(v) and (j) of title 46, Unated States Code.

(d) ADDITIONAL AUTHORITY.—

(1) ISSUANCE.—The Secretary may issue non-
Dinding letters of intent to recipients of a grant under
thas title, to commat funding from future budget au-
thority of an amount, not more than the Federal Gov-
ernment’s share of the project’s cost, for a capital im-
provement project.

(2) ScuEDULE.—The letter of intent under this
subsection shall establish a schedule under which the
Secretary will revmburse the recipient for the Govern-
ment’s share of the project’s costs, as amounts become

available, if the recipient, after the Secretary issues
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that letter, carries out the project without recerving

amounts under a grant issued under this title.

(3) NOTICE TO SECRETARY.—A recipient that
has been issued a letter of intent under this section
shall notify the Secretary of the recipient’s intent to
carry out a project before the project begins.

(4) NOTICE TO CONGRESS.—The Secretary shall
transmit to the appropriate congressional committees
a written notification at least 5 days before the
wssuance of a letter of intent under this subsection.

(5) LIMITATIONS.—A letter of intent issued
under this subsection 1s not an obligation of the Fed-
eral Government wunder section 1501 of title 31,
Unated States Code, and the letter is not deemed to
be an administrative commitment for financing. An
obligation or administrative commitment may be
made only as amounts are provided in authorization
and appropriations laws.

(¢) RETURN OF MISSPENT GRANT FUNDS.—As part
of the grant agreement under subsection (c), the Secretary
shall require grant applicants to return any wmisspent
grant funds received under this title that the Secretary
considers to have been spent for a purpose other than those
specified in the grant award. The Secretary shall take all

necessary actions to recover such funds.
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(f) CONGRESSIONAL NOTIFICATION.—Not later than 5
days before the award of any grant is made under this
title, the Secretary shall notify the appropriate congres-
stonal committees of the intent to award such grant.

(9) GUIDELINES.—The Secretary shall ensure, to the
extent practicable, that grant recipients under this title
who use contractors or subcontractors use small, minority,
women-owned, or disadvantaged business concerns as con-
tractors or subcontractors when appropriate.

SEC. 1503. AUTHORIZATION OF APPROPRIATIONS.

(a) TRANSPORTATION SECURITY ADMINISTRATION
AUTHORIZATION.—Section 114 of title 49, United States
Code, as amended by section 1302 of this Act, is further
amended by adding at the end the following:

“(w) AUTHORIZATION OF APPROPRIATIONS.—There

are authorized to be appropriated to the Secretary of

Homeland Security for

“(1) rarlroad security—
“(A) $488,000,000 for fiscal year 2008;
“(B) $483,000,000 for fiscal year 2009;
“(C) $508,000,000 for fiscal year 2010; and
“(D) $508,000,000 for fiscal year 2011;

“(2) over-the-road bus and trucking security—
“(A) $14,000,000 for fiscal year 2008;

“(B) $27,000,000 for fiscal year 2009;



414
“C) $27,000,000 for fiscal year 2010; and
“(D) $27,000,000 for fiscal year 2011; and
“(3) hazardous material and pipeline security—
“(A) $12,000,000 for fiscal year 2008;
“(B) $12,000,000 for fiscal year 2009; and
“(C) $12,000,000 for fiscal year 2010.”.

There are

(b) DEPARTMENT OF TRANSPORTATION.
authorized to be appropriated to the Secretary of Trans-
portation to carry out section 1515—

(1) $38,000,000 for fiscal year 2008;

(2) $40,000,000 for fiscal year 2009;

(3) $55,000,000 for fiscal year 2010; and

(4) $70,000,000 for fiscal year 2011.
SEC. 1504. PUBLIC AWARENESS.

Not later than 180 days after the date of enactment
of this Act, the Secretary shall develop a national plan for
railroad and over-the-road bus security public outreach
and awareness. Such a plan shall be designed to increase
awareness of measures that the general public, passengers,
and employees of railroad carriers and over-the-road bus
operators can take to increase the security of the national
ravlroad and over-the-road bus transportation systems.
Such a plan shall also provide outreach to railroad car-
riers and over-the-road bus operators and their employees

to improve their awareness of available technologies, ongo-
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g research and development efforts, and available Fed-
eral funding sources to improve security. Not later than 9
months after the date of enactment of this Act, the Sec-
retary shall vmplement the plan developed under this sec-
tion.

Subtitle B—Railroad Security
SEC. 1511. RAILROAD TRANSPORTATION SECURITY RISK AS-

SESSMENT AND NATIONAL STRATEGY.

(a) RISKE ASSESSMENT.—The Secretary shall establish
a Federal task force, including the Transportation Secu-
rity Admainistration and other agencies within the Depart-
ment, the Department of Transportation, and other appro-
priate Federal agencies, to complete, within 6 months of
the date of enactment of this Act, a nationwide risk assess-
ment of a terrovist attack on railvoad carriers. The assess-
ment shall include—

(1) a methodology for conducting the risk assess-
ment, including timelines, that addresses how the De-
partment will work with the entities described in sub-
section (c) and make use of existing Federal expertise
within the Department, the Department of Transpor-
tation, and other appropriate agencies;

(2) adentification and evaluation of critical as-
sets and infrastructure, including tunnels used by

raalroad carriers in high-threat wrban areas;
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(3) wdentification of risks to those assets and in-
Jrastructure;

(4) identification of risks that are specific to the
transportation of hazardous materials via railroad;

(5) identification of risks to passenger and cargo
security, transportation infrastructure protection sys-
tems, operations, communications systems, and any
other area identified by the assessment;

(6) an assessment of employee training and
emergency response planning;

(7) an assessment of public and private oper-
ational recovery plans, taking into account the plans
Jor the maritime sector requirved under section 70103
of title 46, United States Code, to expedite, to the
maximum extent practicable, the return of an ad-
versely affected railroad transportation system or fa-
cility to its normal performance level after a major
terrorist attack or other security event on that system
or facility; and

(8) an account of actions taken or planned by
both public and private entities to address identified
raalroad security issues and an assessment of the ef-
fective integration of such actions.

(b) NATIONAL STRATEGY.—
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(1) REQUIREMENT—Not later than 9 months

after the date of enactment of this Act and based upon

the assessment conducted under subsection (a), the

Secretary, consistent with and as required by section

114(t) of title 49, United States Code, shall develop

and implement the modal plan for railroad transpor-

tation, entitled the “National Strategy for Railroad

Transportation Security”.

(2) CONTENTS.—The modal plan shall include

prioritized goals, actions, objectives, policies, mecha-

nisms, and schedules for, at a minimum—

(A) improving the security of railroad tun-
nels, railroad bridges, railroad switching and
car storage areas, other railroad infrastructure
and facilities, information systems, and other
areas identified by the Secretary as posing sig-
nificant railroad-related risks to public safety
and the movement of interstate commerce, taking
mto account the vmpact that any proposed secu-
rity measure might have on the provision of rail-
road service or on operations served or otherwise
affected by railroad service;

(B) deploying equipment and personnel to
detect security threats, including those posed by

explosives and hazardous chemical, biological,
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and radioactive substances, and any appropriate
countermeasures;

(C) consistent with section 1517, training
ravlroad employees in terrorism prevention, pre-
paredness, passenger evacuation, and response
activities;

(D) conducting public outreach campaigns
Jor raalroads regarding security, including edu-
cational iitiatives designed to inform the public
on how to prevent, prepare for, respond to, and
recover from a terrorvist attack on railroad trans-
portation;

(E) providing additional railroad security
support for railroads at high or severe threat lev-
els of alert;

(F) ensuring, in coordination with freight
and intercity and commuter passenger railroads,
the continued movement of freight and pas-
sengers 1n the event of an attack affecting the
railroad system, including the possibility of re-
routing traffic due to the loss of critical infra-
structure, such as a bridge, tunnel, yard, or sta-

tion;
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(G) coordinating existing and planned rail-
road security initiatives undertaken by the pub-
lic and private sectors;
(H) assessing—
(1) the usefulness of covert testing of
railroad security systems;
(i11) the ability to integrate security
wnto infrastructure design; and
(11r) the wmplementation of random
searches of passengers and baggage; and
(1) identifying the immediate and long-term
costs of measures that may be required to address
those risks and public and private sector sources
to fund such measures.

(3) RESPONSIBILITIES.—The Secretary shall in-

clude i the modal plan a description of the roles, re-

sponsibilities, and authorities of Federal, State, and

local agencies, government-sponsored entities, tribal

governments, and appropriate stakeholders described

wm subsection (¢). The plan shall also include—

(A) the identification of, and a plan to ad-
dress, gaps and unnecessary overlaps in the
roles, responsibilities, and authorities described

m this paragraph;
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(B) a methodology for how the Department

will work with the entities described in  sub-
section (c), and make use of existing Federal ex-
pertise within the Department, the Department
of Transportation, and other appropriate agen-
cles;

(C) a process for facilitating security clear-
ances for the purpose of intelligence and infor-
mation sharing with the entities described in
subsection (c), as appropriate;

(D) a strategy and timeline, coordinated
with the research and development program es-
tablished under section 1518, for the Depart-
ment, the Department of Transportation, other
appropriate Federal agencies and private enti-
ties to research and develop new technologies for
securing railroad systems; and

(E) a process for coordinating existing or
Juture security strategies and plans for railroad
transportation, including the National Infra-
structure Protection Plan required by Homeland
Security Presidential Directive 7; Executive
Order No. 13416: “Strengthening Surface Trans-
portation Security” dated December 5, 20006; the

Memorandum of Understanding between the De-
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partment and the Department of Transportation
on Roles and Responsibilities dated September
28, 2004, and any and all subsequent annexes to
this Memorandum of Understanding, and any
other relevant agreements between the two De-
partments.

(¢c) CONSULTATION WITH STAKEHOLDERS.—In devel-
oping the National Strategy requived under this section,
the Secretary shall consult with railroad management,
nonprofit  employee organizations representing railroad
employees, owners or lessors of railroad cars used to trans-
port hazardous materials, emergency responders, offerors of
security-sensitive materials, public safety officials, and
other relevant parties.

(d) ADEQUACY OF EXISTING PLANS AND STRATE-
GIES.—In developing the risk assessment and National
Strategy required under this section, the Secretary shall
utilize relevant existing plans, strategies, and risk assess-
ments developed by the Department or other Federal agen-
cies, mcluding those developed or implemented pursuant to
section 114(t) of title 49, Unated States Code, or Homeland
Security Presidential Directive 7, and, as appropriate, as-
sessments developed by other public and private stake-
holders.

(¢) REPORT.—
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(1) CONTENTS.—Not later than 1 year after the
date of enactment of this Act, the Secretary shall
transmat to the appropriate congressional committees
a report containing—

(A) the assessment and the National Strat-
eqy required by this section; and
(B) an estimate of the cost to implement the

National Strategy.

(2) FORMAT.—The Secretary may submit the re-
port in both classified and redacted formats if the
Secretary determines that such action is appropriate
or necessary.

(f) ANNUAL UPDATES.—Consistent with the require-
ments of section 114(t) of title 49, United States Code, the
Secretary shall update the assessment and National Strat-
eqy each year and transmit a report, which may be sub-
mitted i both classified and redacted formats, to the ap-
propriate congressional commattees containing the updated
assessment and recommendations.

(9) FUNDING.—Out of funds appropriated pursuant
to section 114(w) of title 49, United States Code, as
amended by section 1503 of this title, there shall be made
available to the Secretary to carry out this section

$5,000,000 for fiscal year 2008.
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SEC. 1512. RAILROAD CARRIER ASSESSMENTS AND PLANS.

(a) IN GENERAL.—Not later than 12 months after the
date of enactment of this Act, the Secretary shall issue reg-
ulations that—

(1) require each railroad carrier assigned to a
high-risk tier under this section to—
(A) conduct a vulnerability assessment in
accordance with subsections (¢) and (d); and
(B) to prepare, submat to the Secretary for
approval, and 1mplement a security plan in ac-
cordance with this section that addresses security
performance requirements; and
(2) establish standards and guidelines, based on
and consistent with the risk assessment and National

Strategy for Railroad Transportation Security devel-

oped under section 1511, for developing and imple-

menting the vulnerability assessments and security
plans for railvoad carriers assigned to high-risk tiers.

(b) NON HIGH-RISE PROGRAMS.—The Secretary may
establish a security program for railroad carriers not as-
signed to a high-risk tier, including—

(1) guidance for such carriers in conducting vul-
nerability assessments and preparing and 1mple-
menting security plans, as determined appropriate by

the Secretary; and
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(2) a process to review and approve such assess-

ments and plans, as appropriate.

(¢) DEADLINE FOR SUBMISSION.—Not later than 9
months after the date of issuance of the requlations under
subsection (a), the vulnerability assessments and security
plans required by such requlations for railroad carriers as-
signed to a high-risk tier shall be completed and submitted
to the Secretary for review and approval.

(d) VULNERABILITY ASSESSMENTS.—

(1) REQUIREMENTS.—The Secretary shall pro-
vide technical assistance and guidance to railroad
carriers in  conducting vulnerability —assessments
under this section and shall require that each vulner-
ability assessment of a railroad carrier assigned to a
high-risk tier under this section, include, as applica-
ble—

(A) identification and evaluation of critical
railroad carrier assets and infrastructure, in-
cluding platforms, stations, intermodal terma-
nals, tunnels, bridges, switching and storage
areas, and information systems as appropriate;

(B) identification of the vulnerabilities to
those assets and infrastructure;

(C) adentification of strengths and weak-

nesses 1Mm—
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(1) physical security;

(11) passenger and cargo security, in-
cluding the security of security-sensitive
materials being transported by railroad or
stored on railroad property;

(111) programmable electronic devices,
computers, or other automated systems
which are used wn providing the transpor-
tation;

(iv) alarms, cameras, and other protec-
tion systems;

(v) communications systems and utili-
ties meeded for railroad security purposes,
mcluding dispatching and notification sys-
tems;

(vi) emergency response planning;

(vir) employee training; and

(viir) such other matters as the Sec-
retary determanes appropriate; and
(D) identification of redundant and backup

systems required to ensure the continued oper-
ation of critical elements of a railroad carrier’s
system in the event of an attack or other inci-
dent, including disruption of commercial electric

power or communications network.
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(2) THREAT INFORMATION.—The Secretary shall
provide wn a timely manner to the appropriate em-
ployees of a railroad carrier, as designated by the
raalroad carrier, threat information that s relevant
to the carrier when preparing and submitting a vul-
nerability assessment and security plan, including an
assessment of the most likely methods that could be
used by terrorists to exploit weaknesses in railroad se-
curity.

(¢) SECURITY PLANS.—

(1) REQUIREMENTS.—The Secretary shall pro-
vide technical assistance and guidance to railroad
carriers in  preparing and implementing security
plans under this section, and shall require that each
security plan of a railroad carrier assigned to a high-
risk tier under this section include, as applicable—

(A) identification of a security coordinator
having authority—

(1) to implement security actions under
the plan;

(11) to coordinate security improve-
ments; and

(111) to receive immediate communica-
tions from appropriate Federal officials re-

garding railroad security;
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(B) a list of needed capital and operational

mmprovements;

(C) procedures to be 1mplemented or used
by the railroad carrier in response to a terrovist
attack, imcluding evacuation and passenger com-
munication plans that include individuals with
disabilities as appropriate;

(D) identification of steps taken with State
and local law enforcement agencies, emergency
responders, and Federal officials to coordinate
security measures and plans for response to a
terrorist attack;

(E) a strategy and timeline for conducting
traiming under section 1517;

(F) enhanced security measures to be taken
by the railroad carrier when the Secretary de-
clares a period of heightened security risk;

(G) plans for providing redundant and
backup systems required to ensure the continued
operation of critical elements of the railroad car-
rier’s system in the event of a terrorist attack or
other incident;

(H) a strategy for implementing enhanced
security for shipments of security-sensitive mate-

rials, including plans for quickly locating and
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securing such shipments in the event of a ter-
rorist attack or security incident; and
(1) such other actions or procedures as the

Secretary determines are appropriate to address

the security of railroad carriers.

(2) SECURITY COORDINATOR REQUIREMENTS.—
The Secretary shall require that the individual serv-
mg as the security coordinator identified in para-
graph (1)(A) is a citizen of the United States. The
Secretary may waive this requirement with respect to
an individual if the Secretary determines that it 1s
appropriate to do so based on a background check of
the mdwidual and a review of the consolidated ter-
rorist watchlist.

(3) CONSISTENCY WITH OTHER PLANS.—The
Secretary shall ensure that the security plans devel-
oped by railroad carriers under this section are con-
sistent with the risk assessment and National Strat-
eqy for Railroad Transportation Security developed
under section 1511.

(f) DEADLINE FOR REVIEW PROCESS.—Not later than
6 months after receiving the assessments and plans re-

quired under this section, the Secretary shall—
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(1) review each vulnerability assessment and se-
curity plan submatted to the Secretary in accordance
with subsection (c);

(2) require amendments to any security plan
that does not meet the requirements of this section;
and

(3) approve any vulnerability assessment or se-
curity plan that meets the requirements of this sec-
tion.

(9) INTERIM SECURITY MEASURES.—The Secretary
may require railroad carriers, during the period before the
deadline established under subsection (c), to submit a secu-
rity plan under subsection (e) to implement any necessary
wmtervm security measures essential to providing adequate
security of the railvoad carrier’s system. An interim plan
required under this subsection unll be superseded by a plan
required under subsection (e).

(h) TIER ASSIGNMENT.—Utilizing the risk assessment
and National Strategy for Railroad Transportation Secu-
rity required under section 1511, the Secretary shall as-
sign each railroad carrier to a risk-based tier established
by the Secretary.

(1) PROVISION OF INFORMATION.—The Secretary
may request, and a railroad carrier shall provide, in-

Jormation necessary for the Secretary to assign a rail-
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road carrier to the appropriate tier under this sub-
section.

(2) NOTIFICATION.—Not later than 60 days after
the date a railroad carrier is assigned to a tier under
this subsection, the Secretary shall notify the railroad
carrier of the tier to which it is assigned and the rea-
sons for such assignment.

(3) HIGH-RISK TIERS.—AL least one of the tiers
established by the Secretary wunder this subsection
shall be designated a tier for high-risk railroad car-
riens.

(4) REASSIGNMENT.—The Secretary may reas-
sign- a railroad carrier to another tier, as appro-
priate, in response to changes in risk. The Secretary
shall notify the railroad carrier not later than 60
days after such reassignment and provide the railroad
carrier with the reasons for such reassignment.

(1) NONDISCLOSURE OF INFORMATION.—

(1) SUBMISSION OF INFORMATION TO CON-
GRESS.—Nothing in this section shall be construed as
authorizing the withholding of any information from
Congress.

(2)  DISCLOSURE OF INDEPENDENTLY FUR-
NISHED INFORMATION.—Nothing in this section shall

be construed as affecting any authority or obligation



431

of a Federal agency to disclose any record or informa-

tion that the Federal agency obtains from a railroad

carrier under any other Federal law.

(j) EXISTING PROCEDURES, PROTOCOLS AND STAND-
ARDS.—

(1) DETERMINATION.—In response to a petition
by a railroad carrier or at the discretion of the Sec-
retary, the Secretary may determine that existing
procedures, protocols, and standards meet all or part
of the requirements of this section, including regula-
tions issued under subsection (a), regarding vulner-
ability assessments and security plans.

(2) ELECTION—Upon review and written deter-
mination by the Secretary that existing procedures,
protocols, or standards of a railroad carrier satisfy
the requirements of thas section, the railroad carrier
may elect to comply with those procedures, protocols,
or standards instead of the requirements of this sec-
tion.

(3) PARTIAL APPROVAL.—If the Secretary deter-
mines that the existing procedures, protocols, or
standards of a railroad carrier satisfy only part of
the requirements of this section, the Secretary may
accept such submission, but shall require submission

by the railroad carrier of any additional information
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relevant to the vulnerability assessment and security
plan of the railroad carrier to ensure that the remain-
g requirements of this section are fulfilled.

(4) NOTIFICATION.—If the Secretary determines
that particular existing procedures, protocols, or
standards of a railroad carrier under this subsection
do not satisfy the requirements of this section, the
Secretary shall provide to the railroad carrier a writ-
ten notification that includes an explanation of the
determination.

(5) REVIEW.—Nothing in this subsection shall
relieve the Secretary of the obligation—

(A4) to review the vulnerability assessment
and security plan submitted by a railroad car-
rier under this section; and

(B) to approve or disapprove each submis-
ston on an mdwidual basis.

(k) PERIODIC KVALUATION BY RAILROAD CARRIERS
REQUIRED.—

(1) SUBMISSION OF EVALUATION.—Not later
than 3 years after the date on which a vulnerability
assessment or security plan required to be submatted
to the Secretary under subsection (¢) is approved, and
at least once every 5 years thereafter (or on such a

schedule as the Secretary may establish by regula-
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tion), a railroad carrier who submatted a vulner-

ability assessment and security plan and who 1s still

assigned to the high-risk tier must also submait to the

Secretary an evaluation of the adequacy of the vulner-

ability assessment and security plan that includes a

description of any material changes made to the vul-

nerability assessment or security plan.
(2) REVIEW OF EVALUATION.—Not later than

180 days after the date on which an evaluation is

submitted, the Secretary shall review the evaluation

and notify the railrvoad carrier submitting the evalua-
tion of the Secretary’s approval or disapproval of the
evaluation.

(1) SHARED FACILITIES.—The Secretary may permit
under this section the development and implementation of
coordinated vulnerability assessments and security plans
to the extent that a railvoad carrier shares facilities with,
or 1s colocated with, other transportation entities or pro-
viders that are required to develop vulnerability assess-
ments and security plans under Federal law.

(m) CONSULTATION.—In carrying out this section,
the Secretary shall consult with railroad carriers, non-
profit employee labor organizations representation railroad

employees, and public safety and law enforcement officials.
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SEC. 1513. RAILROAD SECURITY ASSISTANCE.

(a) SECURITY IMPROVEMENT GRANTS.—(1) The Sec-
retary, in consultation with the Administrator of the
Transportation Security Administration and other appro-
priate agencies or officials, is authorized to make grants
to railroad carriers, the Alaska Railroad, security-sensitive
materials offerors who ship by railroad, owners of railroad
cars used in the transportation of security-sensitive mate-
rials, State and local governments (for railroad passenger
Jacilities and infrastructure not owned by Amtrak), and
Amtrak for intercity passenger railroad and freight rail-
road security improvements described in subsection (b) as
approved by the Secretary.

(2) A railroad carrier is eligible for a grant under
this section 1f the carrier has completed a vulnerability as-
sessment and developed a security plan that the Secretary
has approved in accordance with section 1512.

(3) A recipient of a grant under this section may use
grant funds only for permissible uses under subsection (b)
to further a railroad security plan that meets the require-
ments of paragraph (2).

(4) Notwithstanding the requirement for eligibility
and uses of funds in paragraphs (2) and (3), a railroad
carrier 1s eligible for a grant under this section if the ap-
plicant uses the funds solely for the development of assess-

ments or security plans under section 1512.
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(5) Notuithstanding the requirements for eligibility
and uses of funds in paragraphs (2) and (3), prior to the
earlier of one year after the date of issuance of final regu-
lations requiring vulnerability assessments and security
plans under section 1512 or 3 years after the date of enact-
ment of this Act, the Secretary may award grants under
this section for rail security improvements listed under
subsection (b) based upon railroad carrier vulnerability
assessments and security plans that the Secretary deter-
manes are sufficient for the purposes of this section but
have not been approved by the Secretary in accordance
with section 1512.

(b) USES OF FUNDS.—A recipient of a grant under
this section shall use the grant funds for one or more of
the following:

(1) Security and redundancy for critical commau-
nications, computer, and train control systems essen-
tial for secure railroad operations.

(2) Accommodation of railroad cargo or pas-
senger security anspection facilities, related infra-
structure, and operations at or near United States
nternational borders or other ports of entry.

(3) The security of security-sensitive materials

transportation by railroad.
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(4) Chemical, biological, radiological, or explo-
siwe detection, including canine patrols for such detec-
tion.

(5) The security of intercity passenger railroad
stations, trains, and infrastructure, including secu-
rity capital improvement projects that the Secretary
determanes enhance railroad station security.

(6) Technologies to reduce the vulnerabilities of
railroad cars, including structural modification of
raalroad cars transporting security-sensitive materials
to improve their resistance to acts of terrorism.

(7) The sharing of intelligence and information
about security threats.

(8) To obtain train tracking and communica-
tions equipment, including equipment that is inter-
operable with Federal, State, and local agencies and
tribal governments.

(9) To hire, train, and employ police and secu-
rity officers, including canine units, assigned to full-
time security or counterterrorism duties related to
rarlroad transportation.

(10) Owvertime revmbursement, including reim-
bursement of State, local, and tribal governments for
costs, for enhanced security personnel assigned to du-

ties related to railroad security during periods of high
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or severe threat levels and National Special Security
Events or other periods of heightened security as de-
termined by the Secretary.

(11) Perimeter protection systems, including ac-
cess control, installation of improved lighting, fenc-
g, and barricades at railroad facilities.

(12) Tunnel protection systems.

(13) Passenger evacuation and evacuation-re-
lated capital improvements.

(14) Railroad security inspection technologies,
mceluding verified visual inspection technologies using
hand-held readers.

(15) Surveillance equipment.

(16) Cargo or passenger screening equipment.

(17) Emergency response equipment, including
fire suppression and decontamination equipment, per-
sonal protective equipment, and defibrillators.

(18) Operating and capital costs associated with
security awareness, preparedness, and response train-
mg, ncluding traiming under section 1517, and
traiming developed by universities, institutions of
higher education, and nonprofit employee labor orga-
nizations, for railvoad employees, including frontline

employees.
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(19) Live or simulated exercises, including exer-
cises described in section 1510.

(20) Public awareness campaigns for enhanced
raalroad security.

(21) Development of assessments or security
plans under section 1512.

(22) Other security improvements—

(A) identified, required, or recommended
under sections 1511 and 1512, including infra-
structure, facilities, and equipment upgrades; or

(B) that the Secretary considers appro-
priate.

(¢) DEPARTMENT OF HOMELAND SECURITY RESPON-
SIBILITIES.—In carrying out the responsibilities under
subsection (a), the Secretary shall—

(1) determine the requirements for recipients of
grants;

(2) establish priorities for uses of funds for grant
recipients;

(3) award the funds authorized by this section
based on risk, as identified by the plans required
under sections 1511 and 1512, or assessment or plan
described in subsection (a)(5);

(4) take into account whether stations or facili-

ties are used by commuter railroad passengers as well
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as ntercity railrvoad passengers in reviewing grant

applications;

(5) encourage non-Federal financial participa-
tion in projects funded by grants; and

(6) not later than 5 business days after award-
mg a grant to Amtrak under this section, transfer
grant funds to the Secretary of Transportation to be
disbursed to Amtrak.

(d) MULTIVEAR AWARDS.—Grant funds awarded
under this section may be awarded for projects that span
multiple years.

(¢) LIMITATION ON USES OF FUNDS.—A grant made
under this section may not be used to make any State or
local government cost-sharing contribution under any
other Federal law.

(f) ANNUAL REPORTS.—Kach recipient of a grant
under this section shall report annually to the Secretary
on the use of grant funds.

(9) NON-FEDERAL Marca STUDY.—Not later than
240 days after the date of enactment of this Act, the Sec-
retary shall provide a report to the appropriate congres-
stonal commattees on the feasibility and appropriateness of
requiring a non-Federal match for grants awarded to
freight railrvoad carriers and other private entities under

thas section.
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(h) SUBJECT TO CERTAIN STANDARDS.—A recipient
of a grant under this section and sections 1514 and 1515
shall be required to comply with the standards of section
24312 of title 49, United States Code, as in effect on Janu-
ary 1, 2007, with respect to the project in the same man-
ner as Amtrak 1s required to comply with such standards
Jor construction work financed under an agreement made
under section 24308(a) of that title.

(1) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL—QOut of funds appropriated
pursuant to section 114(w) of title 49, United States
Code, as amended by section 1503 of this title, there
shall be made available to the Secretary to carry out
this section—

(4) $300,000,000 for fiscal year 2008;
(B) $300,000,000 for fiscal year 2009;
(C) $300,000,000 for fiscal year 2010; and
(D) $300,000,000 for fiscal year 2011.

(2) PERIOD OF AVAILABILITY.—Sums appro-
priated to carry out this section shall remain avail-
able until expended.

SEC. 1514. SYSTEMWIDE AMTRAK SECURITY UPGRADES.
(a) IN GENERAL.—
(1) GRANTS.—Subject to subsection (b), the Sec-

retary, in consultation with the Administrator of the
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Transportation Security Admainistration, is author-
1zed to make grants to Amtrak in accordance with the
provisions of this section.
(2) GENERAL PURPOSES.—The Secretary may
make such grants for the purposes of—

(A) protecting underwater and underground
assets and systems;

(B) protecting high-risk and  high-con-
sequence assets identified through systemavide
risk assessments;

(C) providing counterterrorism or security
traiming;

(D) providing both wvisible and unpredict-
able deterrence; and

(E) conducting emergency preparedness
drills and exercises.

(3) Speciric PROJECTS.—The Secretary shall
make such grants—

(A4) to secure major tunnel access points
and ensure tunnel integrity in New York, New
Jersey, Maryland, and Washington, DC;

(B) to secure Amtrak trains;

(C) to secure Amtrak stations;

(D) to obtain a watchlist identification sys-
tem approved by the Secretary;
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(E) to obtain train tracking and interoper-
able communications systems that are coordi-
nated with Federal, State, and local agencies
and tribal governments to the maximwm extent
possible;

(F) to hire, train, and employ police and
security officers, including canine units, assigned
to full-time security or counterterrovism duties
related to railroad transportation;

(G) for operating and capital costs associ-
ated with security awareness, preparedness, and
response training, including training under sec-
twon 1517, and traiming developed by univer-
sities, institutions of higher education, and non-
profit employee labor organizations, for railroad
employees, including frontline employees; and

(H) for live or simulated exercises, includ-
g exercises described in section 1516.

(b) CONDITIONS.—The Secretary shall award grants
to Amtrak under this section for projects contained in a
systemwide security plan approved by the Secretary devel-
oped pursuant to section 1512. Not later than 5 business
days after awarding a grant to Amtrak under this section,
the Secretary shall transfer the grant funds to the Sec-

retary of Transportation to be disbursed to Amtrak.
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(¢c) EQUITABLE GEOGRAPHIC ALLOCATION.—The Sec-
retary shall ensure that, subject to meeting the highest se-
curity meeds on Awmirak’s entire system and consistent
with the risk assessment requirved under section 1511 and
Amtrak’s vulnerability assessment and security plan devel-
oped under section 1512, stations and facilities located
outside of the Northeast Corridor recerve an equitable share
of the security funds authorized by this section.

(d) AVAILABILITY OF FUNDS.—

(1) IN GENERAL—QOut of funds appropriated
pursuant to section 114(w) of title 49, United States
Code, as amended by section 1503 of this title, there
shall be made available to the Secretary and the Ad-
manistrator of the Transportation Security Adminis-
tration to carry out this section—

(A4) $150,000,000 for fiscal year 2008;
(B) $150,000,000 for fiscal year 2009;
(C) $175,000,000 for fiscal year 2010; and
(D) $175,000,000 for fiscal year 2011.

(2) AVAILABILITY OF APPROPRIATED FUNDS.—
Amounts appropriated pursuant to paragraph (1)
shall remain available until expended.

SEC. 1515. FIRE AND LIFE SAFETY IMPROVEMENTS.
(a) LIFE-SAFETY NEEDS.—There are authorized to be

appropriated to the Secretary of Transportation for mak-
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g grants to Amtrak for the purpose of carrying out
projects to make fire and life safety improvements to Am-
trak tunnels on the Northeast Corridor the following
amounts:

(1) For the 6 New York and New Jersey tunnels
to provide ventilation, electrical, and fire safety tech-
nology improvements, emergency communication and
lighting systems, and emergency access and egress for
passengers—

(A) $25,000,000 for fiscal year 2008;
(B) $30,000,000 for fiscal year 2009;
(C) $45,000,000 for fiscal year 2010; and
(D) $60,000,000 for fiscal year 2011.

(2) For the Baltimore Potomac Tunnel and the
Union Tunnel, together, to provide adequate drainage
and ventilation, communication, lighting, standpipe,
and passenger egress improvements—

(A) $5,000,000 for fiscal year 2008;
(B) $5,000,000 for fiscal year 2009;
(C) $5,000,000 for fiscal year 2010; and
(D) $5,000,000 for fiscal year 2011.

(3) For the Union Station tunnels in the Dis-
trict of Columbia to improve ventilation, communica-
tion, lighting, and passenger egress improvements—

(A) $5,000,000 for fiscal year 2008;
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(B) $5,000,000 for fiscal year 2009;
(C) $5,000,000 for fiscal year 2010; and
(D) $5,000,000 for fiscal year 2011.

(b) INFRASTRUCTURE UPGRADES.—Qut of funds ap-
propriated pursuant to section 1503(b), there shall be
made available to the Secretary of Transportation for fis-
cal year 2008, $3,000,000 for the preliminary design of
options for a new tunnel on a different alignment to aug-
ment the capacity of the existing Baltimore tunnels.

(¢) AVAILABILITY OF AMOUNTS.—Amounts appro-
priated pursuant to this section shall remain available
until expended.

(d) PLANS REQUIRED.—The Secretary of Transpor-
tation may not make amounts available to Amtrak for ob-
ligation or expenditure under subsection (a)—

(1) until Amtrak has submitted to the Secretary
of Transportation, and the Secretary of Transpor-
tation has approved, an engineering and financial
plan for such projects; and

(2) unless, for each project funded pursuant to
this section, the Secretary of Transportation has ap-
proved a project management plan prepared by Am-
trak.

(¢) REVIEW OF PLANS.—
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(1) IN GENERAL.—The Secretary of Transpor-
tation shall complete the review of a plan required
under subsection (d) and approve or disapprove the
plan within 45 days after the date on which each
such plan is submitted by Amtrak.

(2) INCOMPLETE OR DEFICIENT PLAN.—If the
Secretary of Transportation determines that a plan is
mcomplete or deficient, the Secretary of Transpor-
tation shall notify Amitrak of the incomplete items or
deficiencies and Awmirak shall, within 30 days after
recetving the Secretary of Transportation’s notifica-
tion, submat a wmodified plan for the Secretary of
Transportation’s review.

(3) APPROVAL OF PLAN.—Within 15 days after
recewing additional information on items previously
weluded i the plan, and within 45 days after receiv-
g ttems newly included in a modified plan, the Sec-
retary of Transportation shall either approve the
modified plan, or if the Secretary of Transportation
Sfinds the plan is still incomplete or deficient, the Sec-
retary of Transportation shall—

(A) dentify wn writing to the appropriate
congressional commattees the portions of the plan
the Secretary finds incomplete or deficient;

(B) approve all other portions of the plan;
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(C) obligate the funds associated with those

portions; and
(D) execute an agreement with Amtrak
withan 15 days thereafter on a process for resolv-

g the remaining portions of the plan.

(f) FINANCIAL CONTRIBUTION FrOM OTHER TUNNEL
USERS.—The Secretary of Transportation, taking into ac-
count the need for the timely completion of all portions of
the tunnel projects described in subsection (a), shall—

(1) consider the extent to which railroad carriers
other than Amtrak use or plan to use the tunnels;

(2) consider the feasibility of seeking a financial
contribution from those other railvoad carriers toward
the costs of the projects; and

(3) obtain financial contributions or commit-
ments from such other railroad carriers at levels re-
flecting the extent of their use or planned use of the
tunnels, if feasible.

SEC. 1516. RAILROAD CARRIER EXERCISES.

(a) IN GENERAL—The Secretary shall establish a
program for conducting security exercises for railroad car-
riers for the purpose of assessing and improving the capa-
bilities of entities described in subsection (b) to prevent,
prepare for, mitigate, respond to, and recover from acts of

terrorism.
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(b) COVERED ENTITIES.—Entities to be assessed
under the program shall include—

(1) Federal, State, and local agencies and tribal
governments;

(2) railroad carriers;

(3) governmental and nongovernmental emer-
gency response providers, law enforcement agencies,
and railroad and transit police, as appropriate; and

(4) any other organization or entity that the
Secretary determines appropriate.

(¢c) REQUIREMENTS.—The Secretary shall ensure that
the program—

(1) consolidates existing security exercises for
railroad carriers administered by the Department
and the Department of Transportation, as jointly de-
termined by the Secretary and the Secretary of
Transportation, unless the Secretary waives this con-
solidation requirement as appropriate;

(2) consists of exercises that are—

(A) scaled and tailored to the needs of the
carrier, including addressing the needs of the el-
derly and mdividuals with disabilities;

(B) live, in the case of the most at-risk fa-
cilities to a terrorist attack;

(C) coordinated with appropriate officials;
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(D) as realistic as practicable and based on
current  risk  assessments, including  credible
threats, vulnerabilities, and consequences;

(E) inclusive, as appropriate, of railroad
Sfrontline employees; and

(F) consistent with the National Incident
Management System, the National Response
Plan, the National Infrastructure Protection
Plan, the National Preparedness Guidance, the
National Preparedness Goal, and other such na-
tronal imitiatives;

(3) provides that exercises described in para-
graph (2) will be—

(A) evaluated by the Secretary against clear
and consistent performance measures;

(B) assessed by the Secretary to identify
best practices, which shall be shared, as appro-
priate, with railroad carriers, nonprofit em-
ployee organizations that represent railroad car-
rier employees, Federal, State, local, and tribal
officials, governmental and nongovernmental
emergency response providers, law enforcement
personnel, including railroad carrier and transit

police, and other stakeholders; and
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(C) wused to develop recommendations, as
appropriate, from the Secretary to railroad car-
riers on remedial action to be taken in response
to lessons learned;

(4) allows for proper advanced notification of
communities and local governments in which exercises
are held, as appropriate; and

(5) assists State, local, and tribal governments
and ravlroad carriers in  designing, implementing,
and evaluating additional exercises that conform to
the requirements of paragraph (1).

(d) NATIONAL EXERCISE PROGRAM.—The Secretary
shall ensure that the exercise program developed under sub-
section (c) is a component of the National Exercise Pro-
gram established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109—
295; 6 US.C. 748).

SEC. 1517. RAILROAD SECURITY TRAINING PROGRAM.

(a) IN GENERAL.—Not later than 6 months after the
date of enactment of this Act, the Secretary shall develop
and issue requlations for a traiming program to prepare
ravlroad frontline employees for potential security threats
and conditions. The regulations shall take into consider-

ation any current security training requirements or best

practices.
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(b) CONSULTATION.—The Secretary shall develop the

requlations under subsection (a) in consultation with—

(1) appropriate law enforcement, fire service,
emergency response, security, and terrorism experts;

(2) railroad carriers;

(3) railroad shippers; and

(4) nonprofit employee labor organizations rep-
resenting railroad employees or emergency response
personnel.

(¢c) PROGRAM ELEMENTS.—The regulations developed

under subsection (a) shall require security training pro-

grams described in subsection (a) to include, at a min-

vmum, elements to address the following, as applicable:

(1) Determination of the seriousness of any oc-
currence or threat.

(2) Crew and passenger communication and co-
ordination.

(3) Appropriate responses to defend or protect
oneself.

(4) Use of personal and other protective equip-
ment.

(5) Evacuation procedures for passengers and
railroad employees, including individuals with dis-

abilities and the elderly.
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(6) Psychology, behavior, and methods of terror-
1sts, including observation and analysis.

(7) Training related to psychological responses to
terrorist incidents, including the ability to cope with
hyjacker behavior and passenger responses.

(8) Lave situational training exercises regarding
various threat conditions, wncluding tunnel evacu-
ation procedures.

(9) Recognition and reporting of dangerous sub-
stances, suspicious packages, and situations.

(10) Understanding security incident procedures,
mcluding procedures for communicating with govern-
mental and nongovernmental emergency response pro-
viders and for on-scene interaction with such emer-
gency response providers.

(11) Operation and wmaintenance of security
equipment and systems.

(12) Other security training activities that the
Secretary considers appropriate.

(d) REQUIRED PROGRAMS.—

(1) DEVELOPMENT AND SUBMISSION TO SEC-
RETARY.—Not later than 90 days after the Secretary
issues regulations under subsection (a), each railroad

carrier shall develop a security training program in
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accordance with this section and submat the program
to the Secretary for approval.

(2) APPROVAL OR DISAPPROVAL.—Not later than
60 days after recewing a security training program
proposal under this subsection, the Secretary shall ap-
prove the program or require the railroad carrier that
developed the program to make any revisions to the
program that the Secretary considers necessary for the
program to meet the requirements of this section. A
railroad carrier shall respond to the Secretary’s com-
ments within 30 days after recerving them.

(3) TRAINING.—Not later than 1 year after the
Secretary approves a security training program in
accordance with this subsection, the railroad carrier
that developed the program shall complete the train-
g of all railrvoad frontline employees who were hired
by a carrier more than 30 days preceding such date.
For such employees employed less than 30 days by a
carrier preceding such date, training shall be com-
pleted within the first 60 days of employment.

(4) UPDATES OF REGULATIONS AND PROGRAM
REVISIONS.—The Secretary shall periodically review
and update as appropriate the training requlations
tssued under subsection (a) to reflect new or changing

security threats. Each railroad carrier shall revise its
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travming program accordingly and provide additional

traiming as necessary to its frontline employees with-

m a reasonable time after the requlations are up-

dated.

(¢) NATIONAL TRAINING PRrROGRAM.—The Secretary
shall ensure that the training program developed under
subsection (a) s a component of the National Training
Program established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109-
295; 6 U.S.C. 748).

(f) REPORTING REQUIREMENTS.—Not later than 2
years after the date of requlation issuance, the Secretary
shall review vmplementation of the training program of a
representative sample of railroad carriers and railroad
frontline employees, and report to the appropriate congres-
stonal commattees on the number of reviews conducted and
the results of such reviews. The Secretary may submit the
report in both classified and redacted formats as necessary.

(9) OrHer EmrPLOYEES.—The Secretary shall issue
guidance and best practices for a railroad shipper em-
ployee security program containing the elements listed

under subsection (c).
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SEC. 1518. RAILROAD SECURITY RESEARCH AND DEVELOP-
MENT.
(a) ESTABLISHMENT OF RESEARCH AND DEVELOP-

MENT PROGRAM.

The Secretary, acting through the
Under Secretary for Science and Technology and the Ad-
manistrator of the Transportation Security Admainistra-
tion, shall carry out a research and development program
Jor the purpose of vmproving the security of railroad trans-
portation systems.

(b) KLIGIBLE PROJECTS.—The research and develop-
ment program may include projects—

(1) to reduce the vulnerability of passenger
trains, stations, and equipment to explosives and haz-
ardous chemaical, biological, and radioactive sub-
stances, including the development of technology to
screen  passengers in large numbers at peak com-
muting times with minimal interference and disrup-
tion;

(2) to test mew emergency response and recovery
techniques and technologies, including those used at
international borders;

(3) to develop improved railroad security tech-
nologies, including—

(A) technologies for sealing or modifying
railroad tank cars;

(B) automatic inspection of railroad cars;
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(C) communication-based train control sys-
tems;

(D) emergency response training, including
training 1 a tunnel environment;

(E) security and redundancy for critical
communications, electrical power, computer, and
train control systems; and

(F) technologies for securing bridges and
tunnels;

(4) to test wayside detectors that can detect tam-
pering;

(5) to support enhanced security for the trans-
portation of security-sensitive materials by railroad;

(6) to matigate damages in the event of a cyber
attack; and

(7) to address other vulnerabilities and risks
identified by the Secretary.

(¢) COORDINATION WITH OTHER RESEARCH INITIA-
TIvES.—The Secretary—

(1) shall ensure that the research and develop-
ment program is consistent with the National Strat-
eqy for Railroad Transportation Security developed
under section 1511 and any other transportation se-
curity research and development programs required

by this Act;
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(2) shall, to the extent practicable, coordinate the
research and development activities of the Department
with other ongoing research and development secu-
rity-related initiatives, including research being con-
ducted by—

(A) the Department of Transportation, in-
cluding Unaversity Transportation Centers and
other institutes, centers, and simulators funded
by the Department of Transportation;

(B) the National Academy of Sciences;

(C) the Technical Support Working Group;

(D) other Federal departments and agen-
cies; and

(E) other Federal and private research lab-
oratories, research entities, and universities and
mstitutions of higher education, including His-
torically Black Colleges and Universities, Iis-
panic Serving Institutions, or Indian Tribally
Controlled Colleges and Universities;

(3) shall carry out any research and development
project authorized by this section through a reimburs-
able agreement with an appropriate Federal agency,
if the agency—

(A) is currently sponsoring a research and

development project in a svmilar area; or
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(B) has a unique facility or capability that
would be useful in carrying out the project;

(4) may award grants, or enter into cooperative
agreements, contracts, other transactions, or reim-
bursable agreements to the entities described in para-
graph (2) and the eligible grant recipients under sec-
tion 1513; and

(5) shall make reasonable efforts to enter into
memoranda of understanding, contracts, grants, coop-
erative agreements, or other transactions with rail-
road carriers willing to contribute both physical space
and other resources.

(d) Privacy AND Crvi RigarS AND CIviL LiIB-
ERTIES ISSUES.—

(1) CONSULTATION.—In carrying out research
and development projects under this section, the Sec-
retary shall consult with the Chief Privacy Officer of
the Department and the Officer for Civil Rights and
Covil Liberties of the Department as appropriate and
wm accordance with section 222 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 142).

(2) PRIVACY IMPACT ASSESSMENTS.—In accord-
ance with sections 222 and 705 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 142; 345), the Chief Pri-

vacy Officer shall conduct privacy impact assessments
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and the Officer for Cuvil Rights and Civil Liberties
shall conduct reviews, as appropriate, for research
and development initiatives developed under this sec-
tion that the Secretary determines could have an im-
pact on privacy, cwil rghts, or civil liberties.
(¢) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL—QOut of funds appropriated
pursuant to section 114(w) of title 49, United States
Code, as amended by section 1503, there shall be
made available to the Secretary to carry out this sec-
tion—

(A) $33,000,000 for fiscal year 2008;
(B) $33,000,000 for fiscal year 2009;
(C) $33,000,000 for fiscal year 2010; and
(D) $33,000,000 for fiscal year 2011.

(2) PERIOD OF AVAILABILITY.—Such sums shall

remain available until expended.
SEC. 1519. RAILROAD TANK CAR SECURITY TESTING.

(a) RAILROAD TANK CAR VULNERABILITY ASSESS-
MENT.—

(1) ASSESSMENT.—The Secretary shall assess the
likely methods of a deliberate terrorvist attack against
a railroad tank car used to transport toxic-inhala-
tion-hazard materials, and for each method assessed,

the degree to which it may be successful in causing
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death, wmjury, or serious adverse effects to hwman
health, the environment, critical infrastructure, na-
tional security, the national economy, or public wel-
fare.

(2) THREATS.—In carrying out paragraph (1),
the Secretary shall consider the most current threat
mformation as to likely methods of a successful ter-
rovist attack on a railroad tank car transporting
toxic-inhalation-hazard materials, and may consider
the following:

(A) Explosive devices placed along the
tracks or attached to a railroad tank car.
(B) The use of missiles, grenades, rockets,

mortars, or other high-caliber weapons against a

railroad tank car.

(3) PHYSICAL TESTING.—In developing the as-
sessment required under paragraph (1), the Secretary
shall conduct physical testing of the vulnerability of
raalroad tank cars used to transport toxic-inhalation-
hazard materials to different methods of a deliberate
attack, using technical information and criteria to
evaluate the structural integrity of railroad tank cars.

(4) REPORT.—Not later than 30 days after the
completion of the assessment under paragraph (1), the

Secretary shall provide to the appropriate congres-
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swonal commaittees a report, wn the appropriate for-
mat, on such assessment.
(b) RAILROAD TANK CAR DISPERSION MODELING.—

(1) IN GENERAL.—The Secretary, acting through
the National Infrastructure Simulation and Analysis
Center, shall conduct an air dispersion modeling
analysis of release scenarios of toxic-inhalation-haz-
ard materials resulting from a terrovist attack on a
loaded railroad tank car carrying such materials in
wrban and rural environments.

(2) CONSIDERATIONS.—The analysis under this
subsection shall take into account the following con-
siderations:

(A) The most likely means of attack and the
resulting dispersal rate.

(B) Different times of day, to account for
differences in cloud coverage and other atmos-
pheric conditions in the environment being mod-
eled.

(C) Differences in population size and den-
sity.

(D) Historically accurate wind speeds, tem-

peratures, and wind directions.
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(E) Differences in dispersal rates or other
relevant factors related to whether a railroad
tank car is in motion or stationary.

(F) Emergency response procedures by local
officials.

(G) Any other considerations the Secretary
believes would develop an accurate, plausible dis-
persion model for toxic-inhalation-hazard mate-
rials released from a railroad tank car as a re-
sult of a terrorist act.

(3) CONSULTATION.—In conducting the disper-
ston modeling under paragraph (1), the Secretary
shall consult with the Secretary of Transportation,
hazardous materials experts, railroad carriers, non-
profit employee labor organizations representing rail-
road employees, appropriate State, local, and tribal
officials, and other Federal agencies, as appropriate.

(4) INFORMATION SHARING.—Upon completion
of the analysis required under paragraph (1), the Sec-
retary shall share the information developed with the
appropriate stakeholders, given appropriate informa-
tion protection provisions as may be requirved by the
Secretary.

(5) REPORT.—Not later than 30 days after com-

pletion of all dispersion analyses under paragraph
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(1), the Secretary shall submit to the appropriate con-
gressional committees a report detailing the Sec-
retary’s conclusions and findings in an appropriate
Jormat.

SEC. 1520. RAILROAD THREAT ASSESSMENTS.

Not later than 1 year after the date of enactment of
this Act, the Secretary shall complete a name-based secu-
rity background check against the consolidated terrorist
watchlist and an immigration status check for all railroad
Sfrontline employees, similar to the threat assessment
screening  program requived for facility employees and
longshoremen by the Commandant of the Coast Guard
under Coast Guard Notice USCG-2006—-24189 (71 Fed.
Reg. 25066 (April 8, 20006)).

SEC. 1521. RAILROAD EMPLOYEE PROTECTIONS.

Section 20109 of title 49, United States Code, 1is
amended to read:

“SEC. 20109. EMPLOYEE PROTECTIONS.

“la) IN GENERAL—A railroad carrier engaged in
wnterstate or foreign commerce, a contractor or a subcon-
tractor of such a railroad carrier, or an officer or employee
of such a railroad carrier, may not discharge, demote, sus-
pend, reprimand, or in any other way discriminate
against an employee if such discrimination s due, 1n

whole or in part, to the employee’s lawful, good faith act
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done, or perceived by the employer to have been done or
about to be done—

“(1) to provide information, directly cause infor-
mation to be provided, or otherwise directly assist in
any wnvestigation regarding any conduct which the
employee reasonably believes constitutes a violation of
any Federal law, rule, or requlation relating to rail-
road safety or security, or gross fraud, waste, 0r abuse
of Federal grants or other public funds intended to be
used for railroad safety or security, if the information
or assistance 1s provided to or an investigation stem-
ming from the provided information 1is conducted
by—

“(A) a Federal, State, or local requlatory or
law enforcement agency (including an office of
the Inspector General under the Inspector Gen-
eral Act of 1978 (5 U.S.C. App.; Public Law 95—
452);

“(B) any Member of Congress, any com-
mittee of Congress, or the Government Account-
ability Office; or

“(C) a person with supervisory authority
over the employee or such other person who has
the authority to wnvestigate, discover, or termai-

nate the misconduct;
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“(2) to refuse to violate or assist in the violation
of any Federal law, rule, or regulation relating to
railroad safety or security;

“(3) to file a complaint, or directly cause to be
brought a proceeding related to the enforcement of this
part or, as applicable to railroad safety or security,
chapter 51 or 57 of thas title, or to testify in that pro-
ceeding;

“(4) to notify, or attempt to notify, the railroad
carrier or the Secretary of Transportation of a work-
related personal imjury or work-rvelated illness of an
employee;

“(5) to cooperate with a safety or security inves-
tigation by the Secretary of Transportation, the Sec-
retary of Homeland Security, or the National Trans-
portation Safety Board;

“(6) to furnish information to the Secretary of
Transportation, the Secretary of Homeland Security,
the National Transportation Safety Board, or any
Federal, State, or local requlatory or law enforcement
agency as to the facts relating to any accident or in-
cident resulting i wmjury or death to an indwidual
or damage to property occurring in connection with

railroad transportation; or
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“(7) to accurately report hours on duty pursuant

to chapter 211.

“(b) HAZARDOUS SAFETY OR SECURITY (CONDI-
TIONS.—(1) A railroad carrier engaged in interstate or
Joreign commerce, or an officer or employee of such a rail-
road carrier, shall not discharge, demote, suspend, rep-

rvmand, or in any other way discriminate against an em-

ployee for

“(A) reporting, in good faith, a hazardous safety
or security condition;

“(B) refusing to work when confronted by a haz-
ardous safety or security condition related to the per-
Jormance of the employee’s duties, if the conditions
described in paragraph (2) exist; or

“(C) refusing to authorize the use of any safety-
related equipment, track, or structures, if the em-
ployee s responsible for the inspection or repair of the
equipment, track, or structures, when the employee be-
lieves that the equipment, track, or structures are in
a hazardous safety or security condition, if the condi-
tions described in paragraph (2) exist.

“2) A refusal 1s protected under paragraph (1)(B)
and (C) if—
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“(A) the refusal is made in good faith and no

reasonable alternative to the refusal is available to the
employee;

“(B) a reasonable individual n  the cir-
cumstances then confronting the employee would con-
clude that—

“(v) the hazardous condition presents an
vmmanent danger of death or serious injury; and

“(11) the wrgency of the situation does not
allow sufficient time to eliminate the danger
without such refusal; and

“(C) the employee, where possible, has notified
the railroad carrier of the existence of the hazardous
condition and the intention not to perform further
work, or not to authorize the use of the hazardous
equipment, track, or structures, unless the condition
18 corrected vmmediately or the equipment, track, or
structures are repaired properly or replaced.

“(3) In this subsection, only paragraph (1)(A) shall

apply to security personnel employed by a railroad carrier

to protect indiwviduals and property transported by rail-

“(¢c) ENFORCEMENT ACTION.—
“(1) IN GENERAL.—An employee who alleges dis-

charge, discipline, or other discrimination in viola-
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tion of subsection (a) or (b) of this section, may seek
relief in accordance with the provisions of this sec-
tion, with any petition or other request for relief
under this section to be wmitiated by filing a com-
plaint with the Secretary of Labor.
“(2) PROCEDURE.—

“(A) IN GENERAL—Any action under
paragraph (1) shall be governed under the rules
and procedures set forth in section 42121(D), in-
cluding:

“(1) BURDENS OF PROOF.—Any action
brought under (c)(1) shall be governed by
the legal burdens of proof set forth in section
42121(b).

“(in) STATUTE OF LIMITATIONS.—An
action under paragraph (1) shall be com-
menced not later than 180 days after the
date on which the alleged violation of sub-
section (a) or (b) of this section occurs.

“(1) CIVIL ACTIONS TO ENFORCE.—If
a person fails to comply with an order
wssued by the Secretary of Labor pursuant
to the procedures in section 42121(D), the
Secretary of Labor may bring a civil action

to enforce the order in the district court of
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the United States for the judicial district in

which the violation occurred, as set forth in

42121.

“(B) ExcEprrioN.—Notification made under
section 42121(b)(1) shall be made to the person
named n the complaint and the person’s em-
ployer.

“(3) DE NOVO REVIEW.—With respect to a com-
plaint under paragraph (1), if the Secretary of Labor
has not issued a final decision within 210 days after
the filing of the complaint and if the delay s not due
to the bad faith of the employee, the employee may
bring an original action at law or equity for de novo
review n the appropriate district court of the United
States, which shall have jurisdiction over such an ac-
tion without regard to the amount in controversy,
and which action shall, at the request of either party
to such action, be tried by the court with a jury.

“(4) APPEALS.—Any person adversely affected or
aggrieved by an order issued pursuant to the proce-
dures in section 42121(b), may obtain review of the
order in the United States court of appeals for the
circuit wn which the violation, with respect to which
the order was 1ssued, allegedly occurred or the circuit

wm whach the complaimant resided on the date of such
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violation. The petition for review must be filed not
later than 60 days after the date of the issuance of
the final order of the Secretary of Labor. The review
shall conform to chapter 7 of title 5. The commence-
ment of proceedings under this paragraph shall not,
unless ordered by the court, operate as a stay of the
order.

“(d) REMEDIES.—

“(1) IN GENERAL.—An employee prevailing in
any action under subsection (¢) shall be entitled to all
relief necessary to make the employee whole.

“(2) DAMAGES.—Relief in an action under sub-
section (¢) (including an action described in sub-
section (¢)(3)) shall include—

“(A) reinstatement with the same seniority
status that the employee would have had, but for
the discrimination;

“(B) any backpay, with interest; and

“(C) compensatory damages, including com-
pensation for any special damages sustained as
a result of the discrimination, including litiga-
tion costs, expert witness fees, and reasonable at-

torney fees.



471
“(3) POSSIBLE RELIEF.—Relief in any action
under subsection (¢) may include punitive damages

m an amount not to exceed $250,000.

“(e) ELECTION OF REMEDIES.—An employee may not
seek protection under both this section and another provi-
ston of law for the same allegedly unlawful act of the rail-
road carrier.

“(f) NO PREEMPTION.

Nothing in this section pre-
empts or diminishes any other safequards against dis-
crimination, demotion, discharge, suspension, threats, har-
assment, reprimand, retaliation, or any other manner of
discrimination provided by Federal or State law.

“(y) Ricurs RETAINED BY EMPLOYEE.—Nothing in
this section shall be deemed to diminish the rights, privi-
leges, or remedies of any employee under any Federal or
State law or under any collective bargaining agreement.
The rights and remedies in this section may not be waived
by any agreement, policy, form, or condition of employ-
ment.

“(th) DISCLOSURE OF IDENTITY.—

“(1) Except as provided in paragraph (2) of this
subsection, or with the written consent of the em-
ployee, the Secretary of Transportation or the Sec-
retary of Homeland Security may not disclose the

name of an employee of a railroad carrier who has
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provided information about an alleged violation of
this part or, as applicable to railroad safety or secu-
rity, chapter 51 or 57 of this title, or a requlation
prescribed or order issued under any of those provi-
S1ONs.

“(2) The Secretary of Transportation or the Sec-
retary of Homeland Security shall disclose to the At-
torney General the name of an employee described in
paragraph (1) if the matter is referred to the Attorney
General for enforcement. The Secretary making such
disclosures shall provide reasonable advance notice to
the affected employee if disclosure of that person’s
wdentity or identifying information 1s to occur.

“(1) PROCESS FOR REPORTING SECURITY PROBLEMS
TO THE DEPARTMENT OF HOMELAND SECURITY.—

“(1) ESTABLISHMENT OF PROCESS.—The Sec-
retary of Homeland Security shall establish through
requlations, after an opportunity for notice and com-
ment, a process by which any person may report to
the Secretary of Homeland Security regarding rail-
road security problems, deficiencies, or vulnerabilities.

“(2) ACKNOWLEDGMENT OF RECEIPT—If a re-
port submatted under paragraph (1) identifies the

person making the report, the Secretary of Homeland
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Security shall respond promptly to such person and
acknowledge receipt of the report.

“(3) STEPS TO ADDRESS PROBLEM.—The Sec-
retary of Homeland Security shall review and con-
sider the information provided in any report sub-
mitted under paragraph (1) and shall take appro-
priate steps to address any problems or deficiencies
identified.”.

SEC. 1522. SECURITY BACKGROUND CHECKS OF COVERED
INDIVIDUALS.
(a) DEFINITIONS.—In this section, the following defi-
nitions apply:

(1) SECURITY BACKGROUND CHECK.—The term
“security background check” means reviewing, for the
purpose of identifying individuals who may pose a
threat to transportation security or national security,
or of terrorism—

(A) relevant criminal history databases;
(B) wn the case of an alien (as defined in

the Immigration and Nationality Act (8 U.S.C.

1101(a)(3)), the relevant databases to determine

the status of the alien under the immigration

laws of the United States; and
(C) other relevant information or databases,

as determined by the Secretary.
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(2) COVERED INDIVIDUAL—The term “covered
mdwidual” means an employee of a railroad carrier
or a contractor or subcontractor of a railroad carrier.
(b) GUIDANCE.—

(1) Any guidance, recommendations, suggested
action items, or any other widely disseminated vol-
untary action vtems issued by the Secretary to a rail-
road carrier or a contractor or subcontractor of a
railroad carrier relating to performing a security
background check of a covered individual shall con-
tarn recommendations on the appropriate scope and
application of such a security background check, in-
cluding the tvme period covered, the types of disquali-
Jying offenses, and a redress process for adversely im-
pacted covered individuals consistent with subsections
(c) and (d) of this section.

(2) Within 60 days after the date of enactment
of this Act, any guidance, recommendations, suggested
action items, or any other widely disseminated vol-
untary action item issued by the Secretary prior to
the date of enactment of this Act to a railroad carrier
or a contractor or subcontractor of a railroad carrier
relating to performing a security background check of
a covered indiwidual shall be updated in compliance

with paragraph (1).
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(3) If a railroad carrier or a contractor or sub-
contractor of a railroad carrier performs a security
background check on a covered individual to fulfill
gurdance issued by the Secretary under paragraph (1)
or (2), the Secretary shall not consider such guidance
Julfilled unless an adequate redress process as de-
seribed in subsection (d) is provided to covered indi-
viduals.

(¢) REQUIREMENTS.—If the Secretary issues a rule,
requlation, or directiwe requiring a railroad carrier or
contractor or subcontractor of a railroad carrier to per-
Jorm a security background check of a covered individual,
then the Secretary shall prohibit the railroad carrier or
contractor or subcontractor of a railroad carrier from
making an adverse employment decision, including re-
moval or suspension of the covered indwidual, due to such
rule, requlation, or directive with respect to a covered indi-
vidual unless the railroad carrier or contractor or subcon-
tractor of a railroad carrier determines that the covered
dwidual—

(1) has been convicted of, has been found not
guilty by reason of insanity, or 1s under want, war-
rant, or indictment for a permanent disqualifying
crimanal offense listed wn part 1572 of title 49, Code

of Federal Regulations;
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(2) was convicted of or found not guilty by rea-
son of insanity of an interim disqualifying criminal
offense listed in part 1572 of title 49, Code of Federal
Regulations, within 7 years of the date that the raal-
road carrier or contractor or subcontractor of a rail-
road carrier performs the security background check;
or

(3) was incarcerated for an interim disquali-
Jying crimanal offense listed in part 1572 of title 49,
Jode of Federal Regulations, and released from incar-
ceration within 5 years of the date that the railroad
carrier or contractor or subcontractor of a railroad
carrier performs the security background check.

(d) REDRESS PROCESS.—If the Secretary issues a
rule, requlation, or directive requiring a railroad carrier
or contractor or subcontractor of a railroad carrier to per-
Jorm a security background check of a covered individual,
the Secretary shall—

(1) provide an adequate redress process for a
covered individual subjected to an adverse employ-
ment decision, including removal or suspension of the
employee, due to such rule, requlation, or directive
that 1s consistent with the appeals and waiver process
established for applicants for commercial motor vehi-

cle hazardous materials endorsements and transpor-
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tation employees at ports, as required by section
70105(c) of title 46, Unated States Code; and

(2) have the authority to order an appropriate
remedy, including reinstatement of the covered indi-
vidual, should the Secretary determine that a railroad
carrier or contractor or subcontractor of a railroad
carrier wrongfully made an adverse employment deci-
ston regarding a covered individual pursuant to such
rule, regulation, or directive.

(¢) FALSE STATEMENTS.—A railroad carrier or «a
contractor or subcontractor of a railroad carrier may not
knowingly misrepresent to an employee or other relevant
person, including an arbiter imvolved i a labor arbitra-
tion, the scope, application, or meaning of any rules, regu-
lations, directives, or guidance issued by the Secretary re-
lated to security background check requirements for covered
mdwiduals when conducting a security background check.
Not later than 1 year after the date of enactment of this
Act, the Secretary shall issue a requlation that prohibits
a railrvoad carrier or a contractor or subcontractor of a
railroad carrier from knowingly misrepresenting to an em-
ployee or other relevant person, including an arbiter in-
volved wn a labor arbitration, the scope, application, or
meaning of any rules, requlations, directives, or guidance

wssued by the Secretary related to security background
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check requirements for covered indiwiduals when con-
ducting a security background check.

(f) R1GHTS AND RESPONSIBILITIES.—Nothing in this
section shall be construed to abridge a railroad carrier’s or
a contractor or subcontractor of a railroad carrier’s rights
or responsibilities to make adverse employment decisions
permitted by other Federal, State, or local laws. Nothing
wm the section shall be construed to abridge rights and re-
sponsibilities of covered indwviduals, a railroad carrier, or
a contractor or subcontractor of a railroad carrier, under
any other Federal, State, or local laws or under any collec-
tive bargaining agreement.

(9) NO PREEMPTION OF FEDERAL OR STATE LAW.—
Nothing i this section shall be construed to preempt a
Federal, State, or local law that requires criminal history
background checks, immigration status checks, or other
background checks, of covered individuals.

(h) STATUTORY CONSTRUCTION.—Nothing in this sec-
tion shall be construed to affect the process for review es-
tablished under section 70105(c) of title 46, United States
Code, ncluding requlations issued pursuant to such sec-

tion.
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SEC. 1523. NORTHERN BORDER RAILROAD PASSENGER RE-

PORT.

(a) IN GENERAL—Not later than 1 wyear after the
date of enactment of this Act, the Secretary, in consulta-
tion with the Administrator of the Transportation Secu-
rity  Administration, the Secretary of Transportation,
heads of other appropriate Federal departments and agen-
cies and Amtrak shall transmit a report to the appropriate
congressional commaittees that contains—

(1) a description of the current system for
screening passengers and baggage on passenger rail-
road service between the United States and Canada;

(2) an assessment of the current program to pro-
vide preclearance of airline passengers between the
Unated States and Canada as outlined in “The Agree-
ment on Avr Transport Preclearance between the Gov-
ernment of Canada and the Government of the United
States of America”, dated January 18, 2001;

(3) an assessment of the current program to pro-
vide preclearance of frewght railroad traffic between
the Unated States and Canada as outlined in the
“Declaration of Principle for the Improved Security
of Rail Shipments by Canadian National Railway
and Canadian Pacific Railway from Canada to the

Unated States”, dated April 2, 2003;



480

(4) information on progress by the Department
of Homeland Security and other Federal agencies to-
wards finalizing a bilateral protocol with Canada
that would provide for preclearance of passengers on
trains operating between the United States and Can-
ada;

(5) a description of legislative, requlatory, budg-
etary, or policy barriers within the United States
Government to providing prescreened passenger lists
Jor railroad passengers traveling between the United
States and Canada to the Department;

(6) a description of the position of the Govern-
ment of Canada and relevant Canadian agencies with
respect to preclearance of such passengers;

(7) a draft of any changes in existing Federal
law necessary to provide for prescreening of such pas-
sengers and providing prescreened passenger lists to
the Department; and

(8) an analysis of the feasibility of reinstating
m-transit inspections onboard international Amtrak
trains.

(b) PrRIvACY AND CrviL, RiGHTS AND CIVIL LIBERTIES
ISSUES.—
(1) CONSULTATION.—In preparing the report

under this section, the Secretary shall consult with the
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Chief Privacy Officer of the Department and the Offi-

cer for Civil Rights and Civil Liberties of the Depart-
ment as appropriate and in accordance with section
222 of the Homeland Security Act of 2002.

(2) PRIVACY IMPACT ASSESSMENTS.—In accord-
ance with sections 222 and 705 of the Homeland Se-
curity Act of 2002, the report must contain a privacy
impact assessment conducted by the Chief Privacy Of-
ficer and a review conducted by the Officer for Civil
Rights and Civil Liberties.

SEC. 1524. INTERNATIONAL RAILROAD SECURITY PRO-
GRAM.
(a) IN GENERAL.—

(1) The Secretary shall develop a system to detect
both undeclared passengers and contraband, with «a
primary focus on the detection of nuclear and radio-
logical materials entering the United States by rail-
road.

(2) SYSTEM REQUIREMENTS.—In developing the
system under paragraph (1), the Secretary may, in
consultation with the Domestic Nuclear Detection Of-
fice, Customs and Border Protection, and the Trans-
portation Security Administration—

(A) deploy radiation detection equipment

and nomntrusiwe 1maging equipment at loca-
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tiwons where railroad shipments cross an inter-
national border to enter the United States;

(B) consider the integration of radiation de-
tection technologies with other nonintrusive in-
spection technologies where feasible;

(C) ensure appropriate training, operations,
and response protocols are established for Fed-
eral, State, and local personnel;

(D) implement alternative procedures to
check railroad shipments at locations where the
deployment of nonintrusive inspection imaging
equipment 1s determined to not be practicable;

(E) ensure, to the extent practicable, that
such technologies deployed can detect terrorists or
weapons, including weapons of mass destruction;
and

(F) take other actions, as appropriate, to

develop the system.

(b)  ADDITIONAL  INFORMATION.—The  Secretary

shall—

(1) identify and seek the submission of addi-

tional data elements for vmproved high-risk targeting

related to the movement of cargo through the inter-

national supply chain utilizing a railroad prior to

importation into the United States;
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(2) utilize data collected and maintained by the

Secretary of Transportation in the targeting of high-

risk cargo identified under paragraph (1); and

(3) analyze the data provided in this subsection
to wdentify hagh-risk cargo for inspection.

(¢) REPORT TO CONGRESS.—Not later than Sep-
tember 30, 2008, the Secretary shall transmit to the appro-
priate congressional committees a report that describes the
progress of the system being developed under subsection
(a).

(d) DEFINITIONS.—In this section:

(1) INTERNATIONAL SUPPLY CHAIN—The term
“enternational supply chain” means the end-to-end
process for shipping goods to or from the Unaited
States, beginning at the point of origin (including
manufacturer, supplier, or vendor) through a point of
distribution to the destination.

(2) RADIATION DETECTION EQUIPMENT.—The
term  “radiation detection equipment” means any
technology that 1s capable of detecting or identifying
nuclear and radiological material or nuclear and ra-
diological explosive devices.

(3) INSPECTION.—The term “inspection” means
the comprehensive process used by Customs and Bor-

der Protection to assess goods entering the United
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States to appraise them for duty purposes, to detect

the presence of restricted or prohibited items, and to

ensure compliance with all applicable laws.
SEC. 1525. TRANSMISSION LINE REPORT.

(a) STUDY.~—The Comptroller General shall undertake
an assessment of the placement of high-voltage, direct-cur-
rent, electric transmission lines along active railroad and
other transportation rights-of-way. In conducting the as-
sessment, the Comptroller General shall evaluate any eco-
nomie, safety, and security risks and benefits to inhab-
itants living adjacent to such rights-of-way and to con-
sumers of electric power transmitted by such transmission
lines.

(b) REPORT.—Not later than 6 months after the date
of enactment of this Act, the Comptroller General shall
transmit the results of the assessment in subsection (a) to
the appropriate congressional commattees.

SEC. 1526. RAILROAD SECURITY ENHANCEMENTS.

(a) RAILROAD POLICE OFFICERS.—Section 28101 of
title 49, United States Code, 1is amended—

(1) by wmserting “(a) IN GENERAL—" before

“Under”; and

(2) by adding at the end the following:
“(b) ASSIGNMENT.—A railroad police officer em-

ployed by a railroad carrier and certified or commaissioned
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as a police officer under the laws of a State may be tempo-
rarily assigned to assist a second railroad carrier in car-
rying out law enforcement duties upon the request of the
second railroad carrier, at which time the police officer
shall be considered to be an employee of the second rail-
road carrier and shall have authority to enforce the laws
of any jurisdiction in which the second railvoad carrier
owns property to the same extent as provided in subsection
(a).”.

(b) MODEL STATE LEGISLATION.—Not later than No-
vember 2, 2007, the Secretary of Transportation shall de-
velop and make available to States model legislation to ad-
dress the problem of entities that clavm to be railroad car-
riers in order to establish and run a police force when the
entities do not in fact provide railroad transportation. In
developing the model State legislation the Secretary shall
solicit the input of the States, railroads carriers, and rail-
road carrier employees. The Secretary shall review and, if
necessary, revise such model State legislation periodically.
SEC. 1527. APPLICABILITY OF DISTRICT OF COLUMBIA LAW

TO CERTAIN AMTRAK CONTRACTS.

Section 24301 of title 49, United States Code, 1is
amended by adding at the end the following:

“(o) APPLICABILITY OF DISTRICT OF COLUMBIA

LAaw.—Any lease or contract entered into between Amtrak
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and the State of Maryland, or any department or agency

of the State of Maryland, after the date of the enactment
of this subsection shall be governed by the laws of the Dis-
trict of Columbia.”.
SEC. 1528. RAILROAD PREEMPTION CLARIFICATION.

Section 20106 of title 49, United States Code, 1is
amended to read as follows:
“§20106. Preemption

“la) NATIONAL UNIFORMITY OF REGULATION.—(1)
Laws, regulations, and orders related to railroad safety
and laws, requlations, and orders related to railroad secu-
rity shall be nationally uniform to the extent practicable.

“2) A State may adopt or continue in force a law,
requlation, or order related to railroad safety or security
until the Secretary of Transportation (with respect to rail-
road safety matters), or the Secretary of Homeland Secu-
rity (with respect to railroad security matters), prescribes
a requlation or issues an order covering the subject matter
of the State requirement. A State may adopt or continue
m force an additional or more stringent law, regulation,
or order related to railroad safety or security when the
law, regulation, or order—

“(A) 1is necessary to eliminate or reduce an es-

sentially local safety or security hazard;
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“(B) 1s not tncompatible with a law, requlation,
or order of the United States Government; and

“(C) does not unreasonably burden interstate
commerce.

“(b) CLARIFICATION REGARDING STATE LAW CAUSES
OF ACTION.—(1) Nothing in this section shall be construed
to preempt an action under State law seeking damages for
personal ingury, death, or property damage alleging that
a party—

“(A) has failed to comply with the Federal
standard of care established by a regulation or order
issued by the Secretary of Transportation (with re-
spect to railroad safety matters), or the Secretary of
Homeland Security (with respect to railroad security
matters), covering the subject matter as provided in
subsection (a) of this section;

“(B) has failed to comply with its own plan,
rule, or standard that it created pursuant to a regula-
tion or order issued by either of the Secretaries; or

“(C) has failed to comply with a State law, reg-
ulation, or order that is not incompatible with sub-
section (a)(2).

“(2) This subsection shall apply to all pending State
law causes of action arising from events or activities oc-

curring on or after January 18, 2002.
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“(c) JURISDICTION.—Nothing in this section creates a
Federal cause of action on behalf of an injured party or
confers Federal question jurisdiction for such State law
causes of action.”.

Subtitle C—Over-the-Road Bus and
Trucking Security
SEC. 1531. OVER-THE-ROAD BUS SECURITY ASSESSMENTS
AND PLANS.

(a) IN GENERAL.—Not later than 18 months after the
date of enactment of this Act, the Secretary shall issue reg-
ulations that—

(1) require each over-the-road bus operator as-
signed to a high-risk tier under this section—
(A) to conduct a vulnerability assessment in
accordance with subsections (¢) and (d); and
(B) to prepare, submat to the Secretary for
approval, and 1mplement a security plan in ac-
cordance with subsection (e); and
(2) establish standards and guidelines for devel-
oping and vmplementing the vulnerability assessments
and security plans for carriers assigned to high-risk
tiers consistent with this section.

(b) NON HIGH-RISE PROGRAMS.—The Secretary may

establish a security program for over-the-road bus opera-

tors not assigned to a high-risk tier, including—
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(1) guidance for such operators in conducting
vulnerability assessments and preparing and rmple-
menting security plans, as determined appropriate by
the Secretary; and

(2) a process to review and approve such assess-
ments and plans, as appropriate.

(¢) DEADLINE FOR SUBMISSION.—Not later than 9
months after the date of issuance of the requlations under
subsection (a), the vulnerability assessments and security
plans required by such regulations for over-the-road bus
operators assigned to a high-risk tier shall be completed
and submatted to the Secretary for review and approval.

(d) VULNERABILITY ASSESSMENTS.—

(1) REQUIREMENTS.—The Secretary shall pro-
vide technical assistance and guidance to over-the-
road bus operators in conducting vulnerability assess-
ments under this section and shall require that each
vulnerability assessment of an operator assigned to a
high-risk tier under this section includes, as appro-
priate—

(A) identification and evaluation of critical
assets and infrastructure, including platforms,
stations, terminals, and information systems;

(B) identification of the vulnerabilities to

those assets and infrastructure; and
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(C) identification of weaknesses 1n—

(1) physical security;

(11) passenger and cargo security;

(111) the security of programmable elec-
tronic devices, computers, or other auto-
mated systems which are used in providing
over-the-road bus transportation;

(iv) alarms, cameras, and other protec-
tion systems;

(v) communications systems and utili-
ties meeded for over-the-road bus security
purposes, including dispatching systems;

(vi) emergency response planning;

(vir) employee training; and

(vir) such other wmatters as the Sec-
retary determines appropriate.

(2) THREAT INFORMATION.—The Secretary shall
provide in a timely manner to the appropriate em-
ployees of an over-the-road bus operator, as des-
wgnated by the over-the-road bus operator, threat in-
Jormation that 1s relevant to the operator when pre-
paring and submitting a vulnerability assessment
and security plan, including an assessment of the
most likely methods that could be used by terrorists

to exploit weaknesses in over-the-road bus security.
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(¢) SECURITY PLANS.—

(1) REQUIREMENTS.—The Secretary shall pro-
vide technical assistance and guidance to over-the-
road bus operators in preparing and vmplementing
security plans under this section and shall require
that each security plan of an over-the-road bus oper-
ator assigned to a high-risk tier under this section in-
cludes, as appropriate—

(A) the identification of a security coordi-
nator having authority—
(1) to implement security actions under
the plan;
(i11) to coordinate security ivmprove-
ments; and
(111) to receive communications from
appropriate  Federal —officials  regarding
over-the-road bus security;
(B) a list of needed capital and operational
mmprovements;
(C) procedures to be implemented or used
by the over-the-road bus operator in response to

a terrorist attack, including evacuation and pas-

senger communication plans that include indi-

viduals with disabilities, as appropriate;
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(D) the identification of steps taken with

State and local law enforcement agencies, emer-
gency responders, and Federal officials to coordi-
nate security measures and plans for response to
a terrorist attack;

(E) a strategy and timeline for conducting
traiming under section 1534;

(F) enhanced security measures to be taken
by the over-the-road bus operator when the Sec-
retary declares a period of heightened security
risk;

(G) plans for providing redundant and
backup systems required to ensure the continued
operation of critical elements of the over-the-road
bus operator’s system in the event of a terrorist
attack or other mcident; and

(H) such other actions or procedures as the
Secretary determines are appropriate to address
the security of over-the-road bus operators.

(2) SECURITY COORDINATOR REQUIREMENTS.—
The Secretary shall require that the individual serv-
g as the security coordinator identified in para-
graph (1)(A) s a citizen of the United States. The
Secretary may waive this requirement with respect to

an wndiwvidual if the Secretary determines that it s
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appropriate to do so based on a background check of

the individual and a review of the consolidated ter-

rorist watchlist.

(f) DEADLINE FOR REVIEW PROCESS.—Not later than
6 months after recewving the assessments and plans re-
quired under this section, the Secretary shall—

(1) review each vulnerability assessment and se-
curtty plan submitted to the Secretary in accordance
with subsection (c);

(2) require amendments to any security plan
that does not meet the requirements of this section;
and

(3) approve any vulnerability assessment or se-
curity plan that meets the requirements of this sec-
tion.

(9) INTERIM SECURITY MEASURES.—The Secretary
may require over-the-road bus operators, during the period
before the deadline established under subsection (c), to sub-
mit a security plan to implement any necessary intervm
security measures essential to providing adequate security
of the over-the-road bus operator’s system. An interim plan
required under this subsection shall be superseded by a

plan required under subsection (c).
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(h) TiErR ASSIGNMENT.—The Secretary shall assign
each over-the-road bus operator to a risk-based tier estab-
lished by the Secretary.

(1) PROVISION OF INFORMATION.—The Secretary
may request, and an over-the-road bus operator shall
provide, information necessary for the Secretary to
assign an over-the-road bus operator to the appro-
priate tier under this subsection.

(2) NOTIFICATION.—Not later than 60 days after
the date an over-the-road bus operator is assigned to
a tier under this section, the Secretary shall notify
the operator of the tier to which it s assigned and
the reasons for such assignment.

(3) HIGH-RISKE TIERS.—At least one of the tiers
established by the Secretary under this section shall
be a tier designated for high-risk over-the-road bus op-
erators.

(4) REASSIGNMENT.—The Secretary may reas-
sign an over-the-road bus operator to another tier, as
appropriate, in response to changes in risk and the
Secretary shall notify the over-the-road bus operator
within 60 days after such reassignment and provide
the operator with the reasons for such reassignment.
(1) EXISTING PROCEDURES, PROTOCOLS, AND STAND-

ARDS.—
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(1) DETERMINATION.—In response to a petition
by an over-the-road bus operator or at the discretion
of the Secretary, the Secretary may determine that ex-
wsting procedures, protocols, and standards meet all or
part of the requirements of this section regarding vul-
nerability assessments and security plans.

(2) ELECTION—Upon review and written deter-
mination by the Secretary that existing procedures,
protocols, or standards of an over-the-road bus oper-
ator satisfy the requirements of this section, the over-
the-road bus operator may elect to comply with those
procedures, protocols, or standards instead of the re-
quirements of this section.

(3) PARTIAL APPROVAL.—If the Secretary deter-
mines that the existing procedures, protocols, or
standards of an over-the-road bus operator satisfy
only part of the requirements of this section, the Sec-
retary may accept such submission, but shall require
submaission by the operator of any additional infor-
mation relevant to the vulnerability assessment and
security plan of the operator to ensure that the re-
maining requirements of this section are fulfilled.

(4) NOTIFICATION.—If the Secretary determines
that particular existing procedures, protocols, or

standards of an over-the-road bus operator under this
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subsection do not satisfy the requirements of this sec-
tion, the Secretary shall provide to the operator a
written notification that includes an explanation of
the reasons for nonacceptance.

(5) REVIEW.—Nothing in this subsection shall
relieve the Secretary of the obligation—

(A4) to review the vulnerability assessment
and security plan submaitted by an over-the-road
bus operator under this section; and

(B) to approve or disapprove each submis-
sion on an mdwidual basis.

(j) PERIODIC EVALUATION BY OVER-THE-ROAD BUS
PROVIDER REQUIRED.—

(1) SUBMISSION OF EVALUATION.—Not later
than 3 years after the date on which a vulnerability
assessment or security plan requived to be submatted
to the Secretary under subsection (¢) is approved, and
at least once every 5 years thereafter (or on such a
schedule as the Secretary may establish by regula-
tion), an over-the-road bus operator who submitted a
vulnerability assessment and security plan and who
18 still assigned to the high-risk tier shall also submat
to the Secretary an evaluation of the adequacy of the

vulnerability assessment and security plan that in-
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cludes a description of any material changes made to

the vulnerability assessment or security plan.

(2) REVIEW OF EVALUATION.—Not later than
180 days after the date on which an evaluation is
submitted, the Secretary shall review the evaluation
and notify the over-the-road bus operator submitting
the evaluation of the Secretary’s approval or dis-
approval of the evaluation.

(k) SHARED FACILITIES.—The Secretary may permit
under this section the development and 1mplementation of
coordinated vulnerability assessments and security plans
to the extent that an over-the-road bus operator shares fu-
cilities with, or 1s colocated with, other transportation en-
tities or providers that are required to develop vulner-
ability assessments and security plans under Federal law.

(1) NONDISCLOSURE OF INFORMATION.—

(1) SUBMISSION OF INFORMATION TO CON-
GRESS.—Nothing in this section shall be construed as
authorizing the withholding of any information from
Congress.

(2) DISCLOSURE OF INDEPENDENTLY FUR-

NISHED INFORMATION.

Nothing in this section shall
be construed as affecting any authority or obligation

of a Federal agency to disclose any record or informa-
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tion that the Federal agency obtains from an over-the-

road bus operator under any other Federal law.
SEC. 1532. OVER-THE-ROAD BUS SECURITY ASSISTANCE.

(a) IN GENERAL.—The Secretary shall establish a
program for making grants to eligible private operators
providing transportation by an over-the-road bus for secu-
rity vmprovements described in subsection (b).

(b) USES OF FUNDS.—A recipient of a grant received
under subsection (a) shall use the grant funds for one or
more of the following:

(1) Constructing and modifying terminals, ga-
rages, and facilities, including terminals and other
over-the-road bus facilities owned by State or local
governments, to increase their security.

(2) Modifying over-the-road buses to increase
their security.

(3) Protecting or isolating the driver of an over-
the-road bus.

(4) Acquiring, upgrading, installing, or oper-
ating equipment, software, or accessorial services for
collection, storage, or exchange of passenger and driv-
er anformation through ticketing systems or other
means and for information links with government

agencies, for security purposes.
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(5) Installing cameras and wvideo surveillance
equipment on over-the-road buses and at terminals,
garages, and over-the-road bus facilities.

(6) KEstablishing and tmproving an emergency
communications system linking driwvers and over-the-
road buses to the recipient’s operations center or link-
g the operations center to law enforcement and
emergency personnel.

(7)  Implementing and operating passenger
screening programs for weapons and explosives.

(8) Public awareness campaigns for enhanced
over-the-road bus security.

(9) Operating and capital costs associated with
over-the-road bus security awareness, preparedness,
and response training, including training under sec-
tion 1534 and training developed by institutions of
higher education and by nonprofit employee labor or-
ganizations, for over-the-road bus employees, includ-
g frontline employees.

(10) Chemical, biological, radiological, or explo-
siwe detection, including canine patrols for such detec-
tion.

(11) Overtime reimbursement, including reim-
bursement of State, local, and tribal governments for

costs, for enhanced security personnel assigned to du-
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ties related to over-the-road bus security during peri-

ods of high or severe threat levels, National Special

Security Kvents, or other periods of heightened secu-

rity as determined by the Secretary.

(12) Lave or simulated exercises, including those
described in section 1533.

(13) Operational costs to hire, train, and employ
police and security officers, including canine units,
assigned to full-time security or counterterrorism du-
ties related to over-the-road bus transportation, in-
cluding reimbursement of State, local, and tribal gov-
ernment costs for such personnel.

(14) Development of assessments or security
plans under section 1531.

(15) Such other improvements as the Secretary
considers appropriate.

(¢) DUE CONSIDERATION.—In making grants under
this section, the Secretary shall prioritize grant funding
based on security risks to bus passengers and the ability
of a project to reduce, or enhance response to, that risk,
and shall not penalize private operators of over-the-road
buses that have taken measures to enhance over-the-road

bus transportation security prior to September 11, 2001.
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(d) DEPARTMENT OF HOMELAND SECURITY RESPON-
SIBILITIES.—In carrying out the responsibilities under
subsection (a), the Secretary shall—

(1) determine the requirements for recipients of
grants under this section, including application re-
quirements;

(2) select grant recipients;

(3) award the funds authorized by this section
based on risk, as identified by the plans required
under section 1531 or assessment or plan described in
subsection (f)(2); and

(4) pursuant to subsection (c), establish prior-
ities for the use of funds for grant recipients.

(e) DISTRIBUTION OF GRANTS.—Not later than 90
days after the date of enactment of this Act, the Secretary
and the Secretary of Transportation shall determine the
most effective and efficient way to distribute grant funds
to the recipients of grants determined by the Secretary
under subsection (a). Subject to the determination made by
the Secretaries, the Secretary may transfer funds to the
Secretary of Transportation for the purposes of disbursing
Junds to the grant recipient.

(f) ELIGIBILITY.—

(1) A private operator providing transportation

by an over-the-road bus 1s eligible for a grant under
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this section f the operator has completed a vulner-

ability assessment and developed a security plan that

the Secretary has approved under section 1531. Grant

Junds may only be used for permissible uses under

subsection (b) to further an over-the-road bus security

plan.

(2) Notwithstanding the requirements for eligi-
bility and uses in paragraph (1), prior to the earlier
of one year after the date of issuance of final regula-
tions requiring vulnerability assessments and security
plans under section 1531 or 3 years after the date of
enactment of this Act, the Secretary may award
grants under this section for over-the-road bus secu-
rity improvements listed under subsection (D) based
upon over-the-road bus vulnerability assessments and
security plans that the Secretary deems are sufficient
Jor the purposes of this section but have not been ap-
proved by the Secretary in accordance with section
1551.

(9) SUBJECT TO CERTAIN TERMS AND CONDITIONS.—
Except as otherwise specifically provided in this section, a
grant made under this section shall be subject to the terms
and conditions applicable to subrecipients who provide

over-the-road bus transportation under section 5311(f) of
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title 49, United States Code, and such other terms and

conditions as are determined necessary by the Secretary.

(h) LIMITATION ON USES OF FUNDS.—A grant made
under this section may not be used to make any State or
local government cost-sharing contribution under any
other Federal law.

(i) ANNUAL REPORTS.—Each recipient of a grant
under this section shall report annually to the Secretary
and on the use of such grant funds.

(1) CONSULTATION.—In carrying out this section, the
Secretary shall consult with over-the-road bus operators
and nonprofit employee labor organizations representing
over-the-road bus employees, public safety and law enforce-

ment officials.

(k) AUTHORIZATION.
(1) IN GENERAL—From the amounts appro-

priated pursuant to section 114(w) of title 49, Unated
States Code, as amended by section 1503 of this Act,
there shall be made available to the Secretary to make
grants under this section—

(4) $12,000,000 for fiscal year 2008;

(B) $25,000,000 for fiscal year 2009;

(C) $25,000,000 for fiscal year 2010; and

(D) $25,000,000 for fiscal year 2011.
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(2) PERIOD OF AVAILABILITY.—Sums appro-
priated to carry out this section shall remain avail-
able until expended.

SEC. 1533. OVER-THE-ROAD BUS EXERCISES.

(a) IN GENERAL—The Secretary shall establish a
program for conducting security exercises for over-the-road
bus transportation for the purpose of assessing and im-
proving the capabilities of entities described in subsection
(b) to prevent, prepare for, mitigate, respond to, and re-
cover from acts of terrorism.

(b) COVERED ENTITIES.—Entities to be assessed
under the program shall include—

(1) Federal, State, and local agencies and tribal
governments;

(2) over-the-road bus operators and over-the-road
bus terminal owners and operators;

(3) governmental and nongovernmental emer-
gency response providers and law enforcement agen-
cies; and

(4) any other organization or entity that the
Secretary determines appropriate.

(¢c) REQUIREMENTS.—The Secretary shall ensure that
the program—

(1) consolidates existing security exercises for

over-the-road bus operators and terminals adminis-
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tered by the Department and the Department of

Transportation, as jointly determined by the Sec-
retary and the Secretary of Transportation, unless the
Secretary waives this consolidation requirement, as
appropriate;

(2) consists of exercises that are—

(A) scaled and tailored to the needs of the
over-the-road bus operators and terminals, in-
cluding addressing the needs of the elderly and
mdviduals with disabilities;

(B) live, in the case of the most at-risk fa-
cilities to a terrorist attack;

(C) coordinated with appropriate officials;

(D) as realistic as practicable and based on
current  risk  assessments, including  credible
threats, vulnerabilities, and consequences;

(E) inclusive, as appropriate, of over-the-
road bus frontline employees; and

(F) consistent with the National Incident
Management System, the National Response
Plan, the National Infrastructure Protection
Plan, the National Preparedness Guidance, the
National Preparedness Goal, and other such na-

tronal initiatives;
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(3) provides that exercises described in para-
graph (2) will be—

(A) evaluated by the Secretary against clear
and consistent performance measures;

(B) assessed by the Secretary to identify
best practices, which shall be shared, as appro-
priate, with operators providing over-the-road
bus transportation, nonprofit employee organiza-
tions that represent over-the-road bus employees,
Federal, State, local, and tribal officials, govern-
mental and nongovernmental emergency response
providers, and law enforcement personnel; and

(C) wused to develop recommendations, as
appropriate, provided to over-the-road bus opera-
tors and terminal owners and operators on reme-
dial action to be taken in response to lessons
learned;

(4) allows for proper advanced notification of
communities and local governments in which exercises
are held, as appropriate; and

(5) assists State, local, and tribal governments
and over-the-road bus operators and terminal owners
and operators in designing, implementing, and evalu-
ating additional exercises that conform to the require-

ments of paragraph (2).
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(d) NATIONAL EXERCISE PROGRAM.—The Secretary
shall ensure that the exercise program developed under sub-
section (c¢) 1is consistent with the National Kxercise Pro-
gram established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109-
295; 6 U.S.C. 748).

SEC. 1534. OVER-THE-ROAD BUS SECURITY TRAINING PRO-
GRAM.

(a) IN GENERAL.—Not later than 6 months after the
date of enactment of this Act, the Secretary shall develop
and ssue requlations for an over-the-road bus training
program to prepare over-the-road bus frontline employees
Jor potential security threats and conditions. The regula-
tions shall take into consideration any current security
training requirements or best practices.

(b) CONSULTATION.—The Secretary shall develop reg-
wlations under subsection (a) in consultation with—

(1) appropriate law enforcement, fire service,
emergency response, security, and terrorism experts;

(2) operators providing over-the-road bus trans-
portation; and

(3) nonprofit employee labor organizations rep-
resenting over-the-road bus employees and emergency

response personnel.
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(¢c) PROGRAM ELEMENTS.—The regulations developed
under subsection (a) shall require security training pro-
grams, to include, at a minimum, elements to address the
Jollowing, as applicable:

(1) Determination of the seriousness of any oc-
currence or threat.

(2) Driver and passenger communication and
coordination.

(3) Appropriate responses to defend or protect
oneself.

(4) Use of personal and other protective equip-
ment.

(5) Evacuation procedures for passengers and
over-the-road bus employees, including individuals
with disabilities and the elderly.

(6) Psychology, behavior, and methods of terror-
ists, including observation and analysis.

(7) Training related to psychological responses to
terrorist incidents, including the ability to cope with
hyacker behavior and passenger responses.

(8) Live situational training exercises regarding
various threat conditions, wncluding tunnel evacu-
ation procedures.

(9) Recognition and reporting of dangerous sub-

stances, suspicious packages, and situations.



209

(10) Understanding security incident procedures,
mceluding procedures for communicating with emer-
gency response providers and for on-scene interaction
with such emergency response providers.

(11) Operation and maintenance of security
equipment and systems.

(12) Other security training activities that the
Secretary considers appropriate.

(d) REQUIRED PROGRAMS.—

(1) DEVELOPMENT AND SUBMISSION TO SEC-
RETARY.—Not later than 90 days after the Secretary
issues the requlations under subsection (a), each over-
the-road bus operator shall develop a security train-
g program in accordance with such requlations and
submat the program to the Secretary for approval.

(2) APPROVAL.—Not later than 60 days after re-
cerving a security traiming program wnder this sub-
section, the Secretary shall approve the program or
require the over-the-road bus operator that developed
the program to make any revisions to the program
that the Secretary considers necessary for the program
to meet the requirements of the requlations. An over-
the-road bus operator shall respond to the Secretary’s

comments not later than 30 days after receiving them.
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(3) TRAINING.—Not later than 1 year after the
Secretary approves a security training program in
accordance with this subsection, the over-the-road bus
operator that developed the program shall complete
the traiming of all over-the-road bus frontline employ-
ees who were hived by the operator more than 30 days
preceding such date. For such employees employed less
than 30 days by an operator preceding such date,
traiming shall be completed within the first 60 days
of employment.

(4) UPDATES OF REGULATIONS AND PROGRAM
REVISIONS.—The Secretary shall periodically review
and update, as appropriate, the traiming regulations
1ssued under subsection (a) to reflect new or changing
security threats. Each over-the-road bus operator shall
revise its traiming program accorvdingly and provide
additional  training as necessary to its employees
within a reasonable time after the regulations are up-
dated.

(¢) NATIONAL TRAINING PRrROGRAM.—The Secretary
shall ensure that the training program developed under
subsection (a) s a component of the National Training
Program established under section 648 of the Post Katrina
Emergency Management Reform Act (Public Law 109-
295; 6 U.S.C. 748).
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(f) REPORTING REQUIREMENTS.—Not later than 2
years after the date of requlation issuance, the Secretary
shall review vmplementation of the traiming program of a
representative sample of over-the-road bus operators and
over-the-road bus frontline employees, and report to the
appropriate congressional commaittees of such reviews. The
Secretary may submat the report in both classified and re-
dacted formats as necessary.

SEC. 1535. OVER-THE-ROAD BUS SECURITY RESEARCH AND
DEVELOPMENT.

(a) ESTABLISHMENT OF RESEARCH AND DEVELOP-
MENT PROGRAM.—The Secretary, acting through the
Under Secretary for Science and Technology and the Ad-
ministrator of the Transportation Security Administra-
tion, shall carry out a research and development program
Jor the purpose of improving the security of over-the-road
buses.

(b) ELIGIBLE PROJECTS.—The research and develop-
ment program may include projects—

(1) to reduce the vulnerability of over-the-road
buses, stations, terminals, and equipment to explo-
swes and hazardous chemical, biological, and radio-
active substances, including the development of tech-
nology to screen passengers in large numbers with

minivmal interference and disruption;
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(2) to test new emergency response and recovery
techniques and technologies, including those used at
international borders;

(3) to develop improved technologies, including
those for—

(A) emergency response training, including
travnming in a tunnel environment, if appro-
priate; and

(B) security and redundancy for critical
communications, electrical power, computer, and
over-the-road bus control systems; and
(4) to address other vulnerabilities and risks

wdentified by the Secretary.
(¢) COORDINATION WITHH OTHER RESEARCH INITIA-
TIvES.—The Secretary—

(1) shall ensure that the research and develop-
ment program is consistent with the other transpor-
tation security research and development programs
required by this Act;

(2) shall, to the extent practicable, coordinate the
research and development activities of the Department
with other ongoing research and development secu-
rity-related initiatives, including research being con-

ducted by—
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(A) the Department of Transportation, in-

cluding Uniwversity Transportation Centers and

other institutes, centers, and simulators funded

by the Department of Transportation;

(B) the National Academy of Sciences;

(C) the Technical Support Working Group;

(D) other Federal departments and agen-
cies; and

(E) other Federal and private research lab-
oratories, research entities, and institutions of
hagher education, including Historically Black

Colleges and Unaversities, Hispanic Serving In-

stitutions, and Indian Tribally Controlled Col-

leges and Universities;

(3) shall carry out any research and development
project authorized by this section through a reimburs-
able agreement with an appropriate Federal agency,
if the agency—

(A) 1is currently sponsoring a research and
development project in a similar area; or

(B) has a unique facility or capability that
would be useful in carrying out the project;

(4) may award grants and enter into cooperative
agreements, contracts, other transactions, or reim-

bursable agreements to the entities described in para-
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graph (2) and eligible recipients under section 1532;
and

(5) shall make reasonable efforts to enter into
memoranda of understanding, contracts, grants, coop-
eratie agreements, or other transactions with private
operators providing over-the-road bus transportation
willing to contribute assets, physical space, and other
resowrces.

(d) PrivAcy AND Crvin, RiGarSs AND Crvin LiB-
ERTIES ISSUES.—

(1) CONSULTATION.—In carrying out research
and development projects under this section, the Sec-
retary shall consult with the Chief Privacy Officer of
the Department and the Officer for Civil Rights and
Ciovil Liberties of the Department as appropriate and
e accordance with section 222 of the Homeland Secu-
rity Act of 2002.

(2) PRIVACY IMPACT ASSESSMENTS.—In accord-
ance with sections 222 and 705 of the Homeland Se-
curtty Act of 2002, the Chief Privacy Officer shall
conduct privacy impact assessments and the Officer
Jor Cuvil Rights and Civil Liberties shall conduct re-
views, as appropriate, for research and development

mitiatives developed under this section that the Sec-
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retary determines could have an 1mpact on privacy,

cwvil mghts, or civil liberties.

(¢) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL—From the amounts appro-
priated pursuant to section 114(w) of title 49, Unated
States Code, as amended by section 1503 of this Act,
there shall be made available to the Secretary to carry
out this section—

(4) $2,000,000 for fiscal year 2008:
(B) $2,000,000 for fiscal year 2009;
(C) $2,000,000 for fiscal year 2010; and
(D) $2,000,000 for fiscal year 2011.

(2) PERIOD OF AVAILABILITY.—Such sums shall
remain available until expended.

SEC. 1536. MOTOR CARRIER EMPLOYEE PROTECTIONS.

Section 31105 of title 49, United States Code, 1is
amended to read:

“(a) PROHIBITIONS.—(1) A person may not discharge
an employee, or discipline or discriminate against an em-
ployee regarding pay, terms, or privileges of employment,
because—

“(A)(1) the employee, or another person at the
employee’s request, has filed a complaint or begun a
proceeding related to a violation of a commercial

motor vehicle safety or security regulation, standard,
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or order, or has testified or will testify i such a pro-
ceeding; or

“(11) the person percewves that the employee has
filed or is about to file a complaint or has bequn or
18 about to begin a proceeding related to a violation
of a commercial motor vehicle safety or security regu-
lation, standard, or order;

“(B) the employee refuses to operate a vehicle be-
cause—

“(v) the operation wviolates a requlation,
standard, or order of the United States related to
commercial motor vehicle safety, health, or secu-
rity; or

“(11) the employee has a reasonable appre-
hension of serious injury to the employee or the
public because of the vehicle’s hazardous safety or
security condition;

“(C) the employee accurately reports hours on
duty pursuant to chapter 315;

“(D) the employee cooperates, or the person per-
cewves that the employee is about to cooperate, with a
safety or security investigation by the Secretary of
Transportation, the Secretary of Homeland Security,

or the National Transportation Safety Board; or
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“(E) the employee furnishes, or the person per-
cewes that the employee 1s or is about to furnish, in-

Jormation to the Secretary of Transportation, the Sec-

retary of Homeland Security, the National Transpor-

tation Safety Board, or any Federal, State, or local
requlatory or law enforcement agency as to the facts
relating to any accident or incident resulting in in-

Jury or death to an individual or damage to property

occurring in connection with commercial motor vehi-

cle transportation.

“(2) Under paragraph (1)(B)(w1) of this subsection,
an employee’s apprehension of serious injury is reasonable
only 1f a reasonable individual in the circumstances then
confronting the employee would conclude that the haz-
ardous safety or security condition establishes a real dan-
ger of accident, ingury, or serious vmpairment to health.
To qualify for protection, the employee must have sought
from the employer, and been unable to obtain, correction
of the hazardous safety or security condition.

“(b) FILING COMPLAINTS AND PROCEDURES.—(1) An
employee alleging discharge, discipline, or discrimination
- violation of subsection (a) of this section, or another
person at the employee’s request, may file a complaint
with the Secretary of Labor not later than 180 days after

the alleged wviolation occurred. All complaints initiated
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under thas section shall be governed by the legal burdens
of proof set forth in section 42121(b). On receiving the
complaint, the Secretary of Labor shall notify, in writing,
the person alleged to have commaitted the violation of the
filing of the complaint.

“(2)(A) Not later than 60 days after receiving a com-
plaint, the Secretary of Labor shall conduct an investiga-
tion, decide whether it 1s reasonable to believe the com-
plaint has merit, and notify, in writing, the complainant
and the person alleged to have commatted the violation of
the findings. If the Secretary of Labor decides it is reason-
able to believe a violation occurred, the Secretary of Labor
shall include with the decision findings and a preliminary
order for the relief provided under paragraph (3) of this
subsection.

“(B) Not later than 30 days after the notice under
subparagraph (A) of this paragraph, the complainant and
the person alleged to have committed the violation may file
objections to the findings or preliminary orvder, or both,
and request a hearing on the record. The filing of objec-
tions does not stay a reinstatement ordered in the prelimi-
nary order. If a hearing is not requested within the 30
days, the preliminary order is final and not subject to ju-

drcial review.
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“(C) A hearing shall be conducted expeditiously. Not

later than 120 days after the end of the hearing, the Sec-
retary of Labor shall issue a final order. Before the final
order 1s 1ssued, the proceeding may be ended by a settle-
ment agreement made by the Secretary of Labor, the com-
plainant, and the person alleged to have commaitted the
violation.

“(3)(A) If the Secretary of Labor decides, on the basis
of a complaint, a person violated subsection (a) of this sec-
tion, the Secretary of Labor shall order the person to—

“(1) take affirmative action to abate the vio-
lation;

“(1n) reimstate the complainant to the
Jormer position with the same pay and terms
and privileges of employment; and

“(11) pay compensatory damages, including
backpay with interest and compensation for any
special damages sustained as a result of the dis-
crimanation, including Litigation costs, expert
witness fees, and reasonable attorney fees.

“(B) If the Secretary of Labor issues an order under
subparagraph (A) of this paragraph and the complainant
requests, the Secretary of Labor may assess against the
person against whom the order is issued the costs (includ-

g attorney fees) reasonably incurred by the complainant
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m bringing the complaint. The Secretary of Labor shall

determaine the costs that reasonably were incurred.

“(C) Relef in any action under subsection (b) may
melude punitive damages i an amount not to exceed
$250,000.

“(c) DE Novo REVIEW.—With respect to a complaint
under paragraph (1), if the Secretary of Labor has not
wssued a final decision within 210 days after the filing of
the complaint and if the delay is not due to the bad faith
of the employee, the employee may bring an original ac-
tion at law or equity for de novo review in the appropriate
district court of the Unated States, which shall have juris-
diction over such an action without regard to the amount
m controversy, and which action shall, at the request of ei-
ther party to such action, be tried by the court with a
Jury.

“(d) JuprciaL. REVIEW AND VENUE.—A person ad-
versely affected by an order issued after a hearing under
subsection (b) of this section may file a petition for review,
not later than 60 days after the order s issued, in the
court of appeals of the United States for the circuit in
which the violation occurved or the person resided on the
date of the violation. Review shall conform to chapter 7 of
title 5. The review shall be heard and decided expedi-

trously. An order of the Secretary of Labor subject to re-
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view under this subsection is not subject to judicial review
m a crimanal or other civil proceeding.

“le) CrviL, ACTIONS TO ENFORCE.—If a person fails
to comply with an order issued under subsection (b) of this
section, the Secretary of Labor shall bring a civil action
to enforce the order in the district court of the United
States for the judicial district in which the violation oc-
curred.

“(f) No PREEMPTION.—Nothing in this section pre-
empts or diminishes any other safequards against dis-
erimination, demotion, discharge, suspension, threats, har-
assment, reprimand, retaliation, or any other manner of
discrimination provided by Federal or State law.

“(g) RIGHTS RETAINED BY EMPLOYEE.—Nothing in
this section shall be deemed to dimanish the rights, privi-
leges, or remedies of any employee under any Federal or
State law or under any collective bargaining agreement.
The rights and remedies in this section may not be waived
by any agreement, policy, form, or condition of employ-
ment.

“(h) DISCLOSURE OF IDENTITY.—

“(1) Except as provided in paragraph (2) of this
subsection, or with the written consent of the em-
ployee, the Secretary of Transportation or the Sec-

retary of Homeland Security may not disclose the
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name of an employee who has provided information
about an alleged violation of this part, or a regula-
tion prescribed or order issued under any of those
Provisions.

“(2) The Secretary of Transportation or the Sec-
retary of Homeland Security shall disclose to the At-
torney General the name of an employee described in
paragraph (1) of this subsection if the matter is re-
Jerred to the Attorney General for enforcement. The
Secretary making such disclosure shall provide rea-
sonable advance notice to the affected employee if dis-
closure of that person’s identity or identifying infor-
mation 18 to occur.

“(1) PROCESS FOR REPORTING SECURITY PROBLEMS
TO THE DEPARTMENT OF HOMELAND SECURITY.—

“(1) ESTABLISHMENT OF PROCESS.—The Sec-
retary of Homeland Security shall establish through
requlations, after an opportunity for notice and com-
ment, a process by which any person may report to
the Secretary of Homeland Security regarding motor
carrier wvehicle security problems, deficiencies, or
vulnerabilities.

“(2) ACKNOWLEDGMENT OF RECEIPT—If a re-
port submitted under paragraph (1) identifies the

person making the report, the Secretary of Homeland
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Security shall respond promptly to such person and

acknowledge receipt of the report.

“(3) STEPS TO ADDRESS PROBLEM.—The Sec-
retary of Homeland Security shall review and con-
sider the information provided in any report sub-
mitted under paragraph (1) and shall take appro-
priate steps to address any problems or deficiencies
identified.

“(j) DEFINITION.—In this section, ‘employee’ means a
driver of a commercial motor vehicle (including an inde-
pendent contractor when personally operating a commer-
cial motor vehicle), a mechanic, a freight handler, or an
mdividual not an employer, who—

“(1) directly affects commercial motor vehicle
safety or security in the course of employment by a
commercial motor carrier; and

“(2) 1s not an employee of the United States
Government, a State, or a political subdivision of a
State acting in the course of employment.”.

SEC. 1537. UNIFIED CARRIER REGISTRATION SYSTEM
AGREEMENT.

(a) REENACTMENT OF SSRS.—Section 14504 of title
49, United States Code, as that section was in effect on
December 31, 20006, shall be in effect as a law of the

Unated States for the period beginning on January 1,
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2007, ending on the earlier of January 1, 2008, or the ef-

fectwe date of the final requlations issued pursuant to sub-
section (D).

(b) DEADLINE FOR FINAL REGULATIONS.—Not later
than October 1, 2007, the Federal Motor Carrier Safety
Admanistration shall issue final regulations to establish the
Unified Carrier Registration System, as required by sec-
tion 13908 of title 49, United States Code, and set fees for
the unified carrier registration agreement for calendar
year 2007 or subsequent calendar years to be charged to
motor carriers, motor private carriers, and freight for-
warders under such agreement, as required by 14504a of
title 49, Unated States Code.

(¢) REPEAL OF SSRS.—Section 4305(a) of the Safe,
Accountable, Flexible Efficient Transportation Equity Act:
A Legacy for Users (119 Stat. 1764) is amended by strik-
g “the first January” and all that follows through “this
Act” and inserting “January 1, 2008,

SEC. 1538. SCHOOL BUS TRANSPORTATION SECURITY.

(a) SCHOOL BUS SECURITY RISK ASSESSMENT.—Not
later than 1 year after the date of enactment of this Act,
the Secretary shall transmat to the appropriate congres-
stonal commattees a report, including a classified report,
as appropriate, containing a comprehensive assessment of

the risk of a terrorist attack on the Nation’s school bus
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transportation system in accordance with the requirements
of this section.

(b) CONTENTS OF RISK ASSESSMENT.—The assess-
ment shall include—

(1) an assessment of security risks to the Na-
tion’s school bus transportation system, including
publicly and privately operated systems;

(2) an assessment of actions already taken by
operators or others to address identified security risks;
and

(3) an assessment of whether additional actions
and investments are necessary to vmprove the security
of passengers traveling on school buses and a list of
such actions or investments, if appropriate.

(¢) CONSULTATION.—In conducting the risk assess-
ment, the Secretary shall consult with administrators and
officials of school systems, representatives of the school bus
mdustry, including both publicly and privately operated
systems, public safety and law enforcement officials, and
nonprofit employee labor organizations representing school
bus drivers.

SEC. 1539. TECHNICAL AMENDMENT.

Section 1992(d)(7) of title 18, United States Code, s

amended by inserting “intercity bus transportation” after

“includes”.
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SEC. 1540. TRUCK SECURITY ASSESSMENT.

(a) DEFINITION.—For the purposes of this section, the
term “truck” means any self-propelled or towed motor ve-
hicle used on a highway in interstate commerce to trans-
port property when the vehicle—

(1) has a gross vehicle weight rating or gross
combination weight rating, or gross vehicle weight or
gross combination weight, of 4,536 kg (10,001
pounds) or more, whichever is greater; or

(2) 1s used in transporting material found by the
Secretary of Transportation to be hazardous under
section 5103 of title 49, United States Code, and
transported i a quantity requiring placarding under
requlations prescribed by the Secretary under subtitle
B, chapter I, subchapter C of title 49, Code of Federal
Regulations.

(b) IN GENERAL.—Not later than 1 year after the
date of enactment of this Act, the Secretary, in coordina-
tion with the Secretary of Transportation, shall transmait
a report to the appropriate congressional committees on
truck security issues that imcludes—

(1) a security risk assessment of the trucking in-
dustry;

(2) an assessment of actions already taken by
both public and private entities to address identified

security risks;
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(3) an assessment of the economic impact that
security upgrades of trucks, truck equipment, or truck
Jacilities may have on the trucking industry and its
employees, including independent owner-operators;

(4) an assessment of ongoing research by public
and private entities and the need for additional re-
search on truck security;

(5) an assessment of industry best practices to
enhance security; and

(6) an assessment of the current status of secure
truck parking.

(¢c) FOrRMAT.—The Secretary may submait the report
wm both classified and redacted formats if the Secretary de-
termines that such action is appropriate or necessary.

SEC. 1541. MEMORANDUM OF UNDERSTANDING ANNEX.

Not later than 1 year after the date of enactment of
this Act, the Secretary of Transportation and the Sec-
retary shall execute and develop an annex to the Memo-
randum of Understanding between the two departments
signed on September 28, 2004, governing the specific roles,
delineations of responsibilities, resources, and commit-
ments of the Department of Transportation and the De-
partment of Homeland Security, respectively, in address-
g motor carrier transportation security matters, includ-

mg over-the-road bus security matters, and shall cover the
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processes the Departments will follow to promote commu-

nications, efficiency, and nonduplication of effort.

SEC. 1542. DHS INSPECTOR GENERAL REPORT ON TRUCK-
ING SECURITY GRANT PROGRAM.

(a) INITIAL REPORT.—Not later than 90 days after
the date of enactment of this Act, the Inspector General of
the Department of Homeland Security shall submit a re-
port to the appropriate congressional commattees on the
Federal trucking industry security grant program, for fis-
cal years 2004 and 2005 that—

(1) addresses the grant announcement, applica-
tion, receipt, review, award, monitoring, and closeout
processes; and

(2) states the amount obligated or expended

under the program for fiscal years 2004 and 2005
Jor

(A) infrastructure protection;
(B) training;
(C) equipment;
(D) educational materials;
(E) program administration;
(F) marketing; and
(G) other functions.
(b) SUBSEQUENT REPORT.—Not later than 1 year

after the date of enactment of this Act, the Inspector Gen-
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eral of the Department of Homeland Security shall submait
a report to the appropriate congressional commaittees
that—

(1) analyzes the performance, efficiency, and ef-
Jectweness of the Federal trucking industry security
grant program, and the need for the program using
all years of avarlable data; and

(2) makes recommendations regarding the future
of the program, including options to improve the ef-
Jectiveness and utility of the program and motor car-
rier security.

Subtitle D—Hazardous Material
and Pipeline Security
SEC. 1551. RAILROAD ROUTING OF SECURITY-SENSITIVE
MATERIALS.

(a) IN GENERAL.—Not later than 9 months after the

date of enactment of this Act, the Secretary of Transpor-
tation, in consultation with the Secretary, shall publish a
Jinal rule based on the Pipeline and Hazardous Materials
Safety Administration’s Notice of Proposed Rulemaking
published on December 21, 2006, entitled “Hazardous Ma-
terials: Enhancing Railroad Transportation Safety and
Security for Hazardous Materials Shipments”. The final

rule shall incorporate the requirements of this section and,
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as appropriate, public comments recewed during the com-
ment period of the rulemaking.

(b) SECURITY-SENSITIVE ~MATERIALS COMMODITY
Dara.—The Secretary of Transportation shall ensure that
the final rule requirves each railroad carrier transporting
security-sensitive materials in commerce to, no later than
90 days after the end of each calendar year, compile secu-
rity-sensitive materials commodity data. Such data must
be collected by route, line segment, or series of line seg-
ments, as aggregated by the railroad carrier. Within the
railroad carrier selected route, the commodity data must
wdentify the geographic location of the route and the total
number of shipments by the United Nations identification
number for the security-sensitive materials.

(¢) RAILROAD TRANSPORTATION ROUTE ANALYSIS
FOR SECURITY-SENSITIVE MATERIALS.—The Secretary of
Transportation shall ensure that the final rule requires
each railroad carrier transporting security-sensitive mate-
rials in commerce to, for each calendar year, provide a
written analysis of the safety and security risks for the
transportation routes identified in the security-sensitive
materials commodity data collected as required by sub-
section (D). The safety and security risks present shall be

analyzed for the route, railroad facilities, railroad storage
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Jacilities, and high-consequence targets along or in prox-

vmity to the route.

(d) ALTERNATIVE ROUTE ANALYSIS FOR SECURITY-

SENSITIVE MATERIALS.—The Secretary of Transportation

shall ensure that the final rule requires each railroad car-

rier transporting security-sensitive materials in commerce

to—

(1) for each calendar year—

(A) adentify practicable alternative routes
over which the railroad carrier has authority to
operate as compared to the current route for such
a shipment analyzed under subsection (¢); and

(B) perform a safety and security risk as-
sessment of the alternative route for comparison
to the route analysis specified in subsection (c);

(2) ensure that the analysis under paragraph (1)

mncludes—

(A) identification of safety and security
risks for an alternative route;

(B) comparison of those risks identified
under subparagraph (A) to the primary railroad
transportation route, including the risk of a cat-
astrophic release from a shipment traveling
along the alternate route compared to the pri-

mary route;
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(C) any remediation or mitigation meas-
ures implemented on the primary or alternative
route; and
(D) potential economic effects of using an
alternative route; and
(3) consider when determining the practicable al-
ternative routes under paragraph (1)(4) the use of
wnterchange agreements with other railroad carriers.

(¢) ALTERNATIVE ROUTE SELECTION FOR SECURITY-
SENSITIVE MATERIALS.—The Secretary of Transportation
shall ensure that the final rule requires each railroad car-
rier transporting security-sensitive materials in commerce
to use the analysis required by subsections (¢) and (d) to
select the safest and most secure route to be used in trans-
porting security-sensitive materials.

(f) REVIEW.—The Secretary of Transportation shall
ensure that the final rule requives each railroad carrier
transporting security-sensitive materials in commerce to
annually review and select the practicable route posing the
least overall safety and security risk in accordance with
this section. The railroad carrier must retain in writing
all route review and selection decision documentation and
restrict the distribution, disclosure, and availability of in-
Jormation contained in the route analysis to appropriate

persons. This documentation should include, but 1is not
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limated to, comparative analyses, charts, graphics, or rail-
road system maps.

(9) RETROSPECTIVE ANALYSIS.—The Secretary of
Transportation shall ensure that the final rule requires
each railroad carrier transporting security-sensitive mate-
rials i commerce to, not less than once every 3 years,
analyze the route selection determinations required under
this section. Such an analysis shall include a comprehen-
siwve, systemwide review of all operational changes, infra-
structure modifications, traffic adjustments, changes in the
nature of high-consequence targets located along or n
proxvmaty to the route, or other changes affecting the safety
and security of the movements of security-sensitive mate-
rials that were implemented since the previous analysis
was completed.

(h) CONSULTATION.—In carrying out subsection (c),
railroad carriers transporting security-sensitive materials
m commerce shall seek relevant information from State,
local, and trbal officials, as appropriate, regarding secu-
rity risks to high-consequence targets along or in prox-
vmaty to a route used by a railroad carrier to transport
security-sensitive materials.

(1) DEFINITIONS.—In this section:
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(1) The term “‘route” includes storage facilities
and trackage used by railroad cars in transportation
m commerce.

(2) The term “high-consequence target” means a
property, natural resource, location, area, or other
target designated by the Secretary that is a viable ter-
rorist target of national significance, which may in-
clude a facility or specific critical infrastructure, the
attack of which by railroad could result in—

(A) catastrophic loss of life;
(B) significant damage to national security
or defense capabilities; or
(C) national economic harm.
1552. RAILROAD SECURITY-SENSITIVE MATERIAL
TRACKING.
(a) COMMUNICATIONS.—

(1) IN GENERAL.—In conjunction with the re-
search and development program established under
section 1518 and consistent with the results of re-
search relating to wireless and other tracking tech-
nologies, the Secretary, in consultation with the Ad-
manistrator of the Transportation Security Adminis-
tration, shall develop a program that will encourage

the equipping of railroad cars transporting security-



sensitive materials, as defined in section 1501, with
technology that provides—
(A) car position location and tracking ca-
pabilities; and
(B) notification of railvoad car depressuri-
zation, breach, unsafe temperature, or release of
hazardous materials, as appropriate.
(2) COORDINATION.—In developing the program
required by paragraph (1), the Secretary shall—
(A) consult with the Secretary of Transpor-
tation to coordinate the program with any ongo-
g or planned efforts for railroad car tracking
at the Department of Transportation; and
(B) ensure that the program is consistent
with recommendations and findings of the De-
partment of Homeland Security’s hazardous ma-
terial rarlroad tank car tracking pilot programs.
(b) FUNDING.—From the amounts appropriated pur-
suant to 114(w) of title 49, United States Code, as amend-
ed by section 1503 of this title, there shall be made avail-
able to the Secretary to carry out this section—
(1) $3,000,000 for fiscal year 2008;
(2) $3,000,000 for fiscal year 2009; and

(3) $3,000,000 for fiscal year 2010.
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SEC. 1553. HAZARDOUS MATERIALS HIGHWAY ROUTING.

(a) ROUTE PLAN GUIDANCE.—Not later than 1 year

after the date of enactment of this Act, the Secretary of

Transportation, in  consultation with the Secretary,

shall—

(1) document existing and proposed routes for
the transportation of radioactive and nonradioactive
hazardous materials by motor carrier, and develop a
Jramework for using a geographic information sys-
tem-based approach to characterize routes in the na-
tional hazardous materials route registry;

(2) assess and characterize existing and proposed
routes for the transportation of radioactive and non-
radioactive hazardous materials by motor carrier for
the purpose of identifying measurable criteria for se-
lecting routes based on safety and security concerns;

(3) analyze current route-related hazardous ma-
terials requlations in the United States, Canada, and
Mexico to adentify cross-border differences and con-
Jlicting regulations;

(4) document the safety and security concerns of
the public, motor carriers, and State, local, terri-
torial, and tribal governments about the highway
routing of hazardous materials;

(5) prepare guidance materials for State officials

to assist them in identifying and reducing both safety
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concerns and security risks when designating highway
routes for hazardous materials consistent with the 13
safety-based nonradioactive materials routing criteria
and radioactive materials routing criteria i subpart
C part 397 of title 49, Code of Federal Regulations;

(6) develop a tool that will enable State officials
to examine potential routes for the highway transpor-
tation of hazardous materials, assess specific security
risks associated with each route, and explore alter-
native mitigation measures; and

(7) transmit to the appropriate congressional
committees a report on the actions taken to fulfill
paragraphs (1) through (6) and any recommended
changes to the routing requirements for the highway
transportation of hazardous materials in part 397 of
title 49, Code of Federal Regulations.

(b) ROUTE PLANS.—

(1) ASSESSMENT.—Not later than 1 year after
the date of enactment of this Act, the Secretary of
Transportation shall complete an assessment of the
safety and national security benefits achieved under
existing requirements for route plans, in written or
electronic format, for explosives and radioactive mate-

rals. The assessment shall, at a minimum—
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(A) compare the percentage of Department
of Transportation recordable incidents and the
severity of such incidents for shipments of explo-
swes and radioactive materials for which such
route plans are required with the percentage of
recordable incidents and the severity of such in-
cidents for shipments of explosives and radio-
active materials not subject to such route plans;
and
(B) quantify the security and safety bene-
fits, feasibility, and costs of requiring each motor
carrier that 1is required to have a hazardous ma-
terial safety permat under part 385 of title 49,
Code of Federal Regulations, to maintain, follow,
and carry such a route plan that meets the re-
quirements of section 397.101 of that title when
transporting the type and quantity of hazardous
materials described in section 385.403, taking
mto account the various segments of the motor
carrier idustry, including tank truck, truckload
and less than truckload carriers.
(2) REPORT.—Not later than 1 year after the
date of enactment of this Act, the Secretary of Trans-

portation shall submit a report to the appropriate
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congressional committees containing the findings and

conclusions of the assessment.

(¢) REQUIREMENT.—The Secretary shall require
motor carriers that have a hazardous material safety per-
mit under part 385 of title 49, Code of Federal Regula-
tions, to maintain, follow, and carry a route plan, in
written or electronic format, that meets the requirements
of section 397.101 of that title when transporting the type
and quantity of hazardous materials described in section
385.403 if the Secretary determines, under the assessment
required in subsection (b), that such a requirement would
enhance security and safety without 1mposing unreason-
able costs or burdens wpon motor carriers.

SEC. 1554. MOTOR CARRIER SECURITY-SENSITIVE MATE-
RIAL TRACKING.

(a) COMMUNICATIONS.—

(1) IN GENERAL.—Not later than 6 months after
the date of enactment of this Act, consistent with the
findings of the Transportation Security Administra-
tion’s hazardous materials truck security pilot pro-
gram, the Secretary, through the Administrator of the
Transportation Security Administration and in con-
sultation with the Secretary of Transportation, shall
develop a program to facilitate the tracking of motor

carrier shipments of security-sensitive materials and
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to equip vehicles used in such shipments with tech-
nology that provides—

(A) frequent or continuous communications;

(B) wvehicle position location and tracking
capabilities; and

(C) a feature that allows a driver of such
vehicles to broadcast an emergency distress sig-
nal.

(2) CONSIDERATIONS.—In developing the pro-
gram required by paragraph (1), the Secretary
shall—

(A) consult with the Secretary of Transpor-
tation to coordinate the program with any ongo-
g or planned efforts for motor carrier or secu-
rity-sensitive materials tracking at the Depait-
ment of Transportation;

(B) take into consideration the rec-
ommendations and findings of the report on the
hazardous material safety and security oper-
ational field test released by the Federal Motor
Carrier Safety Administration on November 11,
2004; and

(C) evaluate—

(1) any new information related to the

costs and benefits of deploying, equipping,
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and utilizing tracking technology, including
portable tracking technology, for motor car-
riers tramsporting security-sensitive mate-
rwals not included in the hazardous material
safety and security operational field test re-
port released by the Federal Motor Carrier
Safety  Admanistration on  November 11,
2004;

(11) the ability of tracking technology
to resist tampering and disabling;

(111) the capability of tracking tech-
nology to collect, display, and store infor-
mation regarding the movement of ship-
ments of security-sensitive materials by
commercial motor vehicles;

(iv) the appropriate range of contact
wtervals between the tracking technology
and a commercial motor vehicle trans-
porting security-sensitive materials;

(v) technology that allows the installa-
tion by a motor carrier of concealed elec-
tronic devices on commercial motor vehicles
that can be actwated by law enforcement
authorities to disable the wvehicle or alert

emergency response resources to locate and
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recover security-sensitive materials in the
event of loss or theft of such materials;

(vi) whether installation of the tech-
nology described in clause (v) should be in-
corporated into the program wunder para-
graph (1);

(vir) the costs, benefils, and practi-
cality of such technology described in clause
(v) in the context of the overall benefil to
national security, including commerce in
transportation; and

(vite) other systems and information
the Secretary determines appropriate.

(b) FUNDING.—From the amounts appropriated pur-
suant to section 114(w) of title 49, United States Code, as
amended by section 1503 of this Act, there shall be made
available to the Secretary to carry out this section—

(1) $7,000,000 for fiscal year 2008 of which
$3,000,000 may be used for equipment;

(2) $7,000,000 for fiscal year 2009 of which
$3,000,000 may be used for equipment; and

(3) $7,000,000 for fiscal year 2010 of which
$3,000,000 may be used for equipment.

(¢) REPORT.—Not later than 1 year after the issuance

of regqulations under subsection (a), the Secretary shall
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wssue a report to the appropriate congressional commattees
on the program developed and evaluation carried out
under this section.

(d) LiMitATION.—The Secretary may not mandate
the anstallation or utilization of a technology described
under this section without additional congressional author-
ity provided after the date of enactment of this Act.

SEC. 1555. HAZARDOUS MATERIALS SECURITY INSPEC-
TIONS AND STUDY.

(a) IN GENERAL—The Secretary of Transportation
shall consult with the Secretary to limit, to the extent
practicable, duplicative reviews of the hazardous materials
security plans required under part 172, title 49, Code of
Federal Regulations.

(b) TRANSPORTATION COSTS STUDY—Within 1 year
after the date of enactment of this Act, the Secretary of
Transportation, in conjunction with the Secretary, shall
study to what extent the insurance, security, and safety
costs borne by railroad carriers, motor carriers, pipeline
carriers, avr carriers, and maritime carriers associated
with the transportation of hazardous wmaterials are re-
Jlected in the rates paid by offerors of such commodities as
compared to the costs and rates, respectively, for the trans-

portation of nonhazardous materials.
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SEC. 1556. TECHNICAL CORRECTIONS.

(a) CORRECTION.—Section 5103a of title 49, Unaited
States Code, 1s amended—

(1) wn subsection (a)(1) by striking “Secretary”
and nserting “Secretary of Homeland Security”;

(2) in subsection (b) by striking “Secretary”
each place it appears and inserting “Secretary of
Transportation”;

(3) an subsection (d)(1)(B) by striking “Sec-
retary” and inserting “Secretary of Homeland Secu-
rity”’; and

(4) in subsection (e) by striking “Secretary” and
wmserting  “Secretary of Homeland Security” each
place it appears.

(b) RELATIONSHIP TO TRANSPORTATION SECURITY
CARDS.—

(1) BACKGROUND CHECK.—An individual who
has a valid transportation employee identification
card issued by the Secretary under section 70105 of
title 46, United States Code, shall be deemed to have
met the background records check requived under sec-
tion 5103a of title 49, Unated States Code.

(2) STATE REVIEW.—Nothing in this subsection
prevents or preempts a State from conducting a

crimanal records check of an indwidual that has ap-
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plied for a license to operate a motor vehicle trans-

porting in commerce a hazardous material.

SEC. 1557. PIPELINE SECURITY INSPECTIONS AND EN-
FORCEMENT.

(a) IN GENERAL.—Not later than 9 months after the
date of enactment of this Act, consistent with the Annex
to the Memorandum of Understanding executed on August
9, 2000, between the Department of Transportation and
the Department, the Secretary, in consultation with the
Secretary of Transportation, shall establish a program for
reviewing pipeline operator adoption of recommendations
of the September 5, 2002, Department of Transportation
Research and Special Programs Administration’s Pipeline
Security Information Circular, including the review of
pipeline security plans and critical facility inspections.

(b) REVIEW AND INSPECTION.—Not later than 12
months after the date of enactment of this Act, the Sec-
retary and the Secretary of Transportation shall develop
and implement a plan for reviewing the pipeline security
plans and an inspection of the critical facilities of the 100
most critical pipeline operators covered by the September
5, 2002, cvrcular, where such facilities have not been in-
spected for security purposes since September 5, 2002, by
either the Department or the Department of Transpor-

tation.
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(¢) COMPLIANCE REVIEW METHODOLOGY—In review-
g pipeline operator compliance under subsections (a)
and (b), risk assessment methodologies shall be used to
prioritize risks and to target inspection and enforcement
actions to the highest risk pipeline assets.

(d) REGULATIONS.—Not later than 18 months after
the date of enactment of this Act, the Secretary and the
Secretary of Transportation shall develop and transmait to
pipeline operators security recommendations for natural
gas and hazardous liquid pipelines and pipeline facilities.
If the Secretary determines that regulations are appro-
priate, the Secretary shall consult with the Secretary of
Transportation on the extent of risk and appropriate miti-
gation measures, and the Secretary or the Secretary of
Transportation, consistent with the Annex to the Memo-
randum of Understanding executed on August 9, 2006,
shall promulgate such regulations and carry out necessary
spection and enforcement actions. Any requlations shall
mcorporate the guidance provided to pipeline operators by
the September 5, 2002, Department of Transportation Re-
search and Special Programs Admainistration’s Pipeline
Security Information Circular and contain additional re-
quirements as necessary based wupon the results of the in-

spections performed under subsection (b). The requlations
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shall wnclude the vmposition of civil penalties for non-
compliance.

(¢) FUNDING.—From the amounts appropriated pur-
suant to section 114(w) of title 49, United States Code, as
amended by section 1503 of this Act, there shall be made
available to the Secretary to carry out this section—

(1) $2,000,000 for fiscal year 2008;

(2) $2,000,000 for fiscal year 2009; and

(3) $2,000,000 for fiscal year 2010.

SEC. 1558. PIPELINE SECURITY AND INCIDENT RECOVERY
PLAN.

(a) IN GENERAL—The Secretary, in consultation
with the Secretary of Transportation and the Adminis-
trator of the Pipeline and Hazardous Materials Safety Ad-
mainistration, and in accordance with the Annex to the
Memorandum of Understanding executed on August 9,
2000, the National Strategy for Transportation Security,
and Homeland Security Presidential Directive 7, shall de-
velop a pipeline security and incident recovery protocols
plan. The plan shall include—

(1) for the Government to provide increased secu-
rity support to the most critical interstate and intra-
state natural gas and hazardous liquid transmaission
pipeline infrastructure and operations as determined

under section 1557 when—
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(A) under severe security threat levels of
alert; or

(B) under specific security threat informa-
twon relating to such pipeline infrastructure or

operations exists; and
(2) an incident recovery protocol plan, developed
- conjunction with interstate and intrastate trans-
massion and distribution pipeline operators and ter-
minals and facilities operators connected to pipelines,
to develop protocols to ensure the continued transpor-
tation of natural gas and hazardous liquids to essen-
tial markets and for essential public health or na-
tional defense uses in the event of an incident affect-
g the interstate and intrastate natural gas and haz-
ardous Liquid transmassion and distribution pipeline
system, which shall include protocols for restoring es-
sential services supporting pipelines and granting ac-
cess to pipeline operators for pipeline infrastructure
repair, replacement, or bypass following an incident.
(b) EXISTING PRIVATE AND PUBLIC SECTOR KEFP-
FORTS.—The plan shall take into account actions taken or
planned by both private and public entities to address
wdentified pipeline security issues and assess the effective

tegration of such actions.
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(¢) CONSULTATION.—In developing the plan under
subsection (a), the Secretary shall consult with the Sec-
retary of Transportation, interstate and intrastate trans-
masston and distribution pipeline operators, nonprofit em-
ployee organizations representing pipeline employees,
emergency responders, offerors, State pipeline safety agen-
cies, public safety officials, and other relevant parties.
(d) REPORT.—

(1) CONTENTS.—Not later than 2 years after the
date of enactment of this Act, the Secretary shall
transmit to the appropriate congressional committees
a report containing the plan required by subsection
(a), including an estimate of the private and public
sector costs to implement any recommendations.

(2) FORMAT.—The Secretary may submit the re-
port in both classified and redacted formats if the
Secretary determines that such action is appropriate
or necessary.

TITLE XVI—AVIATION

SEC. 1601. AIRPORT CHECKPOINT SCREENING FUND.
Section 44940 of title 49, United States Code, 1is
amended—

(1) wn subsection (d)(4) by inserting *, other
than subsection (v),” before “except to”; and

(2) by adding at the end the following:
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“(1) CHECKPOINT SCREENING SECURITY FUND.—

“(1) ESTABLISHMENT.—There s established in
the Department of Homeland Security a fund to be
known as the ‘Checkpoint Screening Security Fund’.

“(2) DEPOSITS.—In fiscal year 2008, after
amounts are made available under section 44923(h),
the mext $250,000,000 derived from fees received
under subsection (a)(1) shall be available to be depos-
ited in the Fund.

“(3) FEES.—The Secretary of Homeland Secu-
rity shall impose the fee authorized by subsection
(a)(1) so as to collect at least $250,000,000 in fiscal
year 2008 for deposit into the Fund.

“(4) AVAILABILITY OF AMOUNTS.—Amounts in
the Fund shall be available until expended by the Ad-
manistrator of the Transportation Security Adminis-
tration for the purchase, deployment, installation, re-
search, and development of equipment to 1mprove the
ability of security screening personnel at screening
checkpoints to detect explosives.”.

SEC. 1602. SCREENING OF CARGO CARRIED ABOARD PAS-
SENGER AIRCRAFT.
(a) IN GENERAL.—Section 44901 of title 49, United

States Code, 1s amended—
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(1) by redesignating subsections (g) and (h) as
subsections (h) and (1), respectively; and

(2) by wserting after subsection (f) the following:
“(g) AIR CARGO ON PASSENGER AIRCRAFT.—

“(1) IN GENERAL.—Not later than 3 years after
the date of enactment of the Implementing Rec-
ommendations of the 9/11 Commission Act of 2007,
the Secretary of Homeland Security shall establish a
system to screen 100 percent of cargo transported on
passenger aircraft operated by an air carrier or for-
eign aivr carrier i air transportation or intrastate
avr transportation to enswre the security of all such
passenger avrceraft carrying cargo.

“(2) MINIMUM STANDARDS.—The system referred
to i paragraph (1) shall require, at a minimum,
that equipment, technology, procedures, personnel, or
other methods approved by the Administrator of the
Transportation Security Administration, are used to
screen cargo carried on passenger aireraft described
m paragraph (1) to provide a level of security com-
mensurate with the level of security for the screening
of passenger checked baggage as follows:

“(A) 50 percent of such cargo is so screened

not later than 18 months after the date of enact-
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ment of the Implementing Recommendations of
the 9/11 Commassion Act of 2007.

“(B) 100 percent of such cargo 1is so
screened not later than 3 years after such date
of enactment.

“(3) REGULATIONS.—

“(A) INTERIM FINAL RULE.—The Secretary
of Homeland Security may issue an interim
Jinal rule as a temporary regulation to 1mple-
ment this subsection without regard to the provi-
sions of chapter 5 of title 5.

“(B) FINAL RULE.—

“(1) IN GENERAL—If the Secretary
wssues an interim final rule under subpara-
graph (A), the Secretary shall issue, not
later than one year after the effective date
of the interim final rule, a final rule as a
permanent regulation to implement this
subsection . accordance with the provisions
of chapter 5 of title 5.

“(11) FAILURE TO ACT.—If the Sec-
retary does not 1ssue a final rule i accord-
ance with clause (1) on or before the last
day of the one-year period referred to in

clause (1), the Secretary shall submat to the
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Jommattee on Homeland Security of the
House of Representatives, Commitlee on
Commerce, Science, and Transportation of
the Senate, and the Committee on Home-
land Security and Governmental Affairs of
the Senate a report explaining why the
Jinal rule was not timely issued and pro-
viding an estimate of the earliest date on
which the final rule will be issued. The Sec-
retary shall submat the first such report
within 10 days after such last day and sub-
mit a report to the Committees containing
updated information every 30 days there-
after until the final rule 1s issued.

“(111) SUPERCEDING OF INTERIM FINAL
RULE.—The final rule issued in accordance
with this subparagraph shall supersede the
terim  final rule issued under subpara-
graph (A).

“(4) REPORT.—Not later than 1 year after the
date of establishment of the system under paragraph
(1), the Secretary shall submat to the Commattees re-
ferred to in paragraph (3)(B)(i1) a report that de-

scribes the system.



054

“(5) SCREENING DEFINED.—In this subsection
the term ‘screening’ means a physical examination or
non-intrusive methods of assessing whether cargo
poses a threat to transportation security. Methods of
screening include x-ray systems, explosives detection
systems, explosives trace detection, explosives detection
canine teams certified by the Transportation Security
Admanistration, or a physical search together with
manifest verification. The Administrator may ap-
prove additional methods to ensure that the cargo
does not pose a threat to transportation security and
to assist in meeting the requirements of this sub-
section. Such additional cargo screening methods shall
not include solely performing a review of information
about the contents of cargo or verifying the identity
of a shipper of the cargo that s not performed in con-
Junction with other security methods authorized under
this subsection, including whether a known shipper is
registered in the known shipper database. Such addi-
tional cargo screening methods may include a pro-
gram to certify the security methods used by shippers
pursuant to paragraphs (1) and (2) and alternative
screening methods pursuant to exemptions referred to

wn subsection (D) of section 1602 of the Implementing
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Recommendations of the 9/11 Commission Act of
2007.7.
(b) ASSESSMENT OF EXEMPTIONS.—
(1) TSA ASSESSMENT.—

(A) IN GENERAL.—Not later than 120 days
after the date of enactment of this Act, the Sec-
retary of Homeland Security shall submit to the
appropriate committees of Congress and to the
Comptroller General a report containing an as-
sessment of each exemption granted under section
44901(v)(1) of title 49, United States Code, for
the screening required by such section for cargo
transported on passenger aircraft and an anal-
ysis to assess the risk of maintaining such ex-
emption.

(B) CONTENTS.—The report under subpara-
graph (A) shall include—

(1) the rationale for each exemption;
(i11) what percentage of cargo 1is not
screened — wn  accordance  with  section

44901(g) of title 49, United States Code;

(111) the 1mpact of each exemption on
aviation security;
(1v) the projected impact on the flow of

commerce of eliminating each exemption,
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respectively, should the Secretary choose to
take such action; and
(v) plans and rationale for maintain-

g, changing, or eliminating each exemp-

tion.

(C) FOrRMAT—The Secretary may submait
the report under subparagraph (A) in both clas-
sified and redacted formats if the Secretary de-
termines that such action is appropriate or nec-
essary.

(2) GAO ASSESSMENT.—Not later than 120 days
after the date on which the report under paragraph
(1) is submatted, the Comptroller General shall review
the report and submit to the Commaittee on Homeland
Security of the House of Representatives, the Com-
mittee on Commerce, Science, and Transportation of
the Senate, and the Committee on Homeland Security
and Governmental Affairs of the Senate an assess-
ment of the methodology of determinations made by
the Secretary for maintaining, changing, or elimi-
nating an exemption under section 44901(v)(1) of title
49, Unated States Code.

SEC. 1603. IN-LINE BAGGAGE SCREENING.

(a)  EXTENSION  OF  AUTHORIZATION.—Section

44923(1)(1) of title 49, United States Code, is amended by



Sy
striking “2007.7 and inserting “2007, and $450,000,000
Jfor each of fiscal years 2008 through 20117
(b) SUBMISSION OF COST-SHARING STUDY AND
PrLAN.—Not later than 60 days after the date of enactment
of this Act, the Secretary for Homeland Security shall sub-
mat to the appropriate congressional commattees the cost
sharing study described in section 4019(d) of the Intel-
ligence Reform and Terrorism Prevention Act of 2004 (118
Stat. 3722), together with the Secretary’s analysis of the
study, a list of provisions of the study the Secretary in-
tends to vmplement, and a plan and schedule for imple-
mentation of such listed provisions.
SEC. 1604. IN-LINE BAGGAGE SYSTEM DEPLOYMENT.
(a) IN GENERAL.— Section 44923 of title 49, Unated
States Code, 1s amended—
(1) in subsection (a) by striking “may make”
and inserting “shall make”;
(2) in subsection (d)(1) by striking “may” and
wmserting “shall’;
(3) an subsection (h)(1) by striking “2007” and
mserting “2028”;
(4) wn subsection (h) by striking paragraphs (2)
and (3) and inserting the following:
“(2) ALLOCATION.—Of the amount made avail-

able under paragraph (1) for a fiscal year, not less
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than $200,000,000 shall be allocated to fulfill letters

of intent issued under subsection (d).

“(3) DISCRETIONARY GRANTS.—Of the amount
made available under paragraph (1) for a fiscal year,
up to $50,000,000 shall be used to make discretionary
grants, including other transaction agreements for
arrport security vmprovement projects, with priority
given to small hub airports and nonhub airports.”;

(5) by redesignating subsection (i) as subsection
(j); and

(6) by inserting after subsection (h) the fol-
lowing:

“(1) LEVERAGED FUNDING.—For purposes of this sec-
tion, a grant under subsection (a) to an airport sponsor
to service an obligation issued by or on behalf of that spon-
sor to fund a project described in subsection (a) shall be
considered to be a grant for that project.”.

(b) PRIORITIZATION OF PROJECTS.—

(1) IN GENERAL—The Administrator of the
Transportation Security Administration shall estab-
lish a prioritization schedule for airport security im-
provement projects described in section 44923 of title
49, Unated States Code, based on risk and other rel-
evant factors, to be funded under that section. The

schedule shall include both hub airports referrved to in